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Abstract

The purpose of this paper is to explain the summer projects I completed this summer, including: Node Registration Page with it's supporting python method (show_sys()),  sending digitally signed emails, graphing computer block/unblock request times, and writing network filters. This paper shall explain their creation and how to use them, focusing on netflow.pl (the program) and Perl (it's language).

Introduction

Over the past 3 months I participated in an internship at Fermi National Acceleration Laboratory and had the opportunity to work in the Computing Division with the Computer Security Team (CST).  The CST's main focus is to facilitate and execute the day-to-day operations of the Laboratory Computer Security Program. They provide the Fermilab community with technical expertise, information, and resources needed in an effort to increase computer security against rising threats found on the Internet. 

Under their supervision I completed various projects, including: creating filters for the information caught by the network routers(netflow.pl), updating a Node Registration Page and creating a python method for the information wanted(show_sys()),  sending digitally signed emails and writing it's respective documentation, and graphing computer block/unblock requests.  Although I shall give a brief background on all projects, this report highlights the process involved in creating of netflow.pl. 

Background

For the completion of the programs assigned to me I had to learn many new concepts and languages.  Among others, these included:  

· Unix: UNIX is an operating system. The job of an operating system is to orchestrate the various parts of the computer -- the processor, the on-board memory, the disk drives, keyboards, video monitors, etc. -- to perform useful tasks. The operating system is the master controller of the computer, the glue that holds together all the components of the system, including the administrators, programmers, and users. When you want the computer to do something for you, like start a program, copy a file, or display the contents of a directory, it is the operating system that must perform those tasks for you. UNIX was created in the late 1960s, in an effort to provide a multiuser, multitasking system for use by programmers. The philosophy behind the design of UNIX was to provide simple, yet powerful utilities that could be pieced together in a flexible manner to perform a wide variety of tasks(http://www.isu.edu/departments/comcom/unix/workshop/whatis.html)

· Unix Shell: The shell is a type of program called an interpreter. An interpreter operates in a simple loop: It accepts a command, interprets the command, executes the command, and then waits for another command. The shell displays a "prompt," to notify you that it is ready to accept your command. 
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The shell recognizes a limited set of commands, and you must give commands to the shell in a way that it understands: Each shell command consists of a command name, followed by command options (if any are desired) and command arguments (if any are desired). The command name, options, and arguments, are separated by blank space.

The basic form of a UNIX command is: 


commandname [-options] [arguments]

(http://www.isu.edu/departments/comcom/unix/workshop/shell.html)

Useful commands:

· Sourcing files: When sourcing a script we define the relevant paths and libraries.  Sourcing scripts was essential to developing the graphical block/unblock page.  To do so, I used the following format: 

[ellie@cstlin ellie]$ . /home/ellie/graph.sh

· ls -al: shows a list of all the files in the folder, including hidden ones and gives information about each one of them (permissions, who created it, who has access to it, etc)

· Find: helps find files and folders in specified directories.

· Egrep: performs an inline search for specified patterns using full regular expressions
[ellie@cstlin ellie]$ find . -name '*.py' |args egrep 'Mailer()'

· VI: The VI editor is a common editor for unix systems in that it makes use of a regular keyboard with an escape key. This Full-screen text editor enables you to create and edit text files, including program code.

[ellie@cstlin ellie]$ vi netflow.pl

· SSH (Secure Shell): is a program to log into another computer over a network, to execute commands in a remote machine, and to move files from one machine to another.  It provides strong authentication and secure communications over insecure channels. SSH protects the user from illicit network snooping ("packet sniffing"), by offering password and session encryption.

[ellie@cstlin ellie]$ ssh nimisrv

· FTP (File Transfer Protocol): allows you to retrieve files found on other computers.

· Perl:  Perl is an interpreted programming language known for its power and flexibility.  It is optimized for string manipulation, Input/Output, and system tasks.  Its name stands for Practical Extraction and Report Language.

· Python: Python is an interpreted, interactive, object-oriented programming language.  It combines remarkable power with very clear syntax.  Python is also usable as an extension language for applications that need a programmable interface.  Various aspects of python were learned in order to perform all the tasks assigned, including the interactive python and the graphical. 

· MySQL: open source database.

· Zope: is an open source web application server primarily written in the Python programming language for building content management systems, intranets, portals, and custom applications. It features a transactional object database which can store not only content and custom data, but also dynamic HTML templates, scripts, a search engine, and relational database (RDBMS) connections and code. It features a strong through-the-web development model, allowing you to update your web site from anywhere in the world. To allow for this, Zope also features a tightly integrated security model. Built around the concept of "safe delegation of control", Zope's security architecture also allows you to turn control over parts of a web site to other organizations or individuals. The transactional model applies not only to Zope's object database, but to many relational database connectors as well, allowing for strong data integrity. This transaction model happens automatically, ensuring that all data is successfully stored in connected data sources by the time a response is returned to a web browser or other client.(http://www.zope.org/WhatIsZope)

· DTML: is the Document Template Markup Language, a handy presentation and templating language that comes with Zope.  It's a server-side scripting language.

· Wrapper: in programming, a wrapper is a program or script that makes possible the running of another.

· Flows: conglomeration of network connections.

Method

I. Netflow

This program was created to analyze the flow collected by the routers to better understand and protect against incidents.
A. The beginning of Netflow

In order to develop netflow.pl I learned how to use Perl, as well as to control the various features it has to offer. For an introduction to the basics syntax of Perl, go to Appendix A1.  This section focuses on the functions I learned and used to create the netflow.pl script.  

When defining a function, or subroutine, in Perl, just write: 

sub function_name(){



#function body

}

 at the beginning or end of the main program.  Then, to use the function just call it's name with any parameters you wish to pass.


function_name(parameters);

To retrieve the parameters once you are inside the function, simply type @_, which gives you the parameter values in an array form:


($parameters)=@_;

Various loops helped greatly in the development of the script, including:

-Foreach loop: 


foreach @array($each){



print $each;



#go through elements in @array, copy them in $each and print them out


}

-While loop:


while(True){



#do this until statement is False


}

- If:


if($var==$option1){



#do this once if True, if not go to else-if



print 'In IF loop';


}


elsif($var==$option2){



#do this if $var==$ption1 is false and $var == $option2 is true



print 'In else if loop';


}


else{



#do this is all option above are false



print 'In else loop';


}

To calculate the days in months I used the Date local function in the following manner:


use Date::Calc(Days_in_Month);


$limday=Days_in_Month($year, $month)

To find the current date, Time::Local is necessary:


use Time::Local;


($day, $month, $year)=(localtime)[3,4,5];

To control whether the file is saved a file in a particular location or just shown on the screen the following setup was used:


$outdir=(getpwuid($<))[7];#
user's home directory


$outfile="$outdir/flow.flt";


$debug = 1 
#can be either 1 or 0


if($debug){
open(OUTFILE, ">&STDOUT");
} 


else{ 
open(OUTFILE, "> $outfile");}


print OUTFILE "filter-primitive $filter\n";

Where >&STDOUT will print to the regular output, usually the screen, and $outfile will save the information to the directory specified.

In order to store files from a system folder the use of angle brackets are necessary (<, >):


$dir=”/home/ellie”


@folder=<$dir/*>;#copies all (*) files in /home/ellie

B. Functions of Netflow

In order to run efficiently, various functions were created in netflow.pl.  This section focuses on briefly explaining their importance.

usage(): created to explain the functionalities of netflow.pl.  It shows up if no parameters are entered after calling the program (as shown below) or if '-h' (help) or '-?'are entered as the arguments after calling the script.
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- parsI(): checks for obvious mistakes that user could have committed, such as forgetting the dash,'-', in front of a flag or not providing the necessary parameters for flags.  It also checks for flags that have been negated to insure that the user has not negated the wrong flags.  parsI() is also in charge of assigning the arguments into specific categories so that they can be used throughout the program.

- parsII(): Checks for errors more specific to each flag.  For instance, it makes sure that the date was entered in the correct format, MM-DD-YYYY, the time was entered in the correct format, the protocol specified does indeed exist (checking the by name and number in the /etc/protocols file on the computer).  The parsII() function also groups flags of a kind together, in order to maximize the efficiency of the program.

- print_block(): Takes the information from the main program once it has been parsed and grouped correctly, and prints it out in blocks.

filter-primitive any_IP

        type ip-address-prefix

        permit 123.15.24.1/32

        default deny

filter-primitive source_IP

        type ip-port

        deny 5498

        default permit

filter-primitive dest_port

        type ip-port

        permit 4895

        default deny

- print_time(): prints out time block in correct format,using get_date() to sparse date/time information

filter-primitive date_s

        type time-date

        permit gt August 1, 2005 00:00:00

        default deny

filter-primitive date_e

        type time-date

        permit lt August 1, 2005 23:59:59

        default deny

- get_date(): parses date sent to print_time() and writes it out in the format needed (month day, year start/end time)

- get_month(): changes the numerical value of a month into the month name.

today(): Uses localtime in Time::Local to get the current day, month and year, and returns it to the main program.

($day, $month, $year)=(localtime)[3,4,5];

- check_num(): changes single digit numbers into strings with a leading 0 attached and returns the edited number back to the main.

get_time(): Finds string timestamp in the filename and turns it into a number.  For instance, it takes:

/netflow/ft/172.16.1.202/2005/2005-04/2005-04-03/ft-v05.2005-04-03.031607-0500

and turns returns 31607 to the main program.

- fix_time(): takes the time entered by the user through the command line and changes it into a number.  For instance, 06:12:42 is returned as 62142 .

- main(): The main program is in charge using all the information from the functions mentioned earlier and putting them all together to write filters.  Here flags are assigned name values, the filter definition block is written and the filters are used with flow-nfilter.  Attached you will find various examples of the program outcome.

[ellie@cstlin temp]$ ./netflow.pl -B -S 5498 -o 130 -sd 04-03-2005 -st 15:42:16 -n -a 131.225.85.83

filter-primitive any_IP

        type ip-address-prefix

        permit 131.225.85.83/32

        default deny

filter-primitive source_IP

        type ip-port

        permit 5498

        default deny

filter-primitive PROTOCOL

        type ip-protocol

        permit sps

        default deny

filter-primitive B_block

        type ifindex

        permit 0

        default deny

filter-primitive date_s

        type time-date

        permit gt April 03, 2005 15:42:16

        default deny

filter-primitive date_e

        type time-date

        permit lt August 1, 2005 23:59:59

        default deny

filter-definition my-filter

        match ip-source-address any_IP

        match ip-source-port source_IP

        match ip-protocol PROTOCOL

        match output-interface B_block

        match start-time date_s

        match end-time date_e

                or

        match ip-destination-address any_IP

        match ip-source-port source_IP

        match ip-protocol PROTOCOL

        match output-interface B_block

        match start-time date_s

        match end-time date_e

[ellie@cstlin temp]$

  and

[ellie@cstlin temp]$ ./netflow.pl -b -D 5498 -sd 04-04-2005 -ed 04-04-2005 -n -d 131.225.85.83                                                                                                   

filter-primitive dest_IP

        type ip-address-prefix

        permit 131.225.85.83/32

        default deny

filter-primitive dest_port

        type ip-port

        permit 5498

        default deny

filter-primitive date_s

        type time-date

        permit gt April 04, 2005 00:00:00

        default deny

filter-primitive date_e

        type time-date

        permit lt April 04, 2005 23:59:59

        default deny

filter-definition my-filter

        match ip-destination-address dest_IP

        match ip-destination-port dest_port

        match start-time date_s

        match end-time date_e

[ellie@cstlin temp]$

 II. Other projects

Node Registration Page:

This page was created to test if computers are registered under the FNAL system and to give specific information about who the computer is registered to and where it is located at.  This page makes use of show_sys(), a method I wrote under the NodeDirectory() module in nimilib.py, by calling it and  parsing the information returned.  The show_sys() method was written in Python and accesses MySQL databases and other functions to group the computer information together and return it to the user in a dictionary format.  

The webpage was created in Zope and written in DTML.  An example of Zope can be found in Appendix B1, the code used to create the page can be found in Appendix A5, and show_sys() is found in Appendix A6.
Digitally Signed Emails:

The digital signature for emails was created for added security and validity to emails received at Fermi.  They confirm that the sender is indeed who he/she says he/she is.  It makes use of private and public keys to confirm a persons identity.  The main tool needed to sign emails is SMIME, which must be imported into the script.  After this has been done successfully and organizing the email in the correct format, the email message can be signed by using the sign in SMIME.SMIME function.  I wrote a complete document on how to create, send and sign emails, which can be found in Appendix A4.

Block/Unblock Request Time Graphs:

This graph was created to visually analyze the time it takes for computers at Fermi to be blocked off the Internet and how it evolves with time, as well as the results on how quickly these computers are unblocked.  When running the script, it returns a file viewable from a webpage that shows 2 graphs.  The first graph compares the time it takes to block computers with vulnerabilities on a Monday-Friday, 8:00-5:00 schedule with the time it takes to block the computer at all times (Monday-Sunday, holidays included).  The second graph is divided the same way, except it registers the time it takes to unblock computers that fixed the vulnerabilities found.   This graph was made for administrative purposes in an effort to improve block/unblock response time.

The code for the program can be found in Appendix A9, and the final product is shown in Appendix B4.
Results

After the projects assigned were completed they are being implemented by the Computer Security Team in an effort to provide the Fermi community with a better service.  Most of the projects will be returned to the open source community for future development by those who might want to use it.  

Appendix

A1. Basic Perl syntax
The first thing everyone must know about Perl is it's basic syntax and functions:

-Every sentence ends with a semicolon(;)

-Every variable starts with a dollar sign ($)

-Every array begins with an at sign (@)

-Any statement that starts with a pound sign (#) is a comment, and has no effect on the program.

-When comparing strings use 'eq' for equals and 'ne' for not equals, as when comparing numbers '==' should be used for equals and '!=' should be used for not equals.

-While searching for patterns in a strings:


*~/^x/ searches for x in a string


*~s/x/y/gi substitutes x for y everywhere in the string, regardless of the case


*$' refers to the string after the pattern is found
A2. SignEmails.py

import sys, string

from nimilib import Mailer

def makebuf(text):

        return BIO.MemoryBuffer(text)

if sys.argv[1:]:

        event_id = sys.argv[1]

else:

        event_id = 216

from DetectorProxyBase import DetectorProxyBase

d=DetectorProxyBase()

row = d.getWFEvent( event_id )

if row:

        ref_id = row['detector_ref_id']

        issue_code = row['issue_code']

        #print "event_id=%s => ref_id=%s, issue_code=%s\n"\

        #       % (event_id, ref_id, issue_code)

else:

        #print "event_id=%d, no ref_id found\n" % event_id

        exit

from VScanProxy import VScanProxy

p=VScanProxy()

#print "Testing getEventDetails"

p.getEventDetails( event_id, ref_id )

#print "Testing getIssueDetails"

p.getIssueDetails( 0, issue_code )

tup = p.generateEMailMessage('new', event_id, ref_id)

to_addr=''

if tup:

        from_addr, to_addr_lst, mssg = tup

        to_addr = string.join(to_addr_lst, ',')

        m=Mailer()

        m.sendMail(from_addr,to_addr,mssg)

A3. Sending emails (sending.py)
import smtplib

smtpserver = 'smtp.fnal.gov'

#AUTHREQUIRED = 0 # if you need to use SMTP AUTH set to 1

#smtpuser = ''  # for SMTP AUTH, set SMTP username here

#smtppass = ''  # for SMTP AUTH, set SMTP password here

RECIPIENTS = ['ellie@fnal.gov', 'l3on3ss4@gmail.com']

SENDER = 'alvarado@fnal.gov'

#mssg = open('mssg.txt', 'r').read()

mssg="""From: Ellie Figueroa <ellie@fnal.gov>

To: Michelle Alvarado<alvarado@fnal.gov>

Subject: What up?

Hey Michelle,

What's up? I just needed an example to show people

what my program looks like.  Hope you don't mind.

Well, your presentation is coming up soon.. good

luck!

 -Ellie

"""

session = smtplib.SMTP(smtpserver)

smtpresult = session.sendmail(SENDER, RECIPIENTS, mssg)

~

~

A4. Digital Signature document

How do you digitally sign emails using Python

In order to sign your emails you will need a key and a certificate.  Before you begin, however, there are a few things we recommend doing to facilitate the writing of your program.  Start by finding the nimi.cfg file on your computer. One easy way to do this is by accesing python's interactive mode, then importing os, and calling os.environ['NIMI_CONFIG'] which locates the nimi.cfg file on your machine:

[ellie@fenris ellie]$ python

Python 2.3.4 (#1, Oct  7 2004, 17:26:30)

[GCC 3.2.3 20030502 (Red Hat Linux 3.2.3-24)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> import os

>>> os.environ['NIMI_CONFIG']

'/opt/nimi/cfg/nimi.cfg'

(usually located in /opt/nimi/cfg/) and locate the [Mailer] section.  Here you will add two variables, signature_key_file, and signature_cert_file, with the exact location of your key and certificate . For instance, a root user that creates a for_emails folder and places the key and certificate there would write:


signature_key_file = /home/root/for_emails/nimi-key.pem


signature_cert_file = /home/root/for_emails/nimi-cert.pem

Now you are ready to begin your script.  Open a new file and import the necessary methods from M2Crypto.  You will use BIO to buffer the email message, Rand to seed a random number generator, and SMIME to sign the email itself.


from M2Crypto import BIO, Rand, SMIME

You will also need to import NIMIConfig from nimilib.py.  This will be used to find the location of the key and the certificate in nimi.cgf.

 
from nimilib import NIMIConfig

To buffer selected strings, you will need to define a function 'makebuf' that calls the MemoryBuffer in BIO

 
def makebuf(text):

        return BIO.MemoryBuffer(text)

Now you will create a file, random.dat, using BIO that will seed the “pseudo-random number generator” (PRNG)


Rand.load_file('random.dat', -1)

At this point you should have the email you wish to sign.  This email does not need to include the headers To, From, and Subject, but they can be included if so desired. 

Whatever the method for retrieving the email text might be, it must later be placed as a string in an variable, such as mssg, to be used.  For instance, if you are writing the email in your code, it should look something like this:


mssg=[



"""This is where the body of your email will go.


The body can be as long as you like


In this case it would be divided by lines


as seen.


-Ellie"""

or

mssg=[


"This is where the body of your email will go.",


"The body can be as long as you like",


"In this case it would be divided by lines",


"as seen.",


"",


"-Ellie"]


import string #turns arrays into strings.


mssg = string.join(mssg, '\r\n')

Once we have the text in a variable, mssg, we can create a MemoryBuffer of the email text by using the function defined earlier

  
buffer = makebuf(mssg)

Make an instance of NIMIConfig and get the location of the key and certificate to use. 

  
cfg=NIMIConfig()

  
keyfile=cfg.get('Mailer','signature_key_file')

  
certfile=cfg.get('Mailer','signature_cert_file')

Then make an instance of SMIME and load the key and the certificate:


s = SMIME.SMIME()


s.load_key(keyfile, certfile)

Now, using SMIME sign the buffer created earlier, creating a “PKCS #7 signature blob” which will be sent via email


p7=s.sign(buffer)

Because the buffer is consumed by sign() we will have to recreate it if we want to use it again.  

  
buffer = makebuf(mssg)

Then we use the SMIME instance load the key and certificate into the program


s.load_key(keyfile, certfile)

In order to send the email we must add a header to the email:


header='To: recipient@fnal.gov \nFrom: sender@fnal.gov \nSubject:This is my test email\n'

Make sure there are no white spaces between the new line character '\n' and 'From:' or 'Subject:'.  Also, be sure that there is ONLY ONE new line character ('\r' or '\n', not both).

Finally, you make an instance of MemoryBuffer and submit the header, 


out = BIO.MemoryBuffer()


out.write(header)

Write the header, the signature blob and the buffer to SMIME,


s.write(out, p7,buffer)

and store them back in mssg.

      mssg= out.read()

Before ending the program you might want to save the PRNG .                                                                               

     
Rand.save_file('randpool.dat')

Submit the email by any method  by sending mssg to the desired email address.


import smtplib

 
smtpserver = 'smtp.fnal.gov'


session = smtplib.SMTP(smtpserver)

  
smtpresult = session.sendmail('cst@fnal.gov','ellie@fnal.gov', mssg)


session.close()

For more technical information visit: http://sandbox.rulemaker.net/ngps/m2/howto.smime.html
A5.  Show_Page DTML code

<dtml-var standard_html_header>

<center><img src="fermilogo.gif" border=0></center>

<br>

<h2 align='center'>Computing Division<br>Node Registration Test</h2>

<dtml-call expr="REQUEST.set('dict',SysMeth(REMOTE_ADDR))">

  <a href="https://fncdug1.fnal.gov/misnet/cgi/nwsvc.pl">Register new interfaces</a>

  or

  <a href="https://fncdug1.fnal.gov/misnet/cgi/nwsvc.pl">correct existing machine data.</a>

  Correct system administrator information in the 

  <a href="sysadmin.html">System Administrators' Online Database</a>

<br><br>

<dtml-if "dict['MAC']==''">

  Your MAC address could not be found on MISCOMP.  Please make sure your computer is registered or try again later.

<dtml-else>

  <b>Your IP address (<dtml-var "dict['IP']">) is a FermiLab <dtml-var "dict['Type']"> address

  and is currently assigned to the MAC address <dtml-var "dict['MAC']"></b>

  <br><br><br>

  <table align='center'>

    <dtml-var expr="Table_rows(name='IP Address', desc=dict['IP'])"> 

    <dtml-var expr="Table_rows(name='MAC', desc=dict['MAC'])">

    <dtml-var expr="Table_rows(name='System Name', desc=dict['Name'])">

    <dtml-var expr="Table_rows(name='System Number', desc=dict['SysNum'])">

    <dtml-var expr="Table_rows(name='Property Number', desc =dict['PropNum'])">

    <dtml-var expr="Table_rows(name='Serial Number', desc=dict['SerNum'])">

    <dtml-var expr="Table_rows(name='SI Number', desc=dict['SIN'])">

    <dtml-var expr="Table_rows(name='Node Type', desc=dict['Node'])">

    <dtml-var expr="Table_rows(name='Status', desc=dict['Status'])">

    <dtml-var expr="Table_rows(name='Class Name', desc=dict['ClassName'])">

    <dtml-var expr="Table_rows(name='System Manager', desc=dict['SysMan'])">

    <dtml-var expr="Table_rows(name='email', desc=dict['email'])">

    <dtml-var expr="Table_rows(name='Purpose', desc=dict['Purpose'])">

    <dtml-var expr="Table_rows(name='Member', desc=dict['Memb'])">

    <dtml-var expr="Table_rows(name='Location', desc=dict['Loc'])">

    <dtml-var expr="Table_rows(name='Authorized Administrator', desc=dict['AuthAdmin'])">

  </table>

</dtml-if>

<BR><BR>

<dtml-var standard_html_footer>

A6. Nimilib.NodeDirectory: show_sys()

class   NodeDirectory:

. . .


def     show_sys(ip):

c=self.MISCOMPCursor()  ##or miscomp_c



maclist=self.ip2mac(ip)



if maclist == []:




mac = ''




dict={"IP":ip, 'MAC':mac}



else:



for item in maclist:




macaddr.append(item['mac'])

         mactype.append(item['type'])

         nodetype.append(item['nodename'])

      for item in macaddr:

          item=item.replace(':','-')

          mac=item.upper()

      for item in mactype:

          type=item.upper()

      for item in nodetype:

          node=item.upper()

      #Get sid

      sid=c.callfunc('miscomp.common.get_system_id3', cx_Oracle.STRING, [mac, ip])



#Get location id:

      cmd='select NAME, SYSTEM_NUMBER,PURPOSE,LOCATION_ID from systems where id = %s' %sid

      c.execute(cmd)

      locarray = c.fetchall()

      for item in locarray:

          (name, snumber, purpose, locid)=item

      #Get other info

      pn=c.callfunc('miscomp.common.get_asset_info', cx_Oracle.STRING, [sid, property_number])

      sn = c.callfunc('miscomp.common.get_asset_info', cx_Oracle.STRING, [sid, serial_number])

      si = c.callfunc('miscomp.common.get_asset_info',cx_Oracle.STRING, [sid,sin])

      cn = c.callfunc('miscomp.common.get_asset_info', cx_Oracle.STRING, [sid, class_name])

      st=c.callfunc('miscomp.common.get_fixed_asset_status', cx_Oracle.STRING, [sid])

     memb = c.callfunc('miscomp.common.get_parent_system_names', cx_Oracle.STRING, [sid, '<br>', links, '' ])

     loc = c.callfunc('miscomp.common.get_location', cx_Oracle.STRING, [locid])

     #Get system manager

     smanager = c.callfunc('miscomp.common.get_system_manager', cx_Oracle.STRING, [sid])

     admin = c.callfunc('miscomp.common.get_system_administrator', cx_Oracle.STRING, [sid])

     #EMAIL

     c.execute("""SELECT email, type  FROM table( miscomp.common.get_system_PM_SA(:mac, :ip ) )""",

     mac=mac, ip=ip)

     [(email, buffer)]=c.fetchall()



#make dictionary

      dict={"IP":ip,          'MAC':mac,

      'Name':name,            'Type':type,

      'Node':node,            'SysNum':snumber,

      'PropNum': pn,          'SerNum': sn,

      'SIN':si,               'ClassName': cn,

      'Status': st,           'Memb': memb,

      'Loc': loc,             'Purpose':purpose,

      'SysMan':smanager,      'email':email,

      'AuthAdmin':admin}

      return dict

A7. Netflow.pl

#!/usr/local/bin/perl

$outdir=(getpwuid($<))[7];#
user's home directory

$outfile="$outdir/flow.flt";

$tool_dir="/usr/local/netflow/bin";

$data_dir="/netflow/ft/172.16.1.202";

$debug=1;

$i=0;

if($ARGV[0]){


while($ARGV[$i]){ 



$fname[$i] = $ARGV[$i];



$terms= $i;



$i++;


}


parsI();

}

else {usage();} #Explains program

print OUTFILE "\n";

$i=$m=0;

## Initializing flags.

if($a != 0||$na !=0)

{
$filter="any_IP";


$type1="ip-address-prefix";


$type2='x';


$flag1=$a;


$flag2=$na;


@array=@a_array;


@narray=@na_array;


$change=1;


$check_a='y';


print_block();  ## GO to 226

}

if($s !=0||$ns!=0)

{
$filter="source_IP";


$type1="ip-address-prefix";


$type2="ip-source-address"; 


$flag1=$s;


$flag2=$ns;


@array=@s_array;


@narray=@ns_array;


$change=0;


print_block();

}

if($d!=0||$nd!=0)

{
$filter="dest_IP";


$type1="ip-address-prefix";


$type2="ip-destination-address";


$flag1=$d;


$flag2=$nd;


@array=@d_array;


@narray=@nd_array;


$change=0;


print_block();

}

if($S != 0||$nS!=0)

{
$filter="source_IP";


$type1="ip-port";


$type2="ip-source-port";


$flag1=$S;


$flag2=$nS;


@array=@S_array;


@narray=@nS_array;


$change=0;


print_block();

}

if($D != 0||$nD!=0)

{
$filter="dest_port";


$type1="ip-port";


$type2="ip-destination-port";


$flag1=$D;


$flag2=$nD;


@array=@D_array;


@narray=@nD_array;


$change=0;


print_block()

}

if($p !=0||$np!=0)

{
$filter="any_port";


$type1="ip-port";


$type2="ip-destination-port";


$flag1=$p;


$flag2=$np;


@array=@p_array;


@narray=@np_array;


$change=2;


$check_p='y';


print_block();

}

if($o != 0||$no!=0)

{
$filter="PROTOCOL";


$type1=$type2="ip-protocol";


$flag1=$o;


$flag2=$no;


@array=@o_array;


@narray=@no_array;


$change=0;


print_block();

}

if($w!=0)

{
$filter="flowcnt";


$type1="counter";


$type2= "flows";


$flag1=$w;


$flag2=0;


@array=@w_array;


$change=0;


print_block();

}

if($k!=0)

{
$filter="octetcnt";


$type1="counter";


$type2= "octets";


$flag1=$k;


$flag2=0;


@array=@k_array;


$change=0;


print_block();

}

if($t!=0)

{
$filter="packetcnt";


$type1="counter";


$type2= "packets";


$flag1=$t;


$flag2=0;


@array=@t_array;


$change=0;


print_block();

}

if($b !=0)

{
$filter="b_block";


$type1="ifindex";


$change=0;


$flag1=0;


$flag2=0;


#print_block();

}


if($B !=0)

{
$filter="B_block";


$type1="ifindex";


$type2="output-interface";


$flag1=1;


$flag2=0;


$change=0;


@array=0;


print_block();

}

if($B == 0 && $b ==0)

{
$filter="noblock";


$type1="ifindex";


$type2="output-interface";


$flag1=0;


$flag2=1;


@narray[0]=0;


$change=0;


print_block();

}

##Time date blocks

use Time::Local;

#Configure start date and time


$type="start-time";


$filter="date_s";


if($sday eq '')



{
($M, $D, $Y)=today(); 



$sday="$M-$D-$Y";


} 


if($stime eq ''){$stime="00:00:00";}


$time1=fix_time($stime);
#**time for printing loop


@array=($sday, $stime);


$ex="gt";


print_time("st");

#Configure end time and date


$type="end-time";


$filter="date_e";


if($eday eq '')


{
($M, $D, $Y)=today(); 



$eday="$M-$D-$Y";


}


if($etime eq ''){$etime="23:59:59";}


$time2=fix_time($etime); 
#**time for printing loop


@array=($eday, $etime);


$ex="lt";


print_time("et");

#Filter definition

print OUTFILE "\nfilter-definition my-filter\n";


foreach $item(@match1){



print OUTFILE "\tmatch $item\n";


}

if($check_a eq 'y'){ 


print OUTFILE "\t\tor\n";


foreach $item(@match2){



print OUTFILE "\tmatch $item\n"


}

}

if($check_p eq 'y'){


print OUTFILE "\t\tor\n";


@match1[$flagp]=@match2[$flagp]="ip-source-port any_port";


foreach $item(@match1){



print OUTFILE "\tmatch $item\n";


}


if($check_a eq 'y'){ 



print OUTFILE "\t\tor\n";



foreach $item(@match2){




print OUTFILE "\tmatch $item\n"



}


}

}

print OUTFILE "\n";

close(OUTFILE);

if ($run eq 'y'){exit;} #**Quiting program per user request

#Finding the files by location.

use Date::Calc(Days_in_Month);

use Time::Local;

if($year1>$year2){print "Starting year is greater than ending year\n"; exit;}

if($month1>$month2 && $year1==$year2)

{
print "Starting month is greater than ending month\n"; exit;}

if($day1>$day2 && $month1== $month2)

{
print "Starting date is greater than ending date\n"; exit;}

($MONTH, $DAY, $YEAR)=today();

if ($day2 == $DAY && $month2 == $MONTH && $year2 == $YEAR)

{
$today ='y';}

else{ $today='n';}

if($time2>235800 && $today eq 'n'){


$lim=Days_in_Month($year2, $month2);


if($day2==$lim){



if($month2!=12){$month2++; $day2=1;}



else{




$year2++;




$month2=1;




$day2=1;



}


}


else{$day2++;}


$time2=100;

}

$year=$year1;

$month=$month1;

$day=$day1;

$time=$time1;

$k=0;

while($year <= $year2)#Copying in specific years

{


    if($year != $year2){$limmonth=12;}

    else{$limmonth=$month2;}

    while($month<=$limmonth)
#**copying in specific months

    {
if($month !=$month2){$limday=Days_in_Month($year, $month);}

   
else{$limday=$day2;} 


if($month<10){$Month=check_num($month);}


else{$Month=$month;}


while($day<=$limday)
#**copying specific days


{



    if($day<10){$Day = check_num($day);}


    else{$Day=$day};


    $dir="$data_dir/$year/$year-$Month/$year-$Month-$Day";


    if(-e $dir){  # 'defined' didnt' work.. checking for existance.



$date ="$year-$Month-$Day";



@folder=<$dir/*$date*>;
#**copy files in @folder.



if($day == $day1){$starttime=$time1;}#Start time at..



else{$starttime=0;}



if($day != $limday){$endtime=240000;}#End time at..



else{$endtime = $time2;}



if(@folder==0){print "\nFolder at $dir is empty\n\n";}



for($i=0, $j=1; $i<@folder; $i++, $j++)



{   $filetime=get_time(@folder[$i]);



    if($starttime<=$filetime){



    
if($endtime >= $filetime){




    if($k == 0  && $i != 0){





$i--;





@directories[$k]=@folder[$i];





$i++;$k++;




     }




     if($i==0){




     
@directories[$k]=@folder[$i];





$k++;




     }




     if($j!=@folder){





    
@directories[$k]=@folder[$j];




    
$k++;




     }




 }    



     }



}


    }


   else {print "Could not find $dir\n"}


    $day++;


}


$day=1;


$month++;

    }

    $year++;

    $month=1;

}

foreach $file (@directories){


system("$tool_dir/flow-cat $file| $tool_dir/flow-nfilter -f $outfile -F my-filter| $tool_dir/flow-print -f5");

}

#############################--FUNCTIONS--##########################

sub usage{


print<<out;

By Eleonora Figueroa

06-07-2005

OBJECTIVE: Creates filters files and saves them to flow.flt on user folder.


netflow.pl <args>



-h = Help



-a = any source or destination IP address



-d = destination IP address



-s = source IP address



-D = destination port



-S = source port



-p = any destination or source port



-b = include blocked flows



-B = only blocked flows



-F = change saved file location on specified location



     (default is user folder in home)



-w = flow counter


          -gw = flows greater than


           -lw = flows less than



-k = octet counter


           -lk = octet less than


          -gk = octet greater than



-t = packets


       -lt = packets less than


       -gt = packets greater than


        -n = do not run system command

                  -sd = start day (if not stated present day assumed)


      -ed = end day (if not stated present day assumed)


       -st = start time (if not stated 00:00:00 assumed)


       -et = end time (if not stated 23:59:59 assumed)


Negate = negate flags by adding an 'n' after the dash in the flag (e.g.: -na, -nS)

out

exit;

}

sub parsI(){


for($i=0, $j=0; $i<=$terms; $i++, $j++){ 



if($fname[$i]!~/^-/ || $fname[$i]=~/\d+/)



{
print "Error: Please verify syntax line entered\n"; 




exit;



}



else{ @flag[$j]=$fname[$i];}



if($fname[$i] eq "-nh"){print "\n What do you think you're doing??";




print " Are you suppose to be some sort of clown?\n";




print " Who the heck would want to negate help??\n";




print " Stop being so stupid and get back to work.\n\n";




exit;



}



if($fname[$i] ne "-b" && $fname[$i] ne "-B" && $fname [$i] ne "-h" && $fname[$i] ne "-?"



 && $fname[$i] ne "-n"){




$i++;




if(!defined $fname[$i])




{
$i--;





print "Please provide the necessary value for $fname[$i]\n";





exit;




}




if($fname[$i]=~/^-/)




{
print "Error: Please verify syntax of information entered\n"; exit;}




@cont[$j]=$fname[$i];



}


$lim=$j;


}


$a=$na=$s=$ns=$d=$nd=$S=$nS=$nD=$D=$no=$o=$b=$B=$p=$np=0;


$st=$sd=$ed=$et=1;


$stime=$sday=$etime=$eday='';


$check_a=$run='n';


parsII();

}

sub parsII(){


for($i=0, $j=0; $i<=($lim); $i++)


{



if(@flag[$i] eq "-sd")



{
$sday=@cont[$i];




if($sday!~/\d\d-\d\d-\d\d\d\d/)




{
print "Erroneous starting date syntax: ";





print "Enties must be made in MM-DD-YYYY format\n";exit;}




else{





@date=split /-/,$sday;





if(@day[0]>12 || @day[1]>31 ||@day[2]>9999)





{print "Please check -st entry";exit;}




}



}



elsif(@flag[$i] eq "-ed")



{
$eday=@cont[$i];




if($eday!~/\d\d-\d\d-\d\d\d\d/)




{
print "Erroneous ending date syntax: ";





print "Entries msut be made in MM-DD-YYYY format\n";exit;}




else{





@date=split /-/,$eday;





if(@day[0]>12 || @day[1]>31 ||@day[2]>9999)





{print "Please check -et entry";exit;}




}



}



elsif(@flag[$i] eq "-st")



{
$stime=@cont[$i];




if($stime!~/\d\d:\d\d:\d\d/)




{print "Errouneous starting time syntax\n";exit;}




else{





@time=split /:/,$stime;





if(@time[0]>24 || @time[1]>60 ||@time[2]>60)





{print "Please check starting time entries";exit;}




}



}



elsif(@flag[$i] eq "-et")



{
$etime=@cont[$i];




if($etime!~/\d\d:\d\d:\d\d/)




{print "Erroneous ending time syntax\n";exit;}




else{





@time=split /:/,$etime;





if(@time[0]>24 || @time[1]>60 ||@time[2]>60)





{print "Please check ending time entries";exit;}




}



}



elsif (@flag[$i] =~/a/)



{




if(@cont[$i]!~/\d+\.\d+\.\d+\.\d+/)




{
print "-a address does not match IP address syntax\n";





exit;}




if(@cont[$i]!~/\//){@cont[$i].="/32";}




if(@flag[$i] =~/n/){  ##Checking for negates





@na_array[$na]=@cont[$i];





$na++;





}else{





@a_array[$a] = @cont[$i];





$a++;




}



}



elsif (@flag[$i] =~ /s$/)



{




if(@cont[$i]!~/\d+\.\d+\.\d+\.\d+/)




{
print "Source address does not match IP address syntax\n";





exit;}




else{





$series=split /\./, @cont[$i];





foreach $item ($series){






if ($item >999){print "Check the -s address"; exit;}





}




}




if(@cont[$i]!~/\//){@cont[$i].="/32";}




if(@flag[$i]=~/n/){





@ns_array[$ns]=@cont[$i];





$ns++;




}else{





@s_array[$s] = @cont[$i];





$s++;




}




}



elsif(@flag[$i] =~ /d/)



{





if(@cont[$i]!~/\d+\.\d+\.\d+\.\d+/)




{
print "Destination address does not match IP address syntax\n";





exit;}




else{





$series=split /\./, @cont[$i];





foreach $item ($series){






if ($item >999){print "Check the -s address\n"; exit;}





}




}




if(@cont[$i]!~/\//){@cont[$i].="/32";}




if(@flag[$i]=~/n/){





@nd_array[$nd]=@cont[$i];





$nd++;




}else{




@d_array[$d] = @cont[$i];




$d++;




}



}



elsif(@flag[$i] =~ /S/)



{
if(@cont[$i]>65535){





print "Check the @flag[$i] port entered\n"; exit;}




if(@flag[$i]=~/n/){





@nS_array[$ns]=@cont[$i];





$nS++;




}else{




@S_array[$S] = @cont[$i];




$S++;}



}



elsif(@flag[$i] =~ /D/)



{
if(@cont[$i]>65535){print "Check the @flag[$i] port entered\n"; exit;}




if(@flag[$i]=~/n/){





@nD_array[$nD]=@cont[$i];





$nD++;




}else{




@D_array[$D] = @cont[$i];




$D++;}



}



elsif(@flag[$i]=~/p/)



{
if(@cont[$i]>65535){





print "Check the @flag[$i] port entered.";





print "Should not exceed 65535.\n";





exit;




}




if(@flag[$i]=~/n/){





@np_array[$np]=@cont[$i];





$np++;




}else{





@p_array[$p]=@cont[$i];





$p++;




}



}



elsif(@flag[$i] =~ /o/)



{




open(INFO, "/etc/protocols");




@enter=<INFO>;




close(INFO);




if(@cont[$i]!~/[a-z]/i){





foreach $item (@enter){ 





    if($item=~ /\s@cont[$i]\b/ ){






$string=$`;






$string=~s/\s//g; #'deletes' white spaces.






@cont[$i]=$`;






$found='y';





    }





}





if(!defined $found)





{
print "Could not find protocol number\n";






exit;





}




}




else{





if($item !~/@cont[$i]/){





print "Could not find protocol\n"};




}




if(@flag[$i]=~/n/){





@no_array[$no]=@cont[$i];





$no++;




}else{




@o_array[$o] = @cont[$i];




$o++;}



}



elsif(@flag[$i] eq "-n")



{
 $run='y';}



elsif(@flag[$i] =~ /n/)



{
print "You cannot negate @flag[$i]\n";




print "Check program usage for more information\n";




exit;



}



elsif(@flag[$i] =~ /w/){




if(@flag[$i]=~/l/){ @w_array[$w]="lt @cont[$i]";}




elsif(@flag[$i]=~/g/){@w_array[$w] ="gt @cont[$i]";}




else{@w_array[$w]= @cont[$i];}




$w++;



}



elsif(@flag[$i] =~ /k/){




if(@flag[$i]=~/l/){@k_array[$k]="lt @cont[$i]";}




elsif(@flag[$i]=~/g/){@k_array[$k]= "gt @cont[$i]";}




else{@k_array[$k]=@cont[$i];}




$k++;



}



elsif(@flag[$i]=~ /t/)



{
if(@flag[$i]=~/l/){@t_array[$t] = "lt @cont[$i]";}




elsif(@flag[$i]=~/g/){@t_array[$t] = "gt @cont[$i]";}




else{@t_array[$t] = @cont[$i];}




$t++;



}



elsif(@flag[$i] eq "-b"){$b++;}




elsif(@flag[$i] eq "-B"){$B++;}



elsif(@flag[$i] eq "-F"){$outfile=@cont[$i];}



elsif(@flag[$i] eq "-h" || @flag[$i] eq "-?"){usage();}



else



{
print "could not recognize flag entered:\" @flag[$i]\"\n";




print "Please try again.\n";




exit;  



}


}


if($b>0 && $B>0)


{
print "Cannot prosses -B and -b simultaneously.\n";



print "Please choose one.\n\n";



exit;


}






##Specifies printing file


if($debug){
open(OUTFILE, ">&STDOUT");}


else{ 
open(OUTFILE, "> $outfile");}

}

sub print_block()

{


print OUTFILE "filter-primitive $filter\n";


print OUTFILE "\ttype $type1 \n";


for($i=0; $i<$flag1;$i++)


{



print OUTFILE "\tpermit @array[$i]\n";


}


for($i=0; $i<$flag2;$i++)


{



print OUTFILE "\tdeny @narray[$i]\n";


}


if($flag1==0){ $mode="permit";}


else{ $mode="deny";}


print OUTFILE "\tdefault $mode\n\n";


if($change==2){$flagp = $m;}


if($change==1){$type2="ip-source-address";}


@match1[$m]=("$type2 $filter");


if($check_a eq 'y'){



if($change==1){$type2="ip-destination-address";}



@match2[$m]=("$type2 $filter");


}


$m++;

}

sub print_time()

{
($i)=@_;


print OUTFILE "filter-primitive $filter\n";


print OUTFILE "\ttype time-date\n";


print OUTFILE "\tpermit $ex "; get_date($i);


print OUTFILE "\tdefault deny\n\n";


@match1[$m]=@match2[$m]=("$type $filter");


$m++;

}

sub get_date()

{
($i)=@_;


$date=@array[0];


@date=split /-/, $date;


if($i eq "st")


{
$day1=@date[1];



$month1=@date[0];



$year1=@date[2];


}elsif($i eq "et")


{
$day2=@date[1];



$month2=@date[0];



$year2=@date[2];


}


$month=get_month();


print OUTFILE "$month @date[1], @date[2] @array[1]\n";

}

sub get_month()

{


$i= @date[0];


@month=qw( !
January February March 
April 




May 
June 
July 
August 





September October November December);


return @month[$i];

}

sub today()

{


($day, $month, $year)=(localtime)[3,4,5];


$month++;


$year+=1900;


return $month,$day,$year;

}

sub check_num()

{


($i)=@_;


@num=("","01","02","03","04","05","06","07","08","09");


return @num[$i];

}

sub get_time()

{


($string)=@_;


$string=~m/$date./;



$'=~m/$date./; ## copies after match


$'=~m/-/;


$numb= $`;  ##copies before match


$numb--;$numb++;#turns string numerical value into number.


return $numb;

}

sub fix_time()

{


($string)=@_;


$string=~s/://g;


return $string;

}

A8.  Graph code: blocktimes.py

...# getting data

#block_total_times=[10,20,50,80,40,50,20,60,70,10,50]

i=0

for each in block_total_times:

        block_total_times[i]=each/60

        i=i+1

#unblock_total_times=[400,500,800,900,900,800,700,400,500,80,200]

i=0

for each in unblock_total_times:

        unblock_total_times[i]=each/60

        i=i+1

#block_work_times=[70,80,50,40,60,90,30,30,10,40,50]

i=0

for each in block_work_times:

        block_work_times[i]=each/60

        i=i+1

#unblock_work_times=[700,800,400,600,800,500,900,200,500,800,500]

i=0

for each in unblock_work_times:

        unblock_work_times[i]=each/60

        i=i+1

## Make graphs-------------------------------------------------------------

from pylab import *

max1=max2=0

array1=block_total_times+block_work_times

array2=unblock_total_times + unblock_work_times

for num in array1:

        if num > max1:

                max1=num

array1.sort()

min1=array1[0]

for num in array2:

        if num>max2:

                max2=num

array2.sort()

min2=array2[0]

histogram=subplot(211) #First graph

a,b,c = hist(block_total_times, max1)

set(c, fc='red', ec='red', width=0.15)#Face color and edge color

a1, b1, c1=hist(block_work_times,max1)

set(c1, width= -0.15, ec='b')

#plot(b, a, 'm--')

#plot(b1, a1, 'r-')

num1=5

for each in a+a1:

        if num1<each:

                num1=each

axis([min1-1,max1+2, 0, num1])  #Must be after plot

ylabel('Machines')

title('Block/Unblock Request Time')

legend( (c,c1), ('24x7 Block Total Times','8x5 Block Work Times'), shadow=True)

histogram.legend(['24x7 Block Total Times', '8x5 Block Work Times'])

subplot(2,1,2) #Second graph

a,b,c = hist(unblock_total_times, max2)

set(c, fc='green',ec='g', width=0.15)

legend( (c,c1), ('24x7 Unblock Total Times','8x5 Unblock Work Times'), shadow=True)

a1, b1, c1=hist(unblock_work_times,max2)

set(c1, width= -0.15, ec='b')

#plot(b, a, 'm--')

#plot(b1, a1, 'r-')

#title('Unblock request time')

num2=5

#xlabel('Unblock Request Time (hours)')

ylabel('Machines')

for each in a+a1:

        if num2<each:

                num2=each

axis([min2-1,max2+2, 0,num2])  #Must be after plot

xlabel('Time (hours)')

# add a 'best fit' line

#y = normpdf( b, 100, 15)

#l = plot(b, y, 'r--', linewidth=2)

#xlim(40, 160)

savefig('/tmp/ellie.png')

A9. Examples of shells and sourcing

[ellie@nimisrv time]$ vi graph.sh

#!/bin/sh

TTFPATH=/home/ellie/vgraph/ttf

MATPLOTLIBRC=/home/ellie/vgraph

MATPLOTLIBDATA=/tmp

export MATPLOTLIBDATA TTFPATH MATPLOTLIBRC

#echo $TTFPATH $MATPLOTLIBRC $MATPLOTLIBDATA

. /home/nimi/prod/tissue/setup.sh

NIMI_CONFIG=/home/ellie/time/nimi.cfg

export NIMI_CONFIG

#python plotetimes.py /tmp/ellie.png

~

Source as follows:

[ellie@nimisrv time]$ . graph.sh
B1. Zope
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fle Edit View Terminal Go Help

[ellieacstlin templ$ s
check_start filter.pl flow.flt Toops new.py response.pl  spliting.pl
date.pl first functions.pl netflow.pl output.txt running.pl  t2-copy.pl
[el1ieacstlin tenp]$ perl netflow.pl

By Eleonora Figueroa
06-07-2005

OBJECTIVE: Creates filters files and saves them to flow.flt on user folder.

netflow.pl <args>
~h = Help
-a = any source or destination IP address
-d = destination IP address
-s = source IP address
-D = destination port
-S = source port
-p = any destination or source port
-b = include blocked flows
-8 = only blocked Flows
-F = change saved file location on specified Tocation
(default is user folder in home)
-w = flow counter
-gw = flows greater than
~Tw = Flows less than
-k = octet counter
-1k = octet Tless than
-gk = octet greater than
-t = packets
-1t = packets less than
-gt = packets greater than
-n = do not run system command
-sd = start day (if not stated present day assumed)
-ed = end day (if not stated present day assumed)
-st = start time (if not stated 00:00:00 assumed)
et = end time (if not stated 23:59:59 assumed)

Negate = negate flags by adding an 'n’ after the dash in the flag (e.g.: -na, -ns)
[el1ieacstlin tenpls ||

2 AP TWAFE [ awom wsoneem mman





[image: image4.png]Block/Unblock Request Time

Machines

mmmm  24x7 Block Total Times |
mmmm  8x5 Block Work Times

1 \IIwI_II_lJ L I -
0 40 50

10 20 3 60

Machines

mmmm 247 Unblock Total Times
w85 Unblock Work Times

o

w||_L|L1J w L s —
20

10 30 40 50 60
Time (hours)



B2. Show_Page.html
B3. Signing emails from a terminal view.
[image: image5.png]fle Edit View Terminal Go Help

fron M2Crypto inport BIO, Rand, SMIME
from nimilib inport NIMIConfig

def nakebuf(text):
return BIO.MemoryBuffer(text)

Rand.load_file(’randon.dat’, -1)

nssg= """This is where the body of your email will go.
The body can be as long as you like.

buffer = makebuf(nssg)
cfg=NIMIConfig()

keyfile=cfg.get('Mailer','signature_key_file')
certfile=cfg.get('Mailer’, 'signature_cert_file')

s = SMIME.SMIMEQ)

NIRRT o - load_key(keyFile, certfile)
— 7=5 .sign (buff

Contents|i# sign(buffer)

buffer = makebuf(nssg)
s.load_key(keyFile, certfile)

header="' To: ellie.hafnal.gov \rFron: heheafnal.gov \rSubject:Testing this email\r

out = BIO.MemoryBuffer()
out.write(header)

B.writeCout, p7,buffer)
nssg= out.read()

inport smtplib
smtpserver = 'sntp.fnal.gov’

session = smtplib.SMTP(sntpserver)

smtpresult = session.sendnail(’cst@fnal.gov’,'ellieafnal.gov’, mssg)
session.close()

- INSERT —-

FACE T SSUEY

Tue Aug 09
8:38 AM






B4. Block/Unblock Request Time Graphs
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Computing Division
Node Registration Test

Register new interfices or correct existing machine data, Correet system administrator information in the System
‘Adminisirators’ Online Databse

Your IP address (131.225.82.38) is a FermiLab DHCP address and is currently assigned to the MAC address
00-B0-DO-84-50-FC

IP Address: 131.225.82.38
MAC: 00-BO-DO-84-50-FC
System Name: BSS-§7423
System Number: N4490§
Property Number: 057423
Serial Number: GIK4101
S1Number: None
D-11993-5
: 1SSUED TO USER
DELL OPTIPLEX GX200
Joseph Klemencic

iklemene @ fnal.gov
: None

Member: None
Location: WHIS
Authorized Administrator: None
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