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EFS in the FERMI Domain
Background

One of the built-in features of the Windows Operating system is the ability to encrypt data. The Encryption File System (EFS) has been part of the Windows operating system since Windows 2000. EFS is not meant to be used as a complete hard drive encryption solution nor is it easily adaptable to allow multiple or shared user access.
EFS - Currently Disabled in the Domain

When the central Fermilab Windows domain was built back in 2002, a special recovery certificate was automatically built and that entry was defined into the default domain policy. That Certificate has long expired, and it cannot be renewed. 
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Because this is in place, users with computers in the FERMI domain that attempt to define an EFS based folder on their desktop/laptop will be presented with the following error:
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We could simply remove the entry in the default domain policy, but without proper guidelines and defined policy on EFS recovery agents, this is not advisable. EFS is also different than most Group Policy settings in that once you set the option to ‘disable’ EFS, and computers in and below the link point where the EFS disable policy is set will have EFS disabled. (Please see the section on EFS Group Policies).
Creating an EFS Folder

Once the ability to use EFS becomes available, users can define folder(s) on their local machine to become encrypted. This process is fairly simple. On the properties dialog box regarding a folder, there is an ‘Advanced’ tab:
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By selecting the ‘advanced’ tab, the user will be presented with the following:
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By checking the box marked as ‘Encrypt contents to secure data’, the folder will be configured for encryption, and will only be accessible in an un-encrypted form for that user that defined the folder to be encrypted. As a convenience, when a user runs explorer on the drive containing encrypted folder/files, the encrypted folders/files will be displayed in green:
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Note that the listing of the directories of these encrypted folders is viewable, as only the contents of the files are actually encrypted. If a user attempts to edit or view the contents of the data, and they do not have the proper EFS certificate, they will receive the following:
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Or a similar ‘access denied’ message from the application they are trying to invoke on the file.

EFS and Certificates
EFS relies on the certificate authority as defined in the domain. Currently, the FERMI domain does not have anything defined, so in turn, when EFS is used on systems, it will create a locally defined self-signed certificate that is unique to the user and that computer. If this certificate is removed or expires, the user will no longer be able to access this data. 

One can view their certificates on a computer by using the Control Panel interface ‘Internet Options’ and going to the ‘Content’ tab:
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By selecting ‘certificates’, the user will be presented with their current list of certificates. 
For example, the user might see the following:
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In the above example, the top one is the one generated for EFS, and the second one is the regular KCA certificate obtained by Net-ID manager. Notice the long expiration date for the EFS certificate.
 Unfortunatly, there is nothing to prevent the user or certain applications from removing the EFS certificate. Once this is removed, the user will no longer be able to acess the data. If an EFS recovery agent is defined, the account(s) defined as recovery agents can be used to log-in to the machine, and using their portable certificate, can de-crypt the data.
Simply turning on EFS in the Fermi domain and allowing users to create EFS controlled folders could be confusing and frustrating to users and the administrators that support them. If we are to enable EFS, it is imperative to define guidelines to the user community as well as detail recovery procedures.

EFS and Group Policies:

We can take advantage of Group Policies (GPOs) in the FERMI domain to control the usuage of EFS and define recovery agents. GPOs can also be used to limit the scope of which systems can actually use EFS. 

In setting up GPOs, we must be careful as GPOs for EFS do not work the same as other settings via GPOs. In most GPO controlled settings, an administrator can replace a higher level setting, but this is not the case in the EFS settings.

EFS is cumulative inregards to Data Recovery Agents (DRA), and the ‘disable’ EFS policy overrides any ‘enable’ of EFS policies in the chain of polices being linked. The EFS GPO is also unique in that EFS is cumulative inregards to Data Recovery Agents (DRA) that you define. If there are any EFS policies in the chain of the OU structure the computer account is located, then the list of DRAs is based on all of those GPOs, nit just the last one that got applied to the computer account.
As stated above, if a policy to disable EFS is at the root level of an OU, this will override any policy to enable EFS for any and all computers that are under that OU. If EFS is disabled, the user does get a more appropriate error message regarding why he/she can not set EFS on a folder on their computer. The user will see something like the following in the event EFS is disabled:
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A policy to disable EFS is also slightly different than other computer settings. The Policy for EFS is contained under Computer Configuration/Windows Settings/Security Settings/Public Key Policies/Encrypting File System. Please note that you will not see any settings to enable/disable EFS at this level when using the group policy editior:
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What you need to do is ‘right-click’ on the ‘Encrypting File System’ entry and select propertires. At this point you will see something like the following:
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This is the entry you can use to disable or enable EFS.

The GPO is also where you define DRAs and since we do not have a certificate Authirty defined in the domain, this is how you define the user and store the poratble certificate key that will be defined when users create an EFS folder. If changes are made to the DRA list on a GPO, these changes will be reflected back to the user’s machine providing they are properly functioning in the domain, and their local self-signed certificate that was created when the EFS folder is still valid. If the user accidentally removes their local self-signed certificate, the DRA list will remain as to what it was before the self-signed certificate was removed.

Fortunalty using the gpmc.msc makes it easier to see all of the settings defined on an EFS policy. 
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Proposal

Currently, there is work underway to review and define a strategy for file encryption at the desktop level. There are various products to consider as well as look at all the different needs that a file encryption system will need to address; hence the final decsion from this working group may take some time. Additionally, there is still much to learn on how EFS works, and if not properly planned, using EFS could become problematic. The need to have some level of encryption at the desktop is a known requirement, and as an interium solution and to aid several specific target groups, we can provide limited EFS functionality with specific guidelines. 
Since a ‘disable’ EFS policy can not be over-ridden, we can not simply set a root level policy to do this. At this time, having the ‘out of date’ certificate in the root level policy is providing this level of functionality. Before we update this certificate and open up EFS on the entire domain, we should allow major stakeholders to test EFS in their environment and help define labwide procedures on how to take advanatge of the built-in Data Recovery Agent function in EFS.
By defining GPOs at the root level of the top level OUs (IE CD, CDF, ESH, FESS, etc.), we can limit the list of systems that can use EFS and define separate EFS recovery agents for the various Divisions/Sections/Major Experiments. The simple technique of defining a ‘scope’ on the GPO and defining unique global groups that are managed by the individual Divisions/Sections/Major Experiments provides the abilty to manage and control which systems can use the EFS feature. This is highly recommended at this time, especially since the usuage of EFS and its affects on desktops is not completely known in our environmet. Additioanlly, effort maybe necessary to remove EFS once a lab-wide solution is adopted based upon the recommendations from the Encryption working group.
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The policy would look like the following with the exception of the definition of specific recovery agents (in this case, fidler-admin would be replaced with the names of the recovery agent accounts)
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Initially, we could limit that only ‘OU manager’ accounts be used as the temporary DRAs during the initial evaluation and test period. After testing is complete, we should review the definition and creation of special  ‘captive/service’ accounts that can be defined as the recovery agents instead of using specific user accounts in the domain. This allows the flexability to transfer the role to various personnel and not have to invoke special clean-up in the event a listed administrator leaves the lab. 
For those Divisions/Sections/Major Experiemnts that wish to not use EFS in their OU, they can link in a pre-defined GPO that will disable EFS. Once all the root level OUs have estalished EFS GPOs in their OUs, we can then consider updating the ‘out of date’ DRA certificate in the Default domain policy. By defining the Default Domain policy  with DRA definitions for all of the Domain Admin staff, we can then have a backup for all of the other DRAs defined in the individual OU EFS policies. 
To also aid in the recovery process, and since we do not have a certificate authority defined in the domain, the self-signed certificates that get created can be stored on some file share. These certificates can then either be retrieved by the OU manager/admin and restored on the local computer to allow the user access to their files. Procedures on how to do this process as well as storing them in a controlled area to allow emergency recovery by the user should also be researched and defined.
Additional research should also be conducted in defing the MIT KCA or some other authority to be the certificate authorty for the FERMI domain. Besides improving EFS so that it does not rely on locally self-signed certificates, other services might benefit from this feature being activated in the FERMI domain.

COSTS:


EFS is built-in to the Windows operating system, and there is no additional cost to use this feature.

Time Line:

Phase 1: 

Goal: Allow stakeholders to test and evaluate EFS in their environment

1) Provide a ‘disable EFS’ policy OU managers can link in their OU to disable EFS.

2) Provide a template to enable EFS on an OU, with procedures on how to configure a DRA for the policy using self-signed certificates with their OU manager accounts. This GPO would also take advanatge of the ‘scope’ feature so the OU manager/admin can define which specific systems can use EFS in their OU.
3) Define how to backup/restore the self-signed certificate EFS creates.


Aprox. Time to complete: 3 weeks


This task involves Domain admins, OU managers, and desktop support

Phase 2:


Goal: Evaluate testing results and open EFS labwide

1) Review with OU managers their progress. 
2) if an agreement is reached with Winpol, the default domain policy certificate will be replaced with an updated certificate. The domain admin’s individual ‘-da’ accounts will be defined as recovery agents. 

3) Through the Winpol committee, define a new captive/service account that can be used instead of the OU manager account.


Aprox. Time to complete: 1 month


This task involves Domain admins, OU managers, and Winpol committee

Phase 3:

Review the ability to define a certificate authority on the FERMI windows domain. (This part of the project can be done in tangent with Phase 1 and 2).

Aprox. Time to complete: 1 month


This task involves Domain admins
Phase 4:
Review the Encryption working group’s proposal and the results of testing with the other major stakeholders to determine best ways to handle and control the usuage of EFS in the FERMI Windows domain. 

Aprox. Time to complete: 1 month


This task involves Domain admins, OU managers, and stakeholders
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