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This Service Level Agreement (“SLA”) is between Fermilab Divisions, Sections and Experiments and the Computing Division.  The agreement documents:
· The levels of response, availability, and maintenance associated with the Standard Desktop Support service,
· The responsibilities of Computing Division  Desktop Support as a provider of this service and of clients receiving this service,
· Processes for requesting additional or special support.
The service levels defined in this agreement are in effect during normal operations, in the case of a continuity situation they may change.
NOTE: For the purposes of this document, Customer refers to the organization which requests and receives the service; User refers to those individuals within the customer organization who access the service on a regular basis.

[bookmark: _Toc254867552][bookmark: _Toc254867889][bookmark: _Toc254868127][bookmark: _Toc254868239][bookmark: _Toc254874269][bookmark: _Toc254875696][bookmark: _Toc340835138]SERVICE OVERVIEW
For a current service overview, see the Desktop Support service page under the “Getting Services” section of ServiceNow.
The Core Computing Division provides desktop, laptop and mobile device computing services to all areas of the lab outside of the Accelerator Division. 
The Core Computing Division definition of a standard desktop is a supported computer model (desktop/laptop/mobile device) with a supported monitor and docking station (when appropriate) , running a Core Computing Division supported Operating System that a person uses to read email and perform daily tasks associated with their job.
Response to incidents and requests will be provided in accordance with the timeframes outlined in the Foundation Service Level Agreement. 
[bookmark: _Toc212977948][bookmark: _Toc213019255][bookmark: _Toc233013661][bookmark: _Toc340835139]SERVICE DESCRIPTION
These services include the following: 
Purchase, installation, troubleshooting (remote and Deskside), security access and disposal services for Windows and Macintosh hardware platforms (desktops and laptops) and associated application software. Support for printer purchases, print driver output configurations, and other Fermilab owned desktop peripheral devices. 
Support for handheld mobile devices such as iPhone, Blackberry, and a limited selection of Windows Mobile devices and tablets designated for specific department(s) operational purposes.    
Provide recommendations to Divisions, Sections and Experiments in planning and purchasing computers that will be supported by Desktop Support.


[bookmark: _Toc233013663][bookmark: _Toc340835140]SERVICE OFFERINGS
[bookmark: _Toc233013664]STANDARD OFFERING
· Loaner systems
· Loaner laptops can be borrowed from the Service Desk for up to two weeks while the customer’s primary desktop/laptop is under repair or for other business purposes.
· Project laptops can be borrowed from the Service Desk for up to six months with an approved project.
· Technology Store
· Hardware: Desktop support provides standard hardware configurations for employee purchase thru ServiceNow. Desktop Engineering will assist with configuring special need systems. The standard systems meet all DOE Energy Efficiency settings.
· Software: Users can request installation and upgrades of supported software.

· Desktop Deployment
· Installing and configuring desktops and laptops with an operating system and standard software applications as defined in the appropriate baselines on desktops.
· Provision of physical security devices, such as cable locks.
· During deployment, installing add-on software packages when requested by clients or identified during the interview process. Upgrade and replacement work will be completed at the client location (within Fermilab Site) if requested.  
· IMAC
· Arrangement, coordination, and tracking desktop and laptop warranty repairs. This includes equipment pickup, shipping, tracking, and return. Completion of repairs is verified. 

· Mobile Device
· Limited installation, configuration, and troubleshooting support for tablets and smartphones. Our current offering provides support for network registration and email configuration for both lab owned and personally owned devices.



· Printer Support
· Support for printing functions of standard networked and locally attached printers and scanners, including deployment and configuration of printer settings, registration and printing. 




[bookmark: _Toc233013665] ENHANCED OFFERINGS
· Any service component beyond those listed above will be negotiated on a case-by-case basis and will be documented in the appendix for each Division, Section and Experiment.

· Support is negotiated on a case-by-case basis for out of date software which has legacy use requirements. Proof of licensing is required for new computer deployments.

· Support for equipment that is not under warranty will be repaired on a per-call basis. If the repair cost estimate is more than 1/3 the cost of replacing the item the Service Owner will request replacement of the item.

· Additional costs may apply in such situations.
[bookmark: _Toc233013666] OFFERING COSTS
	[bookmark: _Toc233013667]Number
	Service Element
	Cost

	1. 
	Standard Offering
	Customer currently responsible for hardware and productivity software purchases and maintenance

	2. 
	Enhanced Offering
	To be negotiated



[bookmark: _Toc340835141]LIFECYCLE MANAGEMENT CONTEXT
Plan
· The Computing Sector Business Liaisons will oversee software and hardware refresh plans with each Division and Section based on reports provided by the Service Owner.

· The Service Owner will provide an annual inventory report which lists all currently installed Standard and Add-on software. This inventory only includes computers on which Desktop Support has installed inventory-tracking software. Beyond providing this inventory, Desktop Support cannot further assist in tracking small software license purchases. That information must be provided by the owners of the software.

·  The Service Owner will provide an annual inventory report which lists all currently active computer systems and warranty/age information. This inventory only includes computers on which Desktop Support has installed inventory-tracking software. 

Purchase
· All computer hardware and software is purchased by the lab Divisions, Sections and Experiments, including cables, peripherals, and lock-down devices. The Desktop Support will assist with purchasing all desktop computer software and hardware. 

· To assist in the efficient purchase of standard equipment, Desktop Support will publish and maintain purchasing aids such as part number and vendor information.

· Desktop Support maintains desktop hardware and software standards and updates them yearly. The standards are updated in a process which includes input from Division, Section and Experiment representatives.

· All standard systems are purchased with an extended warranty and all  warranty work to customers is provided free of charge.

· Supported software is listed at http://computing.fnal.gov/xms/Services/Getting_Services/Licensing_at_Fermilab/Supported Software, and is designed to be as inclusive of common lab software applications as possible.  

 
Deploy

· Desktop Support assumes licensing is current and valid when upgrading existing computers. However, in cases where there is some doubt, Desktop Support will verify the current status of the Enterprise Application license or 3rd party application with the customer liaison.

· Physical re-location of computers during office moves and other facilities work is provided.

· A computer deployed under this SLA  includes:
· Migration of client preferences,
· Migration of designated local file areas,
· Configuration of standard locally attached and networked printers,
· Keeping cables and cords organized and tidy, and install lockdowns when appropriate.
· Access to specific resources such as file servers. Computers are configured to connect to wired and wireless networks, and added to the Fermi Domain.
·  When practical, while a computer is being replaced or repaired, a loaner system will be provided with temporary access to the web and standard tools such as Microsoft office.

Manage
· Desktop support assistance is provided via:
· Dispatch or remote assistance as a result of a Service Desk Ticket,
· Phone with remote assistance tools,
· Scheduled automated processes, and
· Scheduled, desk-side  visits

· Following established processes, Desktop Support will install and upgrade applications. Software upgrades will be provided in response to client requests, changes to lab standards, security requirements, problem resolution, or where required by vendors for continued support.
 
Retire/Replace
· Desktop Support is responsible for reclaiming systems when a person is off-boarded. The reclaimed system will be assessed for:
· Age and warranty coverage. If the system is no longer under warranty a determination will be made on whether the system can be used for temporary work or should be excessed. If the system is under warranty then the system will be rebuilt with the standard image and marked for restaging.

· Desktop Support coordinates computer disposal following the Fermilab sanitation policy. We ensure destruction of data on storage devices prior to disposal in accordance with lab security policies.

· Desktop Support will not re-deploy a desktop which has previously been excessed.
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The Foundation SLA references Fermilab Computer Use and Security policies. The service should reference specific responsibilities or issues here.
[bookmark: _Toc340835143]CUSTOMER RESPONSIBILTIES
Formally designate one or two liaisons to act on behalf of the organization.
Liaison responsibilities include:
· Convey pertinent information to and from the users about the content of this service agreement, usually quarterly,
· Participate in SLA reviews, typically annually in a meeting of approximately two hours,
· Provide representation for Continual Service Improvement activities as needed.
[bookmark: _Toc340835144]USER RESPONSIBILTIES
Users of the Desktop Support SLA agree to:
· Provide access to desktop equipment.
· Be available to support staff to answer questions and facilitate service delivery, whether it be during regular support hours or during off-hours support windows,
· Allow installation of required support tools.
· Maintain software media and licenses not covered by an Enterprise/site wide Agreement. Provide media to Desktop Support for installation.
· Validate the resolution of an incident in a timely fashion when requested.  Once an Incident has been closed, it will not be re-opened, and a recurrence of the incident will require a new request for service.
· Submit requests for service using standard methods; Service Desk phone, Service Desk website, Service Desk Walk-ins and Service Desk email; 
· Validate data transfers to new computers before requesting disposal of old equipment.
· Submit requests to initiate data destruction and surplus/disposal of old equipment.

[bookmark: _Toc340835145]SERVICE PROVIDER RESPONSIBILTIES
General Responsibilities:
· Provide all services documented in this agreement

· Meet response times and resolution times as outlined in the Foundation SLA

Maintenance:
· Maintenance downtimes are staggered according to requirements; when patches are validated and tested, they will be installed. Should additional downtime be required, the ServiceDesk will notify customers via email a at least 2 weeks in advance of the outage.

· Update and maintain any 3rd party support services to ensure the delivery of the service.

· Conduct maintenance activities (i.e. system inventories, disk defragmentation).

Reporting:
· Provide support statistics via ServiceNow
· Review and report to the customer any service level breaches or improvement plans. 

[bookmark: _Toc212977949][bookmark: _Toc213019256][bookmark: _Toc254867554][bookmark: _Toc254867891][bookmark: _Toc254868129][bookmark: _Toc254868241][bookmark: _Toc254874271][bookmark: _Toc254875698][bookmark: _Toc340835146]COMPUTER SECURITY CONSIDERATIONS
· [bookmark: _Toc212977951][bookmark: _Toc213019258][bookmark: _Toc254867556][bookmark: _Toc254867893][bookmark: _Toc254868131][bookmark: _Toc254868243][bookmark: _Toc254874273][bookmark: _Toc254875700]All customer hardware and software involved in this service will adhere to current Fermilab and DOE Security Policies and Procedures.

· All service components provided by Desktop Support will adhere to current Fermilab and DOE Security Policies and Procedures.
[bookmark: _Toc340835147]SERVICE SUPPORT PROCEDURE
[bookmark: _Toc254867557][bookmark: _Toc254867894][bookmark: _Toc254868132][bookmark: _Toc254868244][bookmark: _Toc254874274][bookmark: _Toc254875701][bookmark: _Toc340835148]REQUESTING SERVICE SUPPORT 
Requests for support can be thru the Service Desk via the web (Service Now); phone, or walk-ins.
[bookmark: _Toc340835149]STANDARD ON-HOURS SUPPORT
[bookmark: _Toc254874275]HOURS
[bookmark: _Toc254874276]8x5 Monday through Friday, 8am – 4:30pm U.S. Central Time, not including Fermilab work holidays.
SUPPORT DETAILS
[bookmark: _Toc254867558][bookmark: _Toc254867895][bookmark: _Toc254868133][bookmark: _Toc254868245][bookmark: _Toc254874277][bookmark: _Toc254875702]Support includes all descriptions listed in this Service Level Agreement. The person requesting the service must be available for consultation from the support staff.
[bookmark: _Toc340835150]STANDARD OFF-HOURS SUPPORT
Desktop Support is not offered off-hours unless negotiated under special coverage or for a person listed as a VIP.
[bookmark: _Toc254867559][bookmark: _Toc254867896][bookmark: _Toc254868134][bookmark: _Toc254868246][bookmark: _Toc254874280][bookmark: _Toc254875703][bookmark: _Toc340835151]SPECIAL SUPPORT COVERAGE
[bookmark: _Toc230609365][bookmark: _Toc254867560][bookmark: _Toc254867897][bookmark: _Toc254868135][bookmark: _Toc254868247][bookmark: _Toc254874281][bookmark: _Toc254875704]Customers’ can request additional support be provided on a temporary basis.  These requests must be negotiated and are subject to approval based on the staff available at the time and the nature of the additional support.  An example of such support would be weekend desktop support during a high priority project.
Requests for special support coverage should be made no less than 1 week before the date for which the coverage is requested. If the special support request spans longer than 1 week, the requester should increase the lead time by 1 week for each additional week of support required.
[bookmark: _Toc212977950][bookmark: _Toc213019257][bookmark: _Toc254867561][bookmark: _Toc254867898][bookmark: _Toc254868136][bookmark: _Toc254868248][bookmark: _Toc254874282][bookmark: _Toc254875705][bookmark: _Toc340835153]SERVICE TARGET TIMES AND PRIORITIES
[bookmark: _Toc254867562][bookmark: _Toc254867899][bookmark: _Toc254868137][bookmark: _Toc254868249][bookmark: _Toc254874283][bookmark: _Toc254875706][bookmark: _Toc340835154]RESPONSE TIME
[bookmark: _Toc254867563][bookmark: _Toc254867900][bookmark: _Toc254868138][bookmark: _Toc254868250][bookmark: _Toc254874284][bookmark: _Toc254875707]Please reference the Foundation SLA.
[bookmark: _Toc340835155] RESOLUTION TIME
Please reference the Foundation SLA.
[bookmark: _Toc254867564][bookmark: _Toc254867901][bookmark: _Toc254868139][bookmark: _Toc254868251][bookmark: _Toc254874285][bookmark: _Toc254875708][bookmark: _Toc340835156]INCIDENT AND REQUEST PRIORITIES 
Please reference the Foundation SLA.
[bookmark: _Toc254867565][bookmark: _Toc254867902][bookmark: _Toc254868140][bookmark: _Toc254868252][bookmark: _Toc254874286][bookmark: _Toc254875709][bookmark: _Toc340835157]CRITICAL INCIDENT HANDLING
[bookmark: _Toc254867566][bookmark: _Toc254867903][bookmark: _Toc254868141][bookmark: _Toc254868253][bookmark: _Toc254874287][bookmark: _Toc254875710][bookmark: _GoBack]Critical incidents do NOT apply to the desktop support service.
Reminder: The service levels defined in this agreement are in effect during normal operations, in the case of a continuity situation they may change. 
[bookmark: _Toc528464564][bookmark: _Toc531588484][bookmark: _Toc149634279][bookmark: _Toc213019260][bookmark: _Toc254867568][bookmark: _Toc254867905][bookmark: _Toc254868143][bookmark: _Toc254868255][bookmark: _Toc254874289][bookmark: _Toc254875712][bookmark: _Toc340835158]CUSTOMER REQUESTS FOR SERVICE ENHANCEMENT
[bookmark: _Toc212977953][bookmark: _Toc213019262][bookmark: _Toc254867569][bookmark: _Toc254867906][bookmark: _Toc254868144][bookmark: _Toc254868256][bookmark: _Toc254874290][bookmark: _Toc254875713]Service enhancements are Customer requests for planned changes in service.  
· The Service Owner will respond to requests for service enhancements received with appropriate advance notice within 7 business days.
[bookmark: _Toc340835159]SERVICE CHARGING POLICY
[bookmark: _Toc212977954][bookmark: _Toc213019266][bookmark: _Toc254867570][bookmark: _Toc254867907][bookmark: _Toc254868145][bookmark: _Toc254868257][bookmark: _Toc254874291][bookmark: _Toc254875714]Outside of paying for hardware (new purchases, enhancements to existing systems, out of warranty work) and software purchases/maintenance customers are not charged for the desktop support service.
[bookmark: _Toc340835160]SERVICE MEASURES AND REPORTING
The Service Offering dashboard for Desktop Services is available in the service desk application under the report section. The dashboard measures each offering for this service against the incident response and resolution times and request response times defined in the Foundation SLA. The dashboard shows performance trending for the Service Offerings on a weekly/monthly/yearly basis.
The Service Offering dashboard is available to Service Owners and Providers, Business Analysts, Process Owners and Senior IT Management.  
Service Level breaches are identified in the service offering dashboard and are monitored by the Service Owners, Incident Manager and Service Level Manager.




[bookmark: _Toc212977957][bookmark: _Toc213019272][bookmark: _Toc233013684][bookmark: _Toc340835161]APPENDIX A: SUPPORTED HARDWARE AND SOFTWARE
[bookmark: _Toc212977956][bookmark: _Toc213019268][bookmark: _Toc233013685]Supported hardware is available for purchase thru the Employee Self Service section of the ServiceNow tool under “Request Things”. 
The recommended and licensed software list is available under the Computing Division web pages Getting Services\Licensing at Fermilab\ Supported Software: http://computing.fnal.gov/xms/Services/Getting_Services/Licensing_at_Fermilab/Supported_Software
[bookmark: _Toc340835162]APPENDIX B: SLA REVIEW PROCEDURE
[bookmark: _Toc213019269][bookmark: _Toc233013686]This SLA will be reviewed and updated when additions or changes to the Service Offerings are made. 
[bookmark: _Toc213019270][bookmark: _Toc233013687][bookmark: _Toc340835163]APPENDIX C: OPERATIONAL LEVEL AGREEMENT (OLA) CROSS-REFERENCE 
FNAL Windows OS Foundation Operational Level Agreement  CS-DOC-4319
FNAL MACOS Foundation Operational Level Agreement  CS-DOC-4317
[bookmark: _Toc340835164]APPENDIX D: UNDERPINNING CONTRACT (UC) CROSS-REFERENCE 
Dell Managed Services Contract
[bookmark: _Toc255304211][bookmark: _Toc233013688][bookmark: _Toc340835165]APPENDIX E: TERMS AND CONDITIONS BY CUSTOMER
[bookmark: _Toc255304212][bookmark: _Toc340835166][bookmark: _Toc255304213]E.1	WDRS
The Computing Division will maintain configurations for desktop systems used for educational purposes at the Education Center and the Site Training Center. These desktop systems require special configurations of software and hardware depending on the exhibit, class and workshop offered.
[bookmark: _Toc340835167]Program/Class Support
Pre-program/class
WDRS will provide Desktop Support with no less than two week notice for deployment of computers/equipment for education programs. Requests will be made through the Service Desk. Desktop Support will have the systems configured and available one day before the program begins.  
During program/class
Desktop support will treat all requests for support during a class or program as critical. Desktop Support agrees to respond to support requests outside of normal business hours when a class or program is held on weekends and evenings. 
[bookmark: _Toc340835168]Software Requirements
WDRS may request that software not listed in the core software support list be added to computers. WDRS will provide Desktop Support with the appropriate software media and a technical contact who can answer software configuration questions. 

[bookmark: _Toc340835169]Hardware Requirements
Class/Program Dependent
WDRS may request that hardware not listed in the standard support list be added to the computers for a program or class. 
Exhibit Support
CCD will provide hardware support for exhibit systems that are out of warranty with terms on a case by case basis. CCD will work with WDRS to replace outdated hardware wherever possible.
Smart Board
CCD will provide full support for SMART Boards hardware setup and troubleshooting. WDRS agrees to be responsible for application software use support.
OSX Desktops 
CCD will assist WDRS in the purchase and configuration of OSX desktops based on user requirements. Hardware issues will be addressed as outlined in the Desktop SLA.
OSX Desktop Backups
CCD will continue to provide Time Machine support for the Education Center systems until a central backup solution is available. CCD is responsible for recommending external drives; initial configuration of Time machine and assistance with any issues with the software or hardware. WDRS is responsible for maintaining the backup software on each system and restoring user files. 
System Rebuild Response
Once a ticket is created by WDRS requesting that a system be rebuilt due to potentially sensitive data (not PII), CCD will wipe and re-install the system with a standard configuration within 2 business days.
System Excess Response
Once a ticket is created by WDRS requesting that a system with potentially sensitive data (not PII) be excessed, CCD will remove the system from the person’s office within 2 business days and sent to Site 38 with material  move request form where the Lab Sanitation procedures will be invoked.
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