[image: image7.jpg]2= Fermilab



IT Service Continuity Management Process and Procedures Document

Fermilab Computing Division- CAM - Draft-V0.1


 



April 6, 2010
	General

	Description
	This document establishes an IT Service Continuity Management processes and procedures for Fermilab. 

	Purpose
	The purpose of this document is to describe the top-level IT Service Continuity Management process and define the activities for each sub-process area. Five sub-process areas make up the IT Service Continuity Management Process as described later in this document. 

	Applicable to
	IT Service Continuity Management process in support of the ISO20000 initiative.

	Supersedes
	N/A

	Document Owner
	IT Service Continuity Manager
	Owner Org
	Computing Division

	Effective Dates
	05-01-2010 to 04-30-2011
	Revision Date
	02-26-2010
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	IT Service Continuity Goal, Benefits

	Goal
	The goal for ITSCM is to support the overall Business Continuity Management process by ensuring that the required IT technical and services facilities (including computer systems, networks, applications, telecommunications, technical support and Service Desk) can be recovered within required, and agreed upon, business timescales

	Benefits
	The principal benefits of IT Service Continuity Management, when combined with effective Availability and Change Management are:

· Enables the business to continue operations during a service disruption

· Allows the organization to identify, assess and take responsibility for managing risks

· Works to protect the interests of the stakeholders, which include customers, staff, creditors, investors and third parties

· Can serve as a competitive advantage by instilling confidence for customers about the organization’s preparedness and readiness in being able to continually operate in the event of a major outage

· Provides increased organizational credibility by demonstrating interest in protecting the interests of their shareholders and those of their clients


	 IT Service Continuity Policies

	The policies for IT Service Continuity Management are as follows:
· An IT Service Continuity Management (IT Service Continuity Management) process and Business Continuity/Disaster Recovery Plan will be established and managed under a formal management process to help ensure quality and consistency across the organization. The Business Continuity Management process will consist of the following key elements:

· Business Impact Analysis which provides management with information required to identify and prioritize critical business processes. 

· A Risk Assessment which list potential events and incidents that could threaten the execution of critical business processes.  The risks are identified and their probabilities of occurrence including the impact on the business are estimated.

· A Business Continuity Strategy is documented and is consistent with the critical business processes and priorities.

· A testing plan which includes the frequency for testing and description of test to perform. 

· A formal Change Management process for managing Changes to the IT Service Continuity Management and Business Continuity Plan. 

· Staff will be trained in their role and responsibilities during a disaster on a periodic base including participation of customer’s staff.

· Process for bringing effected systems back to normal operations.

· Formal process improvement procedures.

· The IT Service Continuity Management plan will fully support the requirements of the business and be part of the company’s overall Business Continuity Management plans.

· The IT Service Continuity Management plan will be formally documented and made available to those individuals responsible for their implementation. The final step in any approved change will be updating the CMDB, and the Change cannot be completed without this step.




	IT Service Continuity Overall Process Flow
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	IT Service Continuity Process Roles and Responsibilities

	Roles
	Responsibilities

	IT Service Continuity Manager
	· Develop and manage the IT Service Continuity Management Plan(s) to ensure that it meets current business recovery objectives.  

· Ensure that all IT Service areas are prepared and able to respond to all events that could result in business continuity and restoration activities.  

· Invocation of the IT Service Continuity Management Plan(s).

· Maintain a comprehensive IT Service Continuity Management Testing Schedule.

· Perform Gap Analysis during IT Service Continuity Management Plan(s) testing

· Build Improvement Action Plans to resolve all gaps.  

· Deliver final Test(s) report to Stakeholders.
· Undertake quality reviews of all procedures and ensure that these are incorporated into the Test Schedule.  

· Communicate and maintain awareness of IT Service Continuity Management objectives within the business areas supported and IT Service areas.  

· Undertake regular reviews, at least annually, of the IT Service Continuity Management Plan(s) with the business areas to ensure that they accurately reflect the Business Processing Environment.  

· Negotiate and manage contracts with providers of third party recovery services.

· Maintain and Manage a Disaster Recovery Services Catalog: 

· Communicate catalog 

· Gather requirements for IT Service Continuity Management solution(s)

· Perform IT Risk Assessment on proposed IT Service Continuity Management solution(s)

· Manage the IT Service Delivery during times of crisis including: 

· Coordination with the Information Systems Recovery Team 

· Invocation of the appropriate recovery facilities 

· Resource management, direction and arbitration 

· Recovery site management.  

· Manage IT Service Continuity Management plan(s) for Continuity Of Operations Plan essential functions: 

· Provide central depository for IT Service Continuity Management plan(s) 

· Coordinate updates with IT Service Continuity Management plan(s) owners

· Coordinate plan training and testing with plan owners.
· Manage IT Service Continuity Management Test(s): 

· Respond to request to perform IT Service Continuity Management Test(s) 

· Gather IT Service Continuity Management Test(s) requirements

· Coordinate resource requirements to perform test(s)

· Coordinate recovery site management with recovery team resources

· Perform Gap Analysis

· Build Improvement Action Plan to resolve gaps

· Deliver IT Service Continuity Management Test(s) report.

	Site Crisis Management Team (Executive Management)
	· Approve the activation of IT Service Continuity Management Plan(s) or declaration of a disaster, which results from a customer or infrastructure event.

· Provide guidance and key decision-making.

· Review progress and status with Crisis Management Team, Senior Management and recovery personnel.

· Assist the Information System Recovery Team in obtaining full cooperation of all organizations involved in the recovery effort.

· Assist the Information System Recovery Team in obtaining full cooperation of all involved departments.

· Assist the Information System Recovery Team in obtaining required funding.

· Assist the Information System Recovery Team in obtaining required resources.

· Expedite procurement processes.

· Ensure that team members refer all requests for disaster-related information that originate outside the company, e.g., those from the news media.

· Maintain artifacts as required.

	Site Incident Management Team
	· Establish an immediate and controlled company presence at the incident site.

· Obtain reports of personnel injury or related matters from Facilities or Security.

· Notify managers and/or local authorities.

· Assess Incident impact, known injuries, extent of damage, and disruption to the company's services and business operations.

· Document the results of the preliminary emergency assessment(s) and evaluation(s).

· Ensure that the Site Crisis Management Team, Information System Recovery Team, and departments are contacted and apprised of situation's status and activities.

· Determine if and/or when access to the company's facility will be allowed.

· Provide the Site Crisis Management Team Information System Recovery Team and departments with the facts necessary to make informed decisions regarding subsequent recovery activity.

· Complete all emergency response, notification and mobilization requirements.

· Submit the report to the Site Crisis Management Team with recommendations to terminate the emergency response activities or activate subsequent plan operations.

· Terminate or expand/extend the operation, as directed by the Site Crisis Management Team and in consultation with customer representatives.

· Coordinate the overall recovery effort.

	Administrative Support Team
	· Act as liaison between recovery teams and other supporting organizations on administrative issues.

· Inform Purchasing, Security, Risk Management, Legal, and other relevant organizations of the need for actual/potential support requirements.

· Inform critical public services and suppliers of the need for actual/potential support requirements.

· Prepare and maintain a priority matrix of all support requirements against the various sources of support.

· Communicate and record all internal and external requests and orders for supplies and logistic support, including expected times and dates of delivery of supplies and performance of services.

· Expedite the provision of purchased equipment and services to Recovery Teams.  

· Prepare and process purchasing documentation. Monitor the recovery effort costs.

· Maintain record of events.

	Information Systems Recovery Teams
	· Infrastructure & Application Team(s) are the core members of Information Systems Recovery Team and their responsibilities and procedures are rather detailed and specific. Each team appropriate tasks are outlined in the system specific IT Service Continuity Plans(s).

	Departments
	· Invokes events.

· Participates in site status and situation updates during the continuity and recovery activities.

· Participates in the informed decision making process during continuity and recovery activities upon the receipt of the facts provided the by Site Crisis Management Team.

· Terminate or expand/extend the operation, as directed by the Site Crisis Management Team and in consultation with ITSMC Recover Team.

· Review IT Service Continuity Management Plan(s) with IT Service Continuity Management Recover Team.

· Schedule review with the IT Service Continuity Management Recovery Team.

· Conduct formal meetings to review IT Service Continuity Management Plan(s).

· Document Meeting Minutes including action items.

· Build Improvement Action Plans to meet IT Service Continuity Management Recover Team requirements.

· Document IT Service Continuity Management Plan(s) Update Actions

· Coordination with IT Service Continuity Management Manager to communicate catalog 

· Identify IT Infrastructure that support Critical Business Function applications 

· Identify the Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) for key IT Systems and Services.


	IT Service Continuity Critical Success Factors

	Critical Success Factors (CSFs) define the high-level requirements for the success of the IT Service Continuity initiative. The following initial CSFs have been identified:
· Completed Business Impact Analysis

· Ensure the business continuity requirements are identified and understood

· Obtain management support, budget and resources

· Documented IT Service Continuity Management testing results

· Conduct at least one full IT service continuity drill (walk-through, partial, scenario or full) per year

· Documented and tested recovery options

· Integration with IT Service Management processes

· Up-to-date Configuration Management Database in order to rebuild effectively and restore the IT infrastructure if necessary


	IT Service Continuity Process Measurements (KPIs)

	Note:  The listed measurements are intended as a guide.  As Fermilab Computing Division matures in its IT Service Continuity Management process, the reports will require adjustment to match their maturity.  This might involve customizing the measurements to reflect the process as it relates to Fermilab’s organizational requirements.  Computing Division is free to develop reports or measurements specific to the organization that match the needs of Fermilab.



	· Regular audits of the IT Service Continuity Management Plans to ensure that, at all times, the agreed recovery requirements of the business can be achieved

· All service recovery targets are agreed and documented in SLAs and are achievable within the IT Service Continuity Management Plans

· Regular and comprehensive testing of IT Service Continuity Management Plans

· Regular reviews are undertaken, at least annually, of the business and IT continuity plans with the business areas

· Negotiate and manage all necessary IT Service Continuity Management contracts with third party

· Overall reduction in the risk and impact of possible failure of IT services.

· Ensure awareness of business impact, needs and requirements throughout IT

· Ensure that all IT service areas and staff are prepared and able to respond to an invocation of the IT Service Continuity Management Plans

· Regular communication of the IT Service Continuity Management objectives and responsibilities within the appropriate business and IT service areas


	IT Service Continuity Process Integration Points

	Process
	
	Process
	Information

	IT Service Continuity Management
	to
	Incident Management
	· Oversees Incidents related to IT Service Continuity Management

· Assists in defining role of Incident Management during a declared disaster

	Incident Management
	to
	IT Service Continuity Management
	· Provide information on incidents and outages that may escalate to a declared disaster.

	
	
	
	

	IT Service Continuity Management
	to
	Problem Management
	· Manages Major Incidents and repeat Incidents that have a significant impact to the Continuity of IT Services.

· Assists in defining the role of Problem Management during a declared disaster.

	Problem Management
	to
	IT Service Continuity Management
	· Provides information on possible contingency solutions or workarounds on handling problems that may escalate to a declared disaster.

· Provides trend analysis information to IT Service Continuity Management as of way of possibly being able to predict outage issues so that IT Service Continuity Management can be proactive in implementing IT Service Continuity Management Plan(s) to minimize the impact of an outage that disrupts operations.

	
	
	
	

	IT Service Continuity Management
	to
	Change Management
	· Responsible for working with Change Management on urgent changes that are required during the execution of an IT Service Continuity Management Plan(s)

· Assists in defining role of the Change Management during a disaster

· Provides impact analysis for the change on IT Service Continuity Management

	Change Management
	to
	IT Service Continuity Management
	· Provides information to IT Service Continuity Management on Change Requests (CR) that could have an impact on the IT Service Continuity Management Plan(s) 

· Provides Forward Schedule of Change (FSC) information to IT Service Continuity Management so they can effectively plan on testing IT Service Continuity Management Plan(s) at appropriate times

· Change Management working with Continuity Management to analysis if the change will impact IT Service Continuity Management
· Provides information to IT Service Continuity Management Manager on CRs that will have an impact on CMDB components for DR.

	
	
	
	

	IT Service Continuity Management
	to
	Service Level Management
	· Provides IT Service Continuity Management Plan(s) to support Service Level Management in the event of an outage

· Works with Service Level Management in establishing service level targets during a declared disaster or outage that disrupts operations

· Assists in defining the role of Service Level Management during a declared disaster

	Service Level Management
	to
	IT Service Continuity Management
	· Provides IT Service Continuity Management the Service Level Requirements that must be met minimally by the business in the event of an outage that disrupts operations.

· Provides performance reporting information on Service Level Agreements (SLAs)

	
	
	
	

	IT Service Continuity Management
	to
	Availability Management
	· Provides IT Service Continuity Management Plan(s) to support the Availability Management Process

· Provides Risk Management and Risk Analysis to Availability Management so they can effectively understand the risks involved when availability targets are not met

· Provides standby options that Availability Management needs to be aware of when developing their availability solutions to ensure successful integration with IT Service Continuity Management
· Assists in defining the role of Availability Management in the event of a declared disaster

	Availability Management
	to
	IT Service Continuity Management
	· Provides information for different availability solutions that would be part of a good service continuity plan

· Provides Risk Analysis and Risk Assessment information to IT Service Continuity Management so they can have a better understanding of the risks involved during different scenarios so they can execute the IT Service Continuity Management Plan(s) effectively during an event that disrupts operations

	
	
	
	

	IT Service Continuity Management
	to
	Capacity Management
	· Provides IT Service Continuity Management Plan(s) to support the Capacity Management Process

· Provides Risk Management and Risk Analysis to Capacity Management so they effectively can understand the risks involved when capacity is not increased or decreased

· Provides standby options that Capacity Management needs to be aware of to ensure that the necessary capacity is available to effectively execute the service continuity plans for each of the standby options in the event of a declared disaster

	Capacity Management
	to
	IT Service Continuity Management
	· Provides current and future capacity and performance requirements for standby systems

· Provides performance reporting when the service IT Service Continuity Management Plan(s) is executed in a test scenario or real live scenario

· Provides the capacity schedules to IT Service Continuity Management so that they can plan and integrate more effectively with Capacity Management

	
	
	
	

	IT Service Continuity Management
	to
	Configuration Management
	· Assists in defining the role of Configuration Management during a declared disaster

· Provides IT Service Continuity Management Plan(s) for CMDB and critical CIs

	Configuration Management
	to
	IT Service Continuity Management

	· Provides information around CIs that support IT Service Continuity Management
· Serves as a valuable resource for IT Service Continuity Management since it will have a real-time snapshot of the current environment, which can be used to rebuild the IT infrastructure if it suffered a catastrophic event

	
	
	
	

	IT Service Continuity Management
	to
	Financial Management
	· IT Service Continuity Management solutions for Financial Management to perform cost modeling to determine costs for different recovery and continuity options.

	Financial Management
	to
	IT Service Continuity Management
	· Cost details for different continuity and recovery options so IT Service Continuity Management can cost-effectively choose the most appropriate option.

	
	
	
	

	IT Service Continuity Management
	to
	Release Management
	· Provides IT Service Continuity Management Plan(s)

· Assists in defining role of Release Management in the event of a declared disaster

	Release Management
	to
	IT Service Continuity Management
	· Provides information about new releases so that IT Service Continuity Management can ensure the continuity plans are updated to reflect the changes and releases to the infrastructure

· Provides release schedule to IT Service Continuity Management so they can effectively plan on IT Service Continuity Management Test(s) at the appropriate times


	IT Service Continuity Initiation Procedure
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	IT Service Continuity Initiation Procedure Business Rules

	Input
	· Business Continuity Plan(s)

	Entry Criteria
	The need for an IT Service Continuity Management Plan

	General Comments
	The initiation process covers the whole Fermilab Computing Division


	IT Service Continuity Initiation Procedure Narrative

	Step
	Responsible Role
	Action

	1.1
	IT Service Continuity Manager
	Policy Setting

The Policy should be established and communicated as soon as possible so that all members of the organization involved in, or affected by, Business Continuity issues are aware of their responsibilities to comply with and support IT Service Continuity Management. As a minimum, the policy should set out management intention and objectives.

	1.2
	IT Service Continuity Manager
	Specify Terms of Reference and Scope

This step includes defining the scope and responsibilities of all staff in the organization. It covers such tasks as undertaking a Risk Analysis and Business Impact Analysis and determination of the command and control structure required to support a business interruption. There is also a need to take into account such issues as outstanding audit points, regulatory or client requirements and insurance organization stipulations, and compliance with standards such as ISO 20000 and ISO 27001, the Standard on Information Security Management, which also addresses Service Continuity requirements.

	1.3
	IT Service Continuity Manager
	Allocate Resources

The establishment of an effective Business Continuity environment requires considerable resource in terms of both money and manpower. Depending on the maturity of the organization, with respect to IT Service Continuity Management, there may be a requirement to familiarize and/or train staff to accomplish the Stage 2 tasks. Alternatively, the use of experienced external consultants may assist in completing the analysis more quickly. However, it is important that the organization can then maintain the process going forward without the need to rely totally on external support.

	1.4
	IT Service Continuity Manager
	Define the Project Organization and Control Structure

IT Service Continuity Management and BCM projects are potentially complex and need to be well organized and controlled. It is strongly advised to use a recognized standard project planning methodology such as PMI or Project Management Body Of Knowledge (PMBOK®).

	1.5
	IT Service Continuity Manager
	Agree Project and Quality Plans

Plans enable the project to be controlled and variances addressed. Quality plans ensure that the deliverables are achieved and to an acceptable level of quality. They also provide a mechanism for communicating project resource requirements and deliverables, thereby obtaining ‘buy-in’ from all necessary parties.

When agreement is reached continue with the “Requirements and Strategy” procedure.

When no agreement is reached continue with previous step (or cancel project if general agreement is not to continue).


	Exit Criteria
	Agreed Plans or Cancelled Project

	Output
	· Policy

· Terms of Reference

· Scope

· Project Organization

· Dedicated resources

· Project Plan

· Quality Plan


	 IT Service Continuity Requirements and Strategy Procedure
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	IT Service Continuity Requirements and Strategy Procedure Business Rules

	Input
	· Business Continuity Policy

· Service Level Agreement

· Configuration Management

· Project Plan

· Quality Plan(s)

	Entry Criteria
	New Business Requirements (IT Service Continuity Management Solutions, IT Service Continuity Management Plan(s), IT Service Continuity Management Test(s), and IT Service Continuity Management Process)

Significant Business Environmental Changes

New Disasters 

Strategy Changes

Post Disaster or Test Reviews

	General Comments
	Business Impact Analysis identifies critical business processes and the supporting IT systems and services, the damage or loss for the organization if they were unavailable, and the time before those impacts would be felt. 


	IT Service Continuity Requirements and Strategy Procedure Narrative

	Step
	Responsible Role
	Action

	2.1
	IT Service Continuity

Manager
	Business Impact Analysis

The purpose of a Business Impact Analysis (BIA) is to quantify the impact to the business that loss of service would have. This impact could be a ‘hard’ impact that can be precisely identified – such as financial loss – or ‘soft’ impact – such as public relations, morale, health and safety or loss of competitive advantage. The BIA will identify the most important services to the organization and will therefore be a key input to the strategy. The BIA identifies:

· The form that the damage or loss may take – for example:

· Lost income

· Additional costs

· Damaged reputation

· Loss of goodwill

· Loss of competitive advantage

· Breach of law, health and safety

· Risk to personal safety

· Immediate and long-term loss of market share

· Political, corporate or personal embarrassment

· Loss of operational capability 

· How the degree of damage or loss is likely to escalate after a service disruption, and the times of the day, week, month or year when disruption will be most severe

· The staffing, skills, facilities and services (including the IT services) necessary to enable critical and essential business processes to continue operating at a minimum acceptable level

· The time within which minimum levels of staffing, facilities and services should be recovered

· The time within which all required business processes and supporting staff, facilities and services should be fully recovered

· The relative business recovery priority for each of the IT services.

	2.2
	IT Service Continuity

Manager
	Risk Assessment

The second driver in determining IT Service Continuity Management requirements is the likelihood that a disaster or other serious service disruption will actually occur. This is an assessment of the level of threat and the extent to which an organization is vulnerable to that threat. Risk Analysis can also be used in assessing and reducing the chance of normal operational incidents. 

Risk Analysis is the assessment of the risks that may give rise to service disruption or security violation. Risk management is concerned with identifying appropriate risk responses or cost-justifiable countermeasures to combat those risks.

Risk/Threat
Loss of internal IT systems/networks, PABXs, ACDs, etc. 

· Fire

· Power failure

· Arson and vandalism

· Flood

· Aircraft impact

· Weather damage, e.g. hurricane

· Environmental disaster

· Terrorist attack

· Sabotage

· Catastrophic failure

· Electrical damage, e.g. lightning

· Accidental damage

· Poor-quality software

Loss of external IT systems/networks, e.g. e-commerce servers, cryptographic systems

· All of the above

· Excessive demand for services

· Denial of service attack, e.g. against an internet firewall

· Technology failure, e.g. cryptographic system

Loss of data 

· Technology failure

· Human error

· Viruses, malicious software, e.g. attack applets

Loss of network services 

· Damage or denial of access to network service provider’s premises

· Loss of service provider’s IT systems/networks

· Loss of service provider’s data

· Failure of the service provider

Unavailability of key technical and support staff 

· Industrial action

· Denial of access to premises

· Resignation

· Sickness/injury

· Transport difficulties

Failure of service providers, e.g. outsourced IT 

· Commercial failure, e.g. insolvency

· Denial of access to premises

· Unavailability of service provider’s staff

· Failure to meet contractual service levels

	2.3
	IT Service Continuity Manager
	IT Service Continuity Strategy

The results of the Business Impact Analysis and the Risk Analysis will enable appropriate Business and IT Service Continuity strategies to be produced in line with the business needs. The strategy will be an optimum balance of risk reduction and recovery or continuity options. 

Risk response measures

Adopt a balanced approach where risk reduction and recovery are complementary and both are required. This entails reducing, as far as possible, the risks to the continued provision of the IT service and is  usually achieved through Availability Management. As a general rule, the invocation of a recovery capability should only be taken as a last resort. Ideally, an organization should assess all of the risks to reduce the potential requirement to recover the business, which is likely to include the IT services. The risk reduction measures need to be implemented and should be instigated in conjunction with Availability Management, as many of these reduce the probability of failure affecting the availability of service. Typical risk reduction measures include:

· Installation of UPS and backup power

· Fault-tolerant systems for critical applications where even minimal downtime is unacceptable

· RAID arrays and disk mirroring for LAN servers to prevent against data loss and to ensure continued availability of data

· Spare equipment/components to be used in the event of equipment or component failure
· The elimination of SPoFs

· Resilient IT systems and networks

· Outsourcing services to more than one provider

· Greater physical and IT-based security controls

· Better controls to detect service disruptions

· A comprehensive backup and recovery strategy, including off-site storage.

The above measures will not necessarily solve a continuity issue and remove the risk totally, but all or a combination of them may significantly reduce the risks associated with the way in which services are provided to the business.

	2.4
	IT Service Continuity

Manager
	Agree IT Service Continuity Strategy

Before investments are made, all IT Service Continuity stakeholders need to agree with the chosen strategies.

When agreement is reached continue with the “Implementation” procedure.

When no agreement is reached continue with previous step (or cancel project if general agreement is not to continue).


	Exit Criteria
	IT Service Continuity Strategies defined

	Output
	· Business Impact Analysis result defining what business process and supporting IT systems and services are critical for staying in business.

· Risk Assessment information and findings.

· Recovery Strategies


	IT Service Continuity Implementation Procedure
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	IT Service Continuity Implementation Procedure Business Rules

	Input
	· Recovery Strategies

· IT Services

· IT Technology

	Entry Criteria
	Approved Recovery Strategy

	General Comments
	The IT Service Continuity Management Implementation is taking the recovery strategy and building an organization and plan to meet the business requirements for recovery. 


	IT Service Continuity Implementation Procedure Narrative

	Step
	Responsible Role
	Action

	3.1
	IT Service Continuity Manager
	Develop IT Service Continuity Plans

The IT Service Continuity Management plans must contain all the information needed to recover the IT systems, networks and telecommunications in a disaster situation once a decision to invoke has been made, and then to manage the business return to normal operation once the service disruption has been resolved. One of the most important inputs into the plan development is the results of the Business Impact Analysis. Additionally other areas will need to be analyzed, such as Service Level Agreements (SLA), security requirements, operating instructions and procedures and external contracts. It is likely that a separate SLA with alternative targets will have been agreed if running at a recovery site following a disaster.

	3.2
	IT Service Continuity Manager
	Develop IT Plans, Recovery Plans and Procedures 

There are a number of technical documenting recovery procedures from a normal operational failure. The development and maintenance of these plans will be the responsibility of the specialist teams, but will be coordinated by the Business Continuity Management team. These will be useful additions or appendices to the main plan. Additionally, plans that will need to be integrated with the main BCP are:

· Emergency Response Plan: to interface to all emergency services and activities

· Damage Assessment Plan: containing details of damage assessment contacts, processes and plans 

· Salvage Plan: containing information on salvage contacts, activities and processes

· Vital Records Plan: details of all vital records and information, together with their location, that are critical to the continued operation of the business

· Crisis Management and Public Relations Plan: the plans on the command and control of different crisis situations and management of the media and public relations

· Accommodation and Services Plan: detailing the management of accommodation, facilities and the services necessary for their continued operation

· Security Plan: showing how all aspects of security will be managed on all home sites and recovery sites 

· Personnel Plan: containing details of how all personnel issues will be managed during a major incident

· Communication Plan: showing how all aspects of communication will be handled and managed with all relevant areas and parties involved during a major incident

· Finance and Administration Plan: containing details of alternative methods and processes for obtaining possible emergency authorization and access to essential funds during a major incident.

	3.3
	IT Service Continuity Manager
	Organization Planning

During the disaster recovery process, the organizational structure will inevitably be different from normal operation and is based around:

· Executive – including senior management/executive board, with overall authority and control within the organization and responsible for crisis management and liaison with other departments, divisions, organizations, the media, regulators, emergency services etc.

· Coordination – typically one level below the executive group and responsible for coordinating the overall recovery effort within the organization

· Recovery – a series of business and service recovery teams, representing the critical business functions and the services that need to be established to support these functions. Each team is responsible for executing the plans within their own areas and for liaison with staff, customers and third parties. Within IT the recovery teams should be grouped by IT service and application. For example, the infrastructure team may have one or more people responsible for recovering external connections, voice services, local area networks, etc. and the support teams may be split by platform, operating system or application. In addition, the recovery priorities for the service, application or its components identified during the Business Impact Analysis should be documented within the recovery plans and applied during their execution.

	3.4
	IT Service Continuity Manager
	Testing Strategy

Experience has shown that recovery plans that have not been fully tested do not work as intended, if at all. Testing is therefore a critical part of the overall process and the only way of ensuring that the selected strategy, standby arrangements, logistics, business recovery plans and procedures will actually work in practice.  There are four basic types of tests that can be undertaken:

· Walk-through tests can be conducted when the plan has been produced simply by getting the relevant people together to see if the plan(s) at least work in a simulated way.

· Full tests should be conducted as soon as possible after the plan production and at regular intervals of at least annually thereafter. They should involve the business units to assist in proving the capability to recover the services appropriately. They should, as far as possible, replicate an actual invocation of all standby arrangements and should involve external parties if they are planned to be involved in an actual invocation. The tests must not only prove recovery of the IT services but also the recovery of the business processes. It is recommended that an independent observer records all the activities of the tests and the timings of the service recovery. The observer’s documentation of the tests will be vital input into the subsequent post mortem review. The full tests may be announced or unannounced. The first test of the plan is likely to be announced and carefully planned, but subsequent tests may be ‘sprung’ on key players without warning. It is also essential that many different people get involved, including those not very familiar with the IT service and systems, as the people with the most knowledge may not be available when a disaster actually occurs.

· Partial tests can also be undertaken where recovery of certain elements of the overall plan is tested, such as single services or servers. These types of tests should be in addition to the full test not instead of the full test. The full test is the best way of testing that all services can be recovered in required timescales and can run together on the recovery systems.

· Scenario tests can be used to test reactions and plans to specific conditions, events and scenarios. They can include testing that BCPs and IT Service Continuity Plans interface with each other, as well as interfacing with all other plans involved in the handling and management of a major incident. All tests need to be undertaken against defined test scenarios, which are described as realistically as possible. It should be noted, however, that even the most comprehensive test does not cover everything. For example, in a service disruption where there has been injury or even death to colleagues, the reaction of staff to a crisis cannot be tested and the plans need to make allowance for this. In addition, tests must have clearly defined objectives and Critical Success Factors, which will be used to determine the success or otherwise of the exercise.

	3.5
	IT Service Continuity Manager
	All Plans Authorized by Change Management

Before moving into the On Going Operations, all IT Service Continuity Management plans and documentation needs to be formally authorized by Change Management.

When all plans are authorized continue with the “On Going Operations” procedure.

When no, or not all, plans are authorized continue with any of the appropriate previous steps.


	Exit Criteria
	All plans and strategy are completed

	Output
	· IT Service Continuity Plan

· Emergency Response Plan
· Damage Assessment Plan 

· Salvage Plan
· Vital Records Plan
· Crisis Management and Public Relations Plan
· Accommodation and Services Plan
· Security Plan 

· Personnel Plan

· Communication Plan
· Finance and Administration Plan
· Organization Structure
· Testing Strategy


	 IT Service Continuity On Going Operations Procedure
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	 IT Service Continuity On Going Operations Procedure Business Rules

	Input
	· IT Service Continuity Plan

· Emergency Response Plan
· Damage Assessment Plan 

· Salvage Plan
· Vital Records Plan
· Crisis Management and Public Relations Plan
· Accommodation and Services Plan
· Security Plan 

· Personnel Plan

· Communication Plan
· Finance and Administration Plan
· Organization Structure
· Testing Strategy
· Configuration Item details

	Entry Criteria
	IT Service Continuity process is operational

	General Comments
	After initial implementation, IT Service Continuity Management is concerned with the maintenance and testing of the continuity plans. It ensures that staff is aware of the plans and properly trained, auditing compliance with related procedures and coordinating any invocations of the plans. 

It is critical that once developed, the IT Service Continuity strategy, plans and procedures are maintained and updated when needed. There must be a good interface with Change Management to ensure that all significant changes are assessed for impact on service continuity. Where a proposed change will degrade the level of continuity currently present, this risk needs to be assessed as part of the overall change assessment. The change request could be rejected, the additional risk formally accepted or resource allocated to update the continuity strategy and plans to address the change. In other cases where the change necessitates a minor update to continuity plans or preparations, this needs to be identified, recorded and tracked to completion.


	 IT Service Continuity On Going Operations Procedure Narrative

	Step
	Responsible Role
	Action

	4.1
	IT Service Continuity Manager
	Education, Awareness and Training

This should cover the whole Fermilab and, in particular, the IT organization, for service continuity-specific items. This ensures that all staff are aware of the implications of business continuity and of service continuity and consider these as part of their normal working, and that everyone involved in the plan has been trained in how to implement their actions.

Be sure to think outside the box here. Most executions of the Service Continuity plans fail on small non-technical details. Some examples:

· Where does personnel gather during evacuations

· Where is off-site storage of back-ups

· Who has access to off-site storage and are points of contact

· Restricted area entry should still be restricted

	4.2
	IT Service Continuity Manager
	Review and Audit

IT Service Continuity Management should seek to review and audit procedures such as those for making and verifying backups, updating continuity plans, and maintaining recovery facilities. This is aimed at ensuring compliance; where non-compliance is identified, corrective action should be instigated.

	4.3
	IT Service Continuity Manager
	Testing

Continuity plans should be fully tested on a regular basis, at least annually but preferably every six months. A testing program should include a range of test exercises. These could include:

· a tabletop 'walk-through' of the plan with key support staff

· a detailed technical test of one aspect of the IT infrastructure

· a more involved test involving relocating the support organization to an alternate location and recovery of the necessary facilities at that location.

In many instances the recovery of the support center may only be one element of a much wider test of IT and Business Continuity plans. In planning each test, a realistic scenario presenting a slightly different challenge to previous exercises should be developed and documented. Each test exercise should seek to break some new ground, perhaps by testing an area which has not been tested before, an area where there has been significant change, or by taking the test further than previous exercises by involving the business side, key partners and interfaces with other systems. One key benefit of testing is in the training and experience it gives staff in performing critical recovery procedures and in operating in the recovered environment. Staff involved in testing should be rotated to ensure that knowledge and experience is spread as broadly as possible.

Testing must be planned carefully to ensure that functionality is tested as much as possible without causing unnecessary impact on the normal functioning of the support center. For complex testing situations where critical live operations could be jeopardized, planning the test should involve a risk analysis exercise aimed at identifying and managing the operational risks involved.

Objectives should be identified in advance for each test exercise. These objectives may include the recovery of specific facilities within a certain time period, the validation of a new recovery procedure, the training of staff in a particular aspect of the recovery operation, or the testing of corrective actions taken following a previous test.

During any testing exercise a log and timeline of actions, events, issues and decisions should be maintained. Following each exercise, a post test review should be carried out to discuss achievements and any issues encountered, to ensure that the lessons learned are not lost and to plan any corrective actions necessary.

	4.4
	IT Service Continuity Manager
	Change Management

Ensure that there is a close interface with Change Management to make sure that proposed changes are assessed for potential impact on continuity plans. Have procedures to ensure that the plans are updated to reflect any changes that are implemented.

Keep plan documentation under change control and version control, with procedures to identify when, why and who has made changes to the plans. Use version control procedures to ensure that everyone is working from the same version of the continuity plan.

Build good communication channels with key business functions, partners and customers, to allow early identification of major projects that are going to impact the Fermilab Computing Division and require the continuity strategy and plans to be reviewed.  Review the continuity plan against business requirements and service level targets at least annually to ensure that it still meets those needs.


	Exit Criteria
	IT Service Continuity process is not operational

	Output
	· Trained Staff

· Employee awareness

· Test results

· Test deviations

· Recommendations and Advice on Change Requests


	 IT Service Continuity Invocation Procedure
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	 IT Service Continuity Invocation Procedure Business Rules

	Input
	· IT Service Continuity trigger
· IT Service Continuity Plan

· Emergency Response Plan
· Damage Assessment Plan 

· Salvage Plan
· Vital Records Plan
· Crisis Management and Public Relations Plan
· Accommodation and Services Plan
· Security Plan 

· Personnel Plan

· Communication Plan
· Finance and Administration Plan
· Organization Structure
· Testing Strategy
· Configuration Item details
· Backed-up Data

	Entry Criteria
	An event leading to the need 

	General Comments
	A service continuity event could include activities such as setting up an alternative site or interim operations while ensuring the safety and well being of the Fermilab organization.


	 IT Service Continuity Invocation Procedure Narrative

	Step
	Responsible Role
	Action

	5.1
	IT Service Continuity Manager
	BCM Declares Disaster
Unless the Disaster declaration comes directly from the Business Continuity Management organization, any IT Service Continuity trigger needs to be verified with the Business Continuity Management organization in order to determine whether or not the disaster will be declared. It is useful to pre-determine under which circumstances a disaster will be declared by default (for example Datacenter destroyed by fire).

	5.2
	IT Service Continuity Manager
	Execute IT Service Continuity Plans
After the disaster has been officially declared, the plans need to be executed as documented.

	5.3
	IT Service Continuity Manager
	Monitor IT Service Continuity Plans

The execution of the plans need to be closely monitored. For one the determine if the execution needs to continue. Secondly to ensure the execution of the plans are on target or are in need of correction.


	Exit Criteria
	BCM declares the end of the disaster.

	Output
	· Continued Service
· Restored Service

· Improvement Plans


	Supporting Documents

	Document Name
	Description
	Relationship

	Fermilab Service Management Policy
	Policy
	Policy


IT Service Continuity Management


Process and Procedures
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