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[bookmark: _Toc333082728]1 INTRODUCTION

[bookmark: _Toc254867544][bookmark: _Toc254867881][bookmark: _Toc254868119][bookmark: _Toc254868231][bookmark: _Toc254874261][bookmark: _Toc254875694][bookmark: _Toc333082729][bookmark: _Toc254867545][bookmark: _Toc254867882][bookmark: _Toc254868120][bookmark: _Toc254868232][bookmark: _Toc254874262][bookmark: _Toc254875695]EXECUTIVE SUMMARY
This Service Level Agreement (“SLA”) for the Unified Communications Service with all users of the Email, Calendar, and Instant Messaging services offered by Fermilab documents:
· The service levels provided for the Exchange 2010 Email Service
· The service levels provided for the Exchange 2010 Calendar Service
· The service levels provided for the Messaging Service
· The responsibilities of the Email Service Administrators & Messaging Service Administrators as the providers of if this Service and of the users receiving this service
· Specific terms and conditions relative to the standard Service Offering.
[bookmark: _Toc298399351][bookmark: _Toc333082730]Document Definitions
For the purposes of this document:
· Customer refers to the organization which requests and receives the service
· User refers to those individuals within the customer organization who access the service on a regular basis.
· Account is defined as individually held username and password credentials within the SERVICES Active Directory that allows users to authenticate themselves and gain access to one or more Services within Fermilab.  Accounts cannot normally be accessed by more than one person without Administrative cause.
· Mailbox is defined as a service from which a user can send and receive email.  The user can gain access to the Mailbox by authenticating with an Account.  A Mailbox is generally held by a single user but it is allowable to have it accessed by multiple users.

[bookmark: _Toc254867552][bookmark: _Toc254867889][bookmark: _Toc254868127][bookmark: _Toc254868239][bookmark: _Toc254874269][bookmark: _Toc254875696][bookmark: _Toc333082731]SERVICE OVERVIEW
[bookmark: _Toc212977948][bookmark: _Toc213019255][bookmark: _Toc233013661]The Email Service provides Enterprise level email capabilities to all Fermilab Employees, as well as those contractors and visitors that may use the service. The Calendar Service provides Enterprise level meeting room scheduling and personal calendar functions to those customers that would use the service. The Messaging Service is a chat service located at Fermilab for the exclusive use of Fermilab.  All services will be in compliance with the Email Policy (https://cd-docdb.fnal.gov:440/cgi-bin/ShowDocument?docid=3978)
[bookmark: _Toc333082732]SERVICE DESCRIPTION
[bookmark: _Toc233013663]The following describes the details of each of the Services offered by the Email Service Owner and is not meant to imply that each service is or can-be offered on an individual basis.
Please refer to the Service Offerings section to see each service in a packaged form.
Email Related Services
· Exchange Mailbox Service
· Mandatory for all Employees (N Badges).
· Available to Visitors (V Badges) and Contractors (C Badges) upon request of their Spokesperson or Fermilab manager.
· If requested, it will replace their Mail User Service.
· Available to Fermilab Retiree’s with a badge type that allows computing privileges.
· Integrated Email & Calendar Service.
· Email addresses will be of the format username@fnal.gov where username matches their Account name.
· Ability to receive and send email using their assigned @fnal.gov address.
· 25MB attachment size maximum.
· Reference Email Tiers for information on mailbox quotas.

· Mail User Service
· Given to all badged Visitors and Contractors by default.
· Replaced by the Exchange Mailbox Service if a mailbox is requested (See Email Policy).
· Employees (N Badges) are not eligible for this service.
· Available to Fermilab Retiree’s with a badge type that allows computing privileges.
· If requested, it will replace their Exchange Mailbox Service.
· Email addresses will be of the format username@fnal.gov where username matches their Account name.
· Ability to receive email sent to their assigned @fnal.gov address.
· The ability to send email using their @fnal.gov is not allowed.
· Emails sent to their username@fnal.gov address will forward to a 3rd party email address, as determined by the Visitors/Contractor.
· This address is expected to be their home institution for Visitors and the contracting company for Contractors.
· User must have Active Directory credentials in the SERVICES domain and an active Fermilab ID that allows computing privileges.

· Mail Contact Service
· Restricted for use by Mail Lists not managed by the Exchange Server and as a forward service as defined within the MX Record Policy; Not available to any employee of any badge type.
· An entry in Active Directory address book will be created.
· No credentials are associated with this address book entry.
· All Fermilab address book users will be able to see and use this entry.

· Anti-Virus/Anti-SPAM (AV/AS) Filtering Service
· Near 100% capture rate on viruses
· Multi-layered anti-spam filters that will tag suspect mail and deliver it to the “Junk E-mail” folder of supported Outlook clients

· Shared Mailbox Service
· Exchange mailbox that is shared to multiple people.  
· All users of this service must already have an Exchange Mailbox associated with their Account.

· Mail List Service
· Single Email Address to Multiple Email Addresses 
· List membership is open to both @fnal.gov and non-@fnal.gov addresses
· List ownership is open to all badged Fermilab personnel
· Archiving of the list traffic is an available option

· Distribution Group Service
· Single Email Address to Multiple Email Addresses
· List membership is limited to those email address contained within Active Directory
· List ownership is limited to those with an Exchange Mailbox 
· Archiving of the list traffic is not an available option

· Blackberry Enterprise Server (BES)
· Available only for Fermilab owned Blackberry Devices, 
· Access to the BES Service is an available option with the purchase of a BES Client license by the users Group/Department/Division/Sector.
· Personal BES Devices are not currently supported due to licensing and liability issues.

· ActiveSync Service for Exchange Mailbox users
· Exchange Access Service for mobile devices
· Available to all Exchange Mailbox users by default
· Open to user-owned and Fermilab-owned mobile devices
· The ability to remotely wipe the personal device, should it be lost or stolen, is available to the Exchange Mailbox User.  Note, this wiping service cannot be disabled.

· Email Forwarding Service
· Available to non-user services/processes that are in compliance with the Email Policy & MX Record Policy
· A forwarding address will be established to forward email to an internal server under the following format:
· server.service@fnal.gov -> service@server.fnal.gov

Calendar Related Services
· Personal Calendar
· User owned calendar to track appointments and meetings.
· Access is available via supported clients.
· Created by default with the existence of an Exchange Mailbox.
· Meeting / Conference Room Management
· Customizable to the room owner’s needs; exact options will be reviewed with the requestor at the time of the request.
· Each room will be configured to the needs to the room owners.
· An Exchange Mailbox is required to be a room owner and use this service
Communications Related Services
· FermiChat Service
· Instant Messaging Service using the XMPP protocol
· Accessible to all users with active SERVICES credentials
· Individual Chat Rooms – Person to Person
· Access is granted to all Fermilab Employees, Contractors, and Visitors
· Group Chat Rooms – Person to People
· Access is granted to all Fermilab Employees, Contractors, and Visitors

Mail Server Related Services
· MX Record Service
· See the MX Record Policy for details. 
https://cd-docdb.fnal.gov:440/cgi-bin/ShowDocument?docid=4303
[bookmark: _Toc333082733]SERVICE OFFERINGS
[bookmark: _Toc233013664][bookmark: _Toc233013667]Standard Offering for Visitors & Contractors
· Mail User Service
· Mail User as described in 2.1.1
· Email & Calendar:
· Exchange Mailbox and Personal Calendar as described in 2.1.1 & 2.1.2
· Implemented per the Email Policy.
· If requested by the on-site spokesperson, a Visitor/Contractor will be issued an Exchange Mailbox
· Maximum Email quota of 128MB
· Spam Filtering as described in 2.1.1
· Anti-Virus Filtering as described in 2.1.1
· Messaging
· As described in 2.1.3

Standard Offering for Employees
· Email & Calendar:
· Exchange Mailbox and Personal Calendar as described in 2.1.1 & 2.1.2
· Implemented per the Email Policy.
· If requested by the on-site spokesperson, a Visitor/Contractor will be issued an Exchange Mailbox
· Maximum Email quota of 2GB
· Spam Filtering as described in 2.1.1
· Anti-Virus Filtering as described in 2.1.1
· Messaging
· As described in 2.1.3

Standard Offering for Retirees
· Available to Retiree’s with a badge type that has computing privileges
· Retirees have option of retaining the Exchange Email Service they had as an employee, or they can request to be shifted to the Mail User Service.
[bookmark: _Toc233013665]Enhanced Offerings
· Email Lists
· Access to a ListServ mail list upon request
Depreciated Offerings
· None	

[bookmark: _Toc233013666] Offering Costs
· Standard Offerings currently at 0 cost
· Enhanced Offerings currently at 0 cost
· Depreciated Offering currently at 0 cost
[bookmark: _Toc333082734]LIFECYCLE MANAGEMENT CONTEXT
· Creation
· Access to email will be provided to new users as part of the new hire setup.
· Access to Messaging will be provided to new users upon request to the Service Desk.
· Removal
· Exchange Accounts that are no longer in use by an active employee are cleaned up on a weekly basis as their SERVICES account expires.
· Refer to the email policy (https://cd-docdb.fnal.gov:440/cgi-bin/ShowDocument?docid=3978) for other details pertaining to email usage.
· Messaging configuration instructions can be found at http://computing.fnal.gov/ and the list of usernames you can connect to can be found at http://tele.fnal.gov/ by searching for the individual you wish to chat with.
[bookmark: _Toc503156628][bookmark: _Toc503156692][bookmark: _Toc503156743][bookmark: _Toc503671483][bookmark: _Toc503674438][bookmark: _Toc504366410][bookmark: _Toc504449142][bookmark: _Toc506001052][bookmark: _Toc513861516][bookmark: _Toc513861657][bookmark: _Toc513861770][bookmark: _Toc514138105][bookmark: _Toc515072829][bookmark: _Toc518798641][bookmark: _Toc518806023][bookmark: _Toc518806337][bookmark: _Toc518806458][bookmark: _Toc518806511][bookmark: _Toc518806703][bookmark: _Toc518806859][bookmark: _Toc520512726][bookmark: _Toc520512799][bookmark: _Toc520512896][bookmark: _Toc520513024][bookmark: _Toc520513111][bookmark: _Toc520513167][bookmark: _Toc520513213][bookmark: _Toc520513583][bookmark: _Toc523638670][bookmark: _Toc523639930][bookmark: _Toc523639955][bookmark: _Toc527341341][bookmark: _Toc528462982][bookmark: _Toc528464562][bookmark: _Toc531588482][bookmark: _Toc149634277][bookmark: _Toc213019263][bookmark: _Toc254867553][bookmark: _Toc254867890][bookmark: _Toc254868128][bookmark: _Toc254868240][bookmark: _Toc254874270][bookmark: _Toc254875697][bookmark: _Toc333082735][bookmark: _Toc503156629][bookmark: _Toc503156693][bookmark: _Toc503156744][bookmark: _Toc503671484][bookmark: _Toc503674439][bookmark: _Toc504366411] RESPONSIBILITIES
[bookmark: _Toc333082736]USER RESPONSIBILTIES
· Follow all policies as stated within the currently approved Email Policy Document. (https://cd-docdb.fnal.gov:440/cgi-bin/ShowDocument?docid=3978)
[bookmark: _Toc333082737]SERVICE PROVIDER RESPONSIBILTIES
· Follow all policies as stated within the currently approved Email Policy Document
· Ensure backup of the email systems and data are being conducted for Disaster Recovery per the Email Policy
· Maintain the Email & Messaging Service
[bookmark: _Toc212977949][bookmark: _Toc213019256][bookmark: _Toc254867554][bookmark: _Toc254867891][bookmark: _Toc254868129][bookmark: _Toc254868241][bookmark: _Toc254874271][bookmark: _Toc254875698][bookmark: _Toc333082738]COMPUTER SECURITY CONSIDERATIONS
[bookmark: _Toc212977951][bookmark: _Toc213019258][bookmark: _Toc254867556][bookmark: _Toc254867893][bookmark: _Toc254868131][bookmark: _Toc254868243][bookmark: _Toc254874273][bookmark: _Toc254875700]Refer to the Foundation SLA.
[bookmark: _Toc333082739]SERVICE SUPPORT PROCEDURE
[bookmark: _Toc333082740][bookmark: _Toc254867557][bookmark: _Toc254867894][bookmark: _Toc254868132][bookmark: _Toc254868244][bookmark: _Toc254874274][bookmark: _Toc254875701]REQUESTING CD SERVICE SUPPORT 
Access to support will be provided in accordance to the Foundation SLA.
[bookmark: _Toc333082741]STANDARD ON-HOURS SUPPORT
[bookmark: _Toc254874275]HOURS
· [bookmark: _Toc254874276]8x5 as defined in the Foundation SLA.
SUPPORT DETAILS
· [bookmark: _Toc254867558][bookmark: _Toc254867895][bookmark: _Toc254868133][bookmark: _Toc254868245][bookmark: _Toc254874277][bookmark: _Toc254875702]Standard Service Hours match those of the Fermilab Service Desk
[bookmark: _Toc333082742]STANDARD OFF-HOURS SUPPORT
[bookmark: _Toc254874278]HOURS
· [bookmark: _Toc254874279]24x7 as defined in the Foundation SLA.
SUPPORT DETAILS
· [bookmark: _Toc254867559][bookmark: _Toc254867896][bookmark: _Toc254868134][bookmark: _Toc254868246][bookmark: _Toc254874280][bookmark: _Toc254875703]Off-Hour service follows those of the Fermilab Service Desk for Email & Calendar.
· There is no off-hour support for Messaging.

[bookmark: _Toc333082743]SPECIAL SUPPORT COVERAGE
· [bookmark: _Toc230609365][bookmark: _Toc254867560][bookmark: _Toc254867897][bookmark: _Toc254868135][bookmark: _Toc254868247][bookmark: _Toc254874281][bookmark: _Toc254875704]None currently defined at this time.

[bookmark: _Toc333082744]SERVICE BREACH PROCEDURES
· [bookmark: _Toc212977950][bookmark: _Toc213019257][bookmark: _Toc254867561][bookmark: _Toc254867898][bookmark: _Toc254868136][bookmark: _Toc254868248][bookmark: _Toc254874282][bookmark: _Toc254875705]In event of a service breach, the Service  Owner and Incident Manager will conduct a full review of the incident to determine the cause of the service breach.  Where appropriate a service improvement plan will be created to try to prevent a recurrence of the circumstances which caused the breach.  The creation of the service improvement plan may require the mandatory attendance of the customer or a representative for the customer.
· Once the cause of the breach and the improvement plan are created, the details of both will be published via the SLA Breach Report Page (URL To Be Determined), and a full report emailed to the customer.
· For further detail, refer to Appendix F – Escalation Path.
[bookmark: _Toc333082745]SERVICE TARGET TIMES AND PRIORITIES
[bookmark: _Toc254867562][bookmark: _Toc254867899][bookmark: _Toc254868137][bookmark: _Toc254868249][bookmark: _Toc254874283][bookmark: _Toc254875706][bookmark: _Toc333082746]RESPONSE TIME
[bookmark: _Toc254867563][bookmark: _Toc254867900][bookmark: _Toc254868138][bookmark: _Toc254868250][bookmark: _Toc254874284][bookmark: _Toc254875707]Refer to the Foundation SLA.
[bookmark: _Toc333082747]RESOLUTION TIME
[bookmark: _Toc254867564][bookmark: _Toc254867901][bookmark: _Toc254868139][bookmark: _Toc254868251][bookmark: _Toc254874285][bookmark: _Toc254875708]Refer to the Foundation SLA.
[bookmark: _Toc333082748]INCIDENT AND REQUEST PRIORITIES 
[bookmark: _Toc254867565][bookmark: _Toc254867902][bookmark: _Toc254868140][bookmark: _Toc254868252][bookmark: _Toc254874286][bookmark: _Toc254875709]Refer to the Foundation SLA.
[bookmark: _Toc333082749]CRITICAL INCIDENT HANDLING
[bookmark: _Toc254867566][bookmark: _Toc254867903][bookmark: _Toc254868141][bookmark: _Toc254868253][bookmark: _Toc254874287][bookmark: _Toc254875710]Refer to the Foundation SLA.
[bookmark: _Toc528464564][bookmark: _Toc531588484][bookmark: _Toc149634279][bookmark: _Toc213019260][bookmark: _Toc254867568][bookmark: _Toc254867905][bookmark: _Toc254868143][bookmark: _Toc254868255][bookmark: _Toc254874289][bookmark: _Toc254875712][bookmark: _Toc333082750]CUSTOMER REQUESTS FOR SERVICE ENHANCEMENT
[bookmark: _Toc212977953][bookmark: _Toc213019262][bookmark: _Toc254867569][bookmark: _Toc254867906][bookmark: _Toc254868144][bookmark: _Toc254868256][bookmark: _Toc254874290][bookmark: _Toc254875713]Refer to the Foundation SLA.
[bookmark: _Toc333082751]SERVICE CHARGING POLICY
[bookmark: _Toc212977954][bookmark: _Toc213019266][bookmark: _Toc254867570][bookmark: _Toc254867907][bookmark: _Toc254868145][bookmark: _Toc254868257][bookmark: _Toc254874291][bookmark: _Toc254875714]Refer to the Foundation SLA.
[bookmark: _Toc333082752]SERVICE MEASURES AND REPORTING
	Report Name
	Reporting interval
	Delivery Method
	Responsible Party

	Monthly Email Statistics
	Monthly
	Email/Monthly support meeting
	Email Service Owner


Note – No measurements or reporting are currently defined for Messaging.
A. [bookmark: _Toc212977957][bookmark: _Toc213019272][bookmark: _Toc233013684][bookmark: _Toc333082753]APPENDIX A: SUPPORTED HARDWARE AND SOFTWARE
· [bookmark: _Toc212977956][bookmark: _Toc213019268][bookmark: _Toc233013685]The Email & Messaging clients and hardware that will be supported are defined to the following.
· Microsoft Outlook 2010 on Windows 7
· Microsoft Outlook 20122 on OS X
· MacMail on OS X
· Outlook Web Access (OWA) via https://email.fnal.gov/ on all browser/OS combinations supported by Fermilab.
· No other client/OS combinations are supported.
B. [bookmark: _Toc333082754]APPENDIX B: SLA REVIEW PROCEDURE
[bookmark: _Toc213019270][bookmark: _Toc233013687][bookmark: _Toc213019269][bookmark: _Toc233013686]The following steps will be conducted on at least an annual basis. The User Representative, Service Owner, or Service Level Manager may request additional reviews as necessary.
· At least one month prior to the expiration of this agreement, the User Representative will be sent notification via email requesting that a face-to-face review be conducted between the Service Owner and the Customer regarding the Desktop Support Service.
· During the review, the User Representative may negotiate changes to the Desktop Support Service Level Agreement with the Desktop Support Service Owner.  Requests for changes are subject to approval based on the limitations of resources from the Desktop Support Service, a supporting organization, funding and effort available.
· If additional meetings are required, those meetings will be held as necessary in order to renew the SLA prior to expiration.
· Upon agreement, all concerned parties will sign the document and renew the agreement for a period no more than 1 year.
C. [bookmark: _Toc333082755]APPENDIX C: OPERATIONAL LEVEL AGREEMENT (OLA) CROSS-REFERENCE 
· CS DOCDB 3716 FNAL Desktop  SLA
· CS DOCDB 4310 FNAL Networking SLA
D. [bookmark: _Toc333082756]APPENDIX D: UNDERPINNING CONTRACT (UC) CROSS-REFERENCE 
· [bookmark: _Toc255304211][bookmark: _Toc233013688]Fermilab Purchase Order #607387 – Email Managed Services contract between Fermilab and SWC Partners, Inc.
· Software support and licensing is addressed in the Microsoft Enterprise Agreement.

E. [bookmark: _Toc333082757]APPENDIX E: TERMS AND CONDITIONS BY CUSTOMER
[bookmark: _Toc255304212][bookmark: _Toc333082758]E.1	All Fermilab Employees
· No terms and conditions have been negotiated for this customer.
F. [bookmark: _Toc333082759]APPENDIX F: ESCALATION PATH
· Support for the Exchange 2010 Infrastructure (Software & Hardware) is managed by SWC Partners, INC. Reference Purchase Order #607387 for the details of the Underpinning Contract.
G. [bookmark: _Toc333082760]APPENDIX G: APPENDIX G: ITIL PROCESSES ACROSS SERVICE BOUNDARIES
[bookmark: _Toc333082761]G.1	INCIDENT MANAGEMENT
[bookmark: _Toc333082762]G.2	PROBLEM MANAGEMENT
[bookmark: _Toc333082763]G.3	CHANGE MANAGEMENT
[bookmark: _Toc333082764]G.4	RELEASE MANAGEMENT
[bookmark: _Toc333082765]G.5	CONFIGURATION MANAGEMENT
[bookmark: _Toc333082766]G.6	CAPACITY MANAGMENT
[bookmark: _Toc333082767]G.7	AVAILABILITY MANAGEMENT
[bookmark: _Toc333082768]G.8	SERVICE LEVEL MANAGEMENT
[bookmark: _Toc333082769]G.9	SUPPLIER MANAGEMENT
[bookmark: _Toc333082770]G.10	SERVICE CONTINUITY MANAGEMENT
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