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This Operational Level Agreement (“OLA”) for the Authentication & Directory Service with Service Owners and Providers documents:
· The service levels provided for the Authentication & Directory Service
· The responsibilities of the Authentication Service, and Service Providers (Customer) interfacing to the Service.
· Specific terms and conditions relative to the standard Service Offering.

The service levels defined in this agreement are in effect during normal operations, in the case of a continuity situation they may change.
NOTE: For the purposes of this document, Customer refers to the organization which requests and receives the service; User refers to those individuals within the customer organization who access the service on a regular basis.
[bookmark: _Toc254867552][bookmark: _Toc254867889][bookmark: _Toc254868127][bookmark: _Toc254868239][bookmark: _Toc254874269][bookmark: _Toc254875696][bookmark: _Toc339384149]SERVICE OVERVIEW
[bookmark: _Toc212977948][bookmark: _Toc213019255][bookmark: _Toc233013661]Authentication and Directory Services provides central authentication services that service providers can leverage to allow users of their service authenticated access to the service. 
[bookmark: _Toc339384150]SERVICE DESCRIPTION
Depending on the authentication service selected the access can be by username/password, Kerberos ticket, or KCA certificate.
All services are for use by badged users. External users are not supported at this time.
[bookmark: _Toc233013663][bookmark: _Toc339384151]SERVICE OFFERINGS
The services provided by the Authentication and Directory Services are as follows:
[bookmark: _Toc233013664]MIT Kerberos Realm (FNAL.GOV)
This is the primary authentication service for *nix variant systems at Fermilab. Systems using the Kerberos realm can authenticate interactive, network, and batch/cron users.
The service is supported for availability 24 x 7. Certain functions such as, but not limited to, password resets, account creation, etc are only supported during normal Fermilab business hours. Individual servers that make up the service are not supported 24 x 7.
Active Directory (FERMI.WIN.FNAL.GOV Domain)
This is the primary authentication service for Windows systems at Fermilab. FERMI domain members can authenticate interactive, network, and service users.
The service is supported for availability 24 x 7. Certain functions such as, but not limited to, password resets, account creation, etc are only supported during normal Fermilab business hours. Individual servers that make up the service are not supported 24 x 7.
Kerberos Certificate Authority (KCA)
This service provides short lifetime certificates for accessing web resources. Certificates are based on authentication to either the FNAL.GOV Kerberos realm or the FERMI Windows Domain. 
The service is supported for availability 24 x 7. Individual servers that make up the service are not supported 24 x 7.
LDAP Authentication (SERVICES.FNAL.GOV Domain)
Provides a centrally managed LDAP authentication source for web applications
The service is supported for availability 24 x 7. Certain functions such as, but not limited to, password resets, account creation, etc are only supported during normal Fermilab business hours. Individual servers that make up the service are not supported 24 x 7.

[bookmark: _Toc233013667][bookmark: _Toc339384152]LIFECYCLE MANAGEMENT CONTEXT
Plan
The Service owner, along with the customer, will help plan and, if necessary, requisition the proper storage/equipment/software required to meet the customer’s needs and help coordinate requirements with the networking, storage, and backup providers. Any equipment will be fully managed by the service provider. 

Purchase
The Service owner will oversee purchase requisition orders along with the required documentation.  The Service owner will also coordinate with the Building Facilities Managers to ensure that adequate floor space, power and cooling are available for the equipment.  The Service owner will coordinate with procurement, receiving, PREP and the vendor to ensure the proper installation of the equipment into the Fermilab Datacenter(s).

Deploy
Resources will be deployed in accordance to the Plan developed initially by the Service Owner.

Manage
The Service owner will manage and maintain the Authentication systems operating systems and hardware. The Service owner will keep a record of system changes.

Retire/Replace
Hardware will be replaced by the Service owners as part of a normal hardware lifecycle. Any conversions required due to such retirements, will be the responsibility of the Service owner. The Service owner will coordinate with the customer in areas that Authentication systems are located specifically to meet requirements.
Operating system Software and OS management software updates/replacements will be provided by the Service owner as part of normal software updates or bug fixes. 
Costs associated with hardware replacements, conversions, software upgrades/fixes are the responsibility of the Service owner  
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[bookmark: _Toc339384154]CUSTOMER RESPONSIBILTIES
Provide designated points of contact for any services/applications that utilize centralized authentication. These contacts agree to respond to requests for assistance with any issues regarding their service/application in a timely manner in accordance with the Foundation Service Level Agreement for response times.
[bookmark: _Toc339384155]USER RESPONSIBILTIES
The end user is expected to use the Authentication Services as designed and not attempt to circumvent or misuse the service. 
[bookmark: _Toc339384156]SERVICE PROVIDER RESPONSIBILTIES
[bookmark: _Toc339384157]General Responsibilities:
· Provide assistance to customers and users when requested.
· Provide approved authentication services in a reliable and available manner
· Provide all Authentication and Directory services as defined on the Authentication & Directory Services web page.

Maintenance
· Update and maintain any associated services or software to ensure the delivery of the Authentication and Directory Services.

Reporting:
· Provide support metrics/statistics upon request.
· Review and report to the customer any service level breaches or improvement plans.

[bookmark: _Toc212977949][bookmark: _Toc213019256][bookmark: _Toc254867554][bookmark: _Toc254867891][bookmark: _Toc254868129][bookmark: _Toc254868241][bookmark: _Toc254874271][bookmark: _Toc254875698][bookmark: _Toc339384158]COMPUTER SECURITY CONSIDERATIONS
[bookmark: _Toc212977951][bookmark: _Toc213019258][bookmark: _Toc254867556][bookmark: _Toc254867893][bookmark: _Toc254868131][bookmark: _Toc254868243][bookmark: _Toc254874273][bookmark: _Toc254875700]Any service component included in the Authentication Services service will adhere to current Fermilab and DOE Security Policies and Procedures. Refer to the Foundation SLA for details.
[bookmark: _Toc339384159]SERVICE SUPPORT PROCEDURE
[bookmark: _Toc254867557][bookmark: _Toc254867894][bookmark: _Toc254868132][bookmark: _Toc254868244][bookmark: _Toc254874274][bookmark: _Toc254875701][bookmark: _Toc339384160]REQUESTING SERVICE SUPPORT 
Requests for assistance with Authentication Services are made through the standard Service Desk request mechanism as defined in the foundation SLA.
STANDARD ON-HOURS SUPPORT
[bookmark: _Toc254874275]HOURS
[bookmark: _Toc254874276]Authentication Services are supported 24 x 7 as defined in the Foundation SLA.
SUPPORT DETAILS
[bookmark: _Toc254867558][bookmark: _Toc254867895][bookmark: _Toc254868133][bookmark: _Toc254868245][bookmark: _Toc254874277][bookmark: _Toc254875702]Support includes all services that make up the Authentication Services service.
[bookmark: _Toc339384161]STANDARD OFF-HOURS SUPPORT
[bookmark: _Toc254874278]HOURS
[bookmark: _Toc254874279]Authentication Services are supported off hours for issues related to a service outage.  
SUPPORT DETAILS
[bookmark: _Toc254867559][bookmark: _Toc254867896][bookmark: _Toc254868134][bookmark: _Toc254868246][bookmark: _Toc254874280][bookmark: _Toc254875703]The workflow for off-hours support is as follows:
1. Caller leaves request for service on service desk voice mail.  This request includes the mechanism for contacting the user. 
2. Service desk personnel are automatically contacted.
3. Service desk personnel will call user and gather as much detail as possible
4. Service desk personnel will contact the Authentication Service Primary
5. Authentication Service Primary will resolve the issue, contact the user and update them on their request
[bookmark: _Toc339384162]SPECIAL SUPPORT COVERAGE
[bookmark: _Toc230609365][bookmark: _Toc254867560][bookmark: _Toc254867897][bookmark: _Toc254868135][bookmark: _Toc254868247][bookmark: _Toc254874281][bookmark: _Toc254875704]Customers can request additional support be provided on a temporary basis.  These requests must be negotiated and are subject to approval based on the staff available at the time and the nature of the additional support.  An example of such support would be weekend service tests during a high priority project.
Requests for special support coverage should be made no less than 1 week before the date for which the coverage is requested. If the special support request spans longer than 1 week, the requester should increase the lead-time by 1 week for each additional week of support required.
[bookmark: _Toc339384163]SERVICE BREACH PROCEDURES
[bookmark: _Toc212977950][bookmark: _Toc213019257][bookmark: _Toc254867561][bookmark: _Toc254867898][bookmark: _Toc254868136][bookmark: _Toc254868248][bookmark: _Toc254874282][bookmark: _Toc254875705]In event of a service breach, the Service Manager/Service Level Manager, along with the Service Owner and Incident Manager will conduct a full review of the incident to determine the cause of the service breach.  If the cause of the breach was due to the Authentication Service, the Authentication Service Owner will create a service improvement plan to try to prevent a recurrence of the circumstances that caused the breach.  The creation of the service improvement plan may require the mandatory attendance of the customer or a representative for the customer.
Once the cause of the breach and the improvement plan are created, the details of both will be published.
For further detail, refer to Appendix F – Escalation Path.
[bookmark: _Toc339384164]SERVICE TARGET TIMES AND PRIORITIES
[bookmark: _Toc254867562][bookmark: _Toc254867899][bookmark: _Toc254868137][bookmark: _Toc254868249][bookmark: _Toc254874283][bookmark: _Toc254875706][bookmark: _Toc339384165]RESPONSE TIME
[bookmark: _Toc254867563][bookmark: _Toc254867900][bookmark: _Toc254868138][bookmark: _Toc254868250][bookmark: _Toc254874284][bookmark: _Toc254875707]Response time for this service conforms to the response times as documented in the Foundation SLA.
[bookmark: _Toc339384166]RESOLUTION TIME
[bookmark: _Toc254867564][bookmark: _Toc254867901][bookmark: _Toc254868139][bookmark: _Toc254868251][bookmark: _Toc254874285][bookmark: _Toc254875708]Incident Resolution times for this service conform to the response times as documented in the Foundation SLA.
[bookmark: _Toc339384167]INCIDENT AND REQUEST PRIORITIES 
[bookmark: _Toc254867565][bookmark: _Toc254867902][bookmark: _Toc254868140][bookmark: _Toc254868252][bookmark: _Toc254874286][bookmark: _Toc254875709]Priorities for this service conform to the priorities as documented in the Foundation SLA.
[bookmark: _Toc339384168]CRITICAL INCIDENT HANDLING
[bookmark: _Toc254867566][bookmark: _Toc254867903][bookmark: _Toc254868141][bookmark: _Toc254868253][bookmark: _Toc254874287][bookmark: _Toc254875710][bookmark: _Toc528464564][bookmark: _Toc531588484][bookmark: _Toc149634279][bookmark: _Toc213019260][bookmark: _Toc254867568][bookmark: _Toc254867905][bookmark: _Toc254868143][bookmark: _Toc254868255][bookmark: _Toc254874289][bookmark: _Toc254875712]Critical incident handling for this service conforms to the process documented in the Foundation SLA.
Reminder: The service levels defined in this agreement are in effect during normal operations, in the case of a continuity situation they may change.
[bookmark: _Toc339384169]CUSTOMER REQUESTS FOR SERVICE ENHANCEMENT
[bookmark: _Toc212977953][bookmark: _Toc213019262][bookmark: _Toc254867569][bookmark: _Toc254867906][bookmark: _Toc254868144][bookmark: _Toc254868256][bookmark: _Toc254874290][bookmark: _Toc254875713]Customer requests for enhancement to the Authentication and Directory Services service should be made using the standard Service Desk request mechanism. The Service Owners will respond to requests for service enhancements received with appropriate advance notice within 7 business days.
[bookmark: _Toc339384170]SERVICE CHARGING POLICY
[bookmark: _Toc212977954][bookmark: _Toc213019266][bookmark: _Toc254867570][bookmark: _Toc254867907][bookmark: _Toc254868145][bookmark: _Toc254868257][bookmark: _Toc254874291][bookmark: _Toc254875714]At this time no costs will be charged to the customer for this service.
[bookmark: _Toc339384171]SERVICE MEASURES AND REPORTING

The Service Offering dashboard for Authentication is available in the service desk application under the report section. The dashboard measures each offering for this service against the incident response and resolution times and request response times defined in the Foundation SLA. The dashboard shows performance trending for the Service Offerings on a weekly/monthly/yearly basis.
The Service Offering dashboard is available to Service Owners and Providers, Business Analysts, Process Owners and Senior IT Management.  
Service Level breaches are identified in the service offering dashboard and are monitored by the Service Owners, Incident Manager and Service Level Manager.


[bookmark: _Toc212977957][bookmark: _Toc213019272][bookmark: _Toc233013684][bookmark: _Toc339384172]APPENDIX A: SUPPORTED HARDWARE AND SOFTWARE
[bookmark: _Toc212977956][bookmark: _Toc213019268][bookmark: _Toc233013685]MIT Kerberos Realm: Sun Servers, Solaris, MIT Kerberos
Active Directory (FERMI): Dell Servers, Windows Server
LDAP Service: Dell Servers, Windows Server
KCA Service: Dell Servers, Windows Server, KCA Server
[bookmark: _Toc339384173]APPENDIX B: OLA REVIEW PROCEDURE
[bookmark: _Toc213019269][bookmark: _Toc233013686]The Authentication and Directory Service will be reviewed yearly or when customer requirements dictate.
[bookmark: _Toc213019270][bookmark: _Toc233013687][bookmark: _Toc339384174]APPENDIX C: OPERATIONAL LEVEL AGREEMENT (OLA) CROSS-REFERENCE 

4312 Network Services

[bookmark: _Toc339384175]APPENDIX D: UNDERPINNING CONTRACT (UC) CROSS-REFERENCE 
4594 Facilities Underpinning Contract
Secure Endpoint Contract for Kerberos support.
Secure Endpoint Contract for KCA server support.
Microsoft Premier Support for Windows Operating System support.
[bookmark: _Toc255304211][bookmark: _Toc233013688][bookmark: _Toc339384176]APPENDIX E: TERMS AND CONDITIONS BY CUSTOMER
[bookmark: _Toc255304212][bookmark: _Toc132937801][bookmark: _Toc339384177]E.1	Fermilab
No terms and conditions have been negotiated for this customer.
[bookmark: _Toc255304213][bookmark: _Toc132937802][bookmark: _Toc339384178]E.2	CDF
No terms and conditions have been negotiated for this customer.
[bookmark: _Toc132937803][bookmark: _Toc339384179]E.3	CMS
No terms and conditions have been negotiated for this customer.
[bookmark: _Toc132937804][bookmark: _Toc339384180]E.4	D0
No terms and conditions have been negotiated for this customer.
[bookmark: _Toc339384181]E.5	GRiD 
No terms and conditions have been negotiated for this customer.
[bookmark: _Toc339384182]E.6	MIS
No terms and conditions have been negotiated for this customer.
[bookmark: _Toc339384183]E.6	Accelerator Division
No terms and conditions have been negotiated for this customer.
[bookmark: _Toc339384184]APPENDIX F: ESCALATION PATH
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