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Service offerings:
1. Kerberos
2. Active Directory
3. LDAP
Availability Management:
1. What are the underpinning services that this service depends upon? (For example, network and authentication.)
Facilities (FCC, Wilson Hall, LCC, GCC)
Network
Service Desk
KCA Self Service password reset tool.  (Marc Mengel), Linux Server Team
External Vendors:
Dell Managed Service – Server Hardware Support
Microsoft Premier Service – Operating System Support
Secure End Points – Application support

2. Do the SLAs or OLAs of those underpinning services support your SLA?
Wilson Hall and LCC are 8x5 data centers but risk is mitigated.  See risk information below.
No formal agreement with Marc Mengel, although historically he has provided service when needed.
All external services provided under contract that support intended service level targets.

3. If not, what steps have been taken to insure the required availability of your service? Has the probability of common failure of redundant underpinning services been examined?
Datacenters have an explicitly lower level of availability in some cases (WH, LCC) than committed.

The above risks are mitigated by redundant/resilient infrastructure build across redundant facilities / infrastructure (reference architecture diagram) and stocking spares.

4. Have the service owners of those underpinning services agreed to your requirements? Have you negotiated an OLA? Do you have a contact person documented for each underpinning service?
· Yes. 
· No. (Facilities, Networking, although there is existing UC and SLA, respectively)
· Yes. Contact people are documented in the minor application plans.
5. (v.1) Does your service require backup of data to storage?
No.  But we do maintain backups.  There are redundant systems that stay in sync and all systems are backed up using Backup Exec software.
(v.2) Does your service have a maintenance window? Is the service available during maintenance?

Yes. 
· Kerberos:  2nd Thursday of each month at 0700. Authentication is available, but no new users or password changes during part of the maintenance window.
· Active Directory:  16 days after the 2nd Tuesday of each month during the work day. The service is available during maintenance.
· LDAP:  9 days after the 2nd Tuesday of each month at 0700. The service is available during maintenance.
      All services are available during maintenance.

6. Has a system architecture document been created that can be referenced?
Yes
7. Have the above been documented and reviewed by the Availability Manager?
Yes.
 

Risks (to be filled out by the Availability Manager):
1. Single point of failure for Kerberos infrastructure knowledge.
2. Single point of failure for KCA Self Service Password reset tool. 
3. Security Risks are identified in the Security Risk assessment
Recommendations (to be filled out by the Availability Manager):
1. Hire someone, cross training and documentation but this is tough, really requires detailed training.
2. Project to put in place a commercial tool needs to occur to fully mitigate this risk.
3. Ensure that security risk is mitigated in the security risk assessment.
Decisions (to be filled out by the Service Owner, Availability Manager and the Service Manager):
1. Have open job requisition and are interviewing candidates. 
2. Project for KCA self service password tool replacement is on-going.
3. For security risks, rely on the risk mitigation strategies identified in the Security Risk assessment.
Next Review Date:	May, 2013
Availability Assessment Questionnaire v.1 2012-01-10
