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	This document is under the Change Management Control Policy.

	Description
	Service Level Agreement for Central Web Service
This document describes the elements of the Central Web Service 

	Purpose
	The document outlines the description of the service and the responsibilities of the Service Owner as well as the Customer and User.
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This Service Level Agreement (“SLA”) for Central Web Hosting  with Fermilab users, employees and contractors documents:
· The service levels provided for the Central Web Hosting Service
· The responsibilities of the Service Owner/Service providers , Customers, and Users
· Specific terms and conditions relative to the standard Service Offering.
The service levels defined in this agreement are in effect during normal operations, in the case of a continuity situation they may change.
NOTE: For the purposes of this document, Customer refers to the organization which requests and receives the service; User refers to those individuals within the customer organization who access the service on a regular basis.
[bookmark: _Toc254867552][bookmark: _Toc254867889][bookmark: _Toc254868127][bookmark: _Toc254868239][bookmark: _Toc254874269][bookmark: _Toc254875696][bookmark: _Toc342366321]SERVICE OVERVIEW
[bookmark: _Toc212977948][bookmark: _Toc213019255][bookmark: _Toc233013661]Provides employees and visitors with enterprise web sites for any group or experiment at the laboratory. Basic site includes up to 8GB of space, registration on the Internet, and site configuration and system maintenance.
[bookmark: _Toc342366322]SERVICE DESCRIPTION
Provide an Enterprise-level web service on Apache and IIS Web Servers.
The following are the service owners and primary service providers associated with this SLA. 
	Name
	Title
	E-Mail
	Telephone

	Tom Ackenhusen
	ESO Department Head
	tachenhu@fnal.gov
	3277

	Peter J. Rzeminski II
	Web Services Service Owner
	ptr@fnal.gov
	5524

	Paul Lauss
	Central Web Services Architect
	plauss@fnal.gov
	

	John Konc
	IIS Web Services Administrator & Plone Services Administrator
	kevinh@fnal.gov
	2068

	John Inkmann
	Central Web Services
	Inkmann@fnal.gov
	



[bookmark: _Toc233013663][bookmark: _Toc342366323]SERVICE OFFERINGS
[bookmark: _Toc233013664]STANDARD OFFERING
Central Web Hosting Service  for the lab. The offerings that make up this service are
· Apache Central Web Server - Shared Virtual Host
· Content served on Port 80.  Port 443 (SSL) is available upon request.
· Initial quota of 200MB, up to a max of 8GB, on AFS-based storage.
· Access to PERL & Python for low-utilization CGI scripts
· Access to PHP for low-utilization scripts running per the terms of the PHP Baseline
· Availability of Apache Server Side Includes (SSI) functions
· IIS Central Web Server
· Content served on Port 80.  Port 443 (SSL) is available upon request.
· Initial quota of 200MB, up to a max of 8GB on BlueArc-based storage
· Access to PERL, Python, ASP, & .NET for low-utilization CGI scripts
· Availability of Apache Server Side Includes (SSI) functions
· AFS based content storage for maximum reliability.
· Central Plone Service
· Specialized content management service, available only upon special request and approval.
· Secure Certificate (SSL) for fnal.gov
· A Wildcard Certificate for the fnal.gov domain
· Certificate is valid between Feb 2013 and Feb 2016.
· Available to all Fermilab-based servers upon special request and approval
· Centrally managed email submission form
· Customized and secured version of FormMail with built-in CAPTCHA filtering.
· Available to Fermilab-based websites upon special request.
 OFFERINGS SPECIFICALLY NOT SUPPORTED
· The following types of software, forms of access, and functions are specifically not supported on the Central Web Service:
· Any form of Wiki software not run from within Plone
· Any form of Web Log (“Blog”) Software
· Any form of Content Management Software
· Any form of Bulletin Board software
· Any form of software that uses the SERVICES Domain to authenticate the user to the website
· Any form of CVS and/or SVN software
· Inbound or outbound FTP and/or SSH access to any of the Central Web Servers
· Serving content on any port other than port 80 and/or 443
· Any script that causes an load to the server that impacts the service quality of the other site owners on that same service
· Anything else as determined by management

[bookmark: _Toc233013666] OFFERING COSTS
All Web Services are offered for free within the limits of the described service.  In the case where additional storage is required please contact the Service Owner. Negations for storage will be coordinated with the storage service owner.
 
Access to the fnal.gov secure certificate is offered free of charge to any Fermilab website managed on the Central Web Service.
Access to the non-fnal.gov certificate is available at a cost determined by our 3rd party vendor.  Please contact the Service Owner for the current costs.

[bookmark: _Toc233013667][bookmark: _Toc342366324]LIFECYCLE MANAGEMENT CONTEXT
· Requests for a new webserver is submitted via the designated form on the Computing Sector Website
· The user will define the initial parameters of what they require for their website
· The requestor’s supervisor will be responsible for acknowledging the request by their subordinate for a new website
· The Central Web Service Administrators will review the website request and approve or deny the request based on what is being asked for and the resources available as compared to what is being requested
· The list of website owners will be audited once a year; website owners must respond and acknowledge/update the information or the website will be taken offline after a set period of time.
· When a website is decommissioned, the content will be archived in a pre-determined manner and the vhost disabled at the server level.  After 90 days, it will then be removed from the configuration files.
[bookmark: _Toc503156628][bookmark: _Toc503156692][bookmark: _Toc503156743][bookmark: _Toc503671483][bookmark: _Toc503674438][bookmark: _Toc504366410][bookmark: _Toc504449142][bookmark: _Toc506001052][bookmark: _Toc513861516][bookmark: _Toc513861657][bookmark: _Toc513861770][bookmark: _Toc514138105][bookmark: _Toc515072829][bookmark: _Toc518798641][bookmark: _Toc518806023][bookmark: _Toc518806337][bookmark: _Toc518806458][bookmark: _Toc518806511][bookmark: _Toc518806703][bookmark: _Toc518806859][bookmark: _Toc520512726][bookmark: _Toc520512799][bookmark: _Toc520512896][bookmark: _Toc520513024][bookmark: _Toc520513111][bookmark: _Toc520513167][bookmark: _Toc520513213][bookmark: _Toc520513583][bookmark: _Toc523638670][bookmark: _Toc523639930][bookmark: _Toc523639955][bookmark: _Toc527341341][bookmark: _Toc528462982][bookmark: _Toc528464562][bookmark: _Toc531588482][bookmark: _Toc149634277][bookmark: _Toc213019263][bookmark: _Toc254867553][bookmark: _Toc254867890][bookmark: _Toc254868128][bookmark: _Toc254868240][bookmark: _Toc254874270][bookmark: _Toc254875697][bookmark: _Toc342366325][bookmark: _Toc503156629][bookmark: _Toc503156693][bookmark: _Toc503156744][bookmark: _Toc503671484][bookmark: _Toc503674439][bookmark: _Toc504366411] RESPONSIBILITIES
The Foundation SLA references Fermilab Computer Use and Security policies. The service should reference specific responsibilities or issues here.
[bookmark: _Toc342366326]CUSTOMER RESPONSIBILTIES
· Responsible for users that report to the customer thru line management.
[bookmark: _Toc342366327]USER RESPONSIBILTIES
· Follow all policies as stated within the currently approved Web Service Policy Document
· Respond to the annual Web Server Audit.
· Inform the Web Service Managers when a change of ownership occurs with the website.
· AFS Group are created to manage the access rights to any given website that uses AFS for its file system.  The site owners, and only the site owners, are responsible for managing the membership of those groups.  Any requests to modify the membership of a group must be handled by the site owners as they are ultimately responsible for the content of their website.  The Service Provider is not responsible for any such requests and will forward them to the site owners to be handled.
· The site owner is responsible for monitoring the content of their website and ensuring that nothing is posted that violates the standard Fermilab terms of Service

[bookmark: _Toc342366328]SERVICE PROVIDER RESPONSIBILTIES
· Maintain a 99.99% availability on the Central Web Service where all dependent services are available and not impacting access to the service.
· Configure and make available the requested website within 2 business days of receiving the approval of the requesters supervisor.
· Patch the web server software within 60 days of a new release or within the time allocated by Security when the patch is made mandatory.

[bookmark: _Toc212977949][bookmark: _Toc213019256][bookmark: _Toc254867554][bookmark: _Toc254867891][bookmark: _Toc254868129][bookmark: _Toc254868241][bookmark: _Toc254874271][bookmark: _Toc254875698][bookmark: _Toc342366329]COMPUTER SECURITY CONSIDERATIONS
Refer to the Foundation SLA.
[bookmark: _Toc212977951][bookmark: _Toc213019258][bookmark: _Toc254867556][bookmark: _Toc254867893][bookmark: _Toc254868131][bookmark: _Toc254868243][bookmark: _Toc254874273][bookmark: _Toc254875700][bookmark: _Toc342366330]SERVICE SUPPORT PROCEDURE
[bookmark: _Toc254867557][bookmark: _Toc254867894][bookmark: _Toc254868132][bookmark: _Toc254868244][bookmark: _Toc254874274][bookmark: _Toc254875701][bookmark: _Toc342366331]REQUESTING  SERVICE SUPPORT 
Refer to the Foundation SLA
[bookmark: _Toc342366332]STANDARD ON-HOURS SUPPORT
8x5 as defined in the Foundation SLA.
[bookmark: _Toc254874275]HOURS
8x5, Monday – Friday, excluding Lab Holidays.
[bookmark: _Toc254874276]SUPPORT DETAILS
[bookmark: _Toc254867558][bookmark: _Toc254867895][bookmark: _Toc254868133][bookmark: _Toc254868245][bookmark: _Toc254874277][bookmark: _Toc254875702]Standard Service Hours match those of the Fermilab Service Desk.
[bookmark: _Toc342366333]STANDARD OFF-HOURS SUPPORT
[bookmark: _Toc254874278]HOURS
[bookmark: _Toc254874279]24x7 as defined in the base SLA.
SUPPORT DETAILS
[bookmark: _Toc254867559][bookmark: _Toc254867896][bookmark: _Toc254868134][bookmark: _Toc254868246][bookmark: _Toc254874280][bookmark: _Toc254875703]Off-Hour service follows those of the Fermilab Service Desk. Refer to Foundation SLA text on critical incident handling.
[bookmark: _Toc342366334]SPECIAL SUPPORT COVERAGE
[bookmark: _Toc230609365][bookmark: _Toc254867560][bookmark: _Toc254867897][bookmark: _Toc254868135][bookmark: _Toc254868247][bookmark: _Toc254874281][bookmark: _Toc254875704] None supported at this time.
[bookmark: _Toc342366335]SERVICE BREACH PROCEDURES
Refer to the Foundation SLA.
[bookmark: _Toc212977950][bookmark: _Toc213019257][bookmark: _Toc254867561][bookmark: _Toc254867898][bookmark: _Toc254868136][bookmark: _Toc254868248][bookmark: _Toc254874282][bookmark: _Toc254875705][bookmark: _Toc342366336]SERVICE TARGET TIMES AND PRIORITIES
[bookmark: _Toc254867562][bookmark: _Toc254867899][bookmark: _Toc254868137][bookmark: _Toc254868249][bookmark: _Toc254874283][bookmark: _Toc254875706][bookmark: _Toc342366337]RESPONSE TIME
Please see the Foundation SLA
[bookmark: _Toc254867563][bookmark: _Toc254867900][bookmark: _Toc254868138][bookmark: _Toc254868250][bookmark: _Toc254874284][bookmark: _Toc254875707][bookmark: _Toc342366338]RESOLUTION TIME
The Core Computing Division’s subject matter expert or other knowledgeable staff member will respond to the Customer’s incident or request based upon the priority table outlined in the Foundation SLA.
[bookmark: _Toc254867564][bookmark: _Toc254867901][bookmark: _Toc254868139][bookmark: _Toc254868251][bookmark: _Toc254874285][bookmark: _Toc254875708][bookmark: _Toc342366339]INCIDENT AND REQUEST PRIORITIES 
Refer to the Foundation SLA
[bookmark: _Toc254867565][bookmark: _Toc254867902][bookmark: _Toc254868140][bookmark: _Toc254868252][bookmark: _Toc254874286][bookmark: _Toc254875709][bookmark: _Toc342366340]CRITICAL INCIDENT HANDLING
[bookmark: _Toc528464564][bookmark: _Toc531588484][bookmark: _Toc149634279][bookmark: _Toc213019260][bookmark: _Toc254867568][bookmark: _Toc254867905][bookmark: _Toc254868143][bookmark: _Toc254868255][bookmark: _Toc254874289][bookmark: _Toc254875712]Refer to the Foundation SLA.
Reminder: The service levels defined in this agreement are in effect during normal operations, in the case of a continuity situation they may change.
[bookmark: _Toc342366341] CUSTOMER REQUESTS FOR SERVICE ENHANCEMENT
[bookmark: _Toc212977953][bookmark: _Toc213019262][bookmark: _Toc254867569][bookmark: _Toc254867906][bookmark: _Toc254868144][bookmark: _Toc254868256][bookmark: _Toc254874290][bookmark: _Toc254875713]Refer to the Foundation SLA.
[bookmark: _Toc342366342]SERVICE CHARGING POLICY
[bookmark: _Toc212977954][bookmark: _Toc213019266][bookmark: _Toc254867570][bookmark: _Toc254867907][bookmark: _Toc254868145][bookmark: _Toc254868257][bookmark: _Toc254874291][bookmark: _Toc254875714]Refer to the Foundation SLA
[bookmark: _Toc342366343]SERVICE MEASURES AND REPORTING
The Service Offering dashboard for the Central Web Hosting Service is available in the service desk application under the report section. The dashboard measures each offering for this service against the incident response and resolution times and request response times defined in the Foundation SLA. The dashboard shows performance trending for the Service Offerings on a weekly/monthly/yearly basis.
The Service Offering dashboard is available to Service Owners and Providers, Business Analysts, Process Owners and Senior IT Management.  
Service Level breaches are identified in the service offering dashboard and are monitored by the Service Owners, Incident Manager and Service Level Manager.


[bookmark: _Toc212977957][bookmark: _Toc213019272][bookmark: _Toc233013684][bookmark: _Toc342366344]APPENDIX A: SUPPORTED HARDWARE AND SOFTWARE
Hardware support is not applicable.
Software Support is as follows:
· Apache 2.2.x
· IIS 7.x
· Plone 3.x
[bookmark: _Toc212977956][bookmark: _Toc213019268][bookmark: _Toc233013685][bookmark: _Toc342366345]APPENDIX B: SLA REVIEW PROCEDURE
[bookmark: _Toc213019270][bookmark: _Toc233013687][bookmark: _Toc213019269][bookmark: _Toc233013686]The following steps will be conducted on at least an annual basis. The Site Owner(s) , Service Owner, or Service Level Manager may request additional reviews as necessary.
· At least one month prior to the expiration of this agreement, the Site Owner(s) will be sent notification via email requesting that a face-to-face review be conducted between the Service Owner and the Customer regarding the web Hosting service.
· During the review, the Customer may negotiate changes to the Web Support Service Level Agreement with the Web Service Owner.  Requests for changes are subject to approval based on the limitations of resources from the Web Support Service, a supporting organization, funding and effort available.
· If additional meetings are required, those meetings will be held as necessary in order to renew the SLA prior to expiration.
· Upon agreement, all concerned parties will sign the document and renew the agreement for a period no more than 1 year.
[bookmark: _Toc342366346]APPENDIX C: OPERATIONAL LEVEL AGREEMENT (OLA) CROSS-REFERENCE 
Network Attached Storage SLA
Virtual Servicer Hosting Service OLA
IT Server Hosting Service OLA
Datacenter OLA
[bookmark: _Toc342366347]APPENDIX D: UNDERPINNING CONTRACT (UC) CROSS-REFERENCE 
N/A
[bookmark: _Toc255304211][bookmark: _Toc233013688][bookmark: _Toc342366348]APPENDIX E: TERMS AND CONDITIONS BY CUSTOMER
None defined at this time




[bookmark: _Toc342366349]APPENDIX F: ESCALATION PATH
[bookmark: _Toc255372747][bookmark: _Toc176148663][bookmark: _Toc233014578]This section outlines the Escalation Path to be followed when there is an SLA Breach, an OLA Breach, or a reported Service Incident, and agreement cannot be reached as to the root cause or resolution.  It is a combination of functional and hierarchical escalation, and its purposes are to ensure the restoration of service in a timely manner and to allow for the triggering of the CSIP process to prevent further recurrences of the incident or problem. This section outlines the Escalation Path to be followed when there is an SLA Breach, an OLA Breach, or a reported Service Incident, and agreement cannot be reached as to the root cause or resolution.  It is a combination of functional and hierarchical escalation, and its purposes are to ensure the restoration of service in a timely manner and to allow for the triggering of the CSIP process to prevent further recurrences of the incident or problem.






[bookmark: _Toc342366351]APPENDIX G: ITIL PROCESSES ACROSS SERVICE BOUNDARIES
[This section defines how the services will work together to execute ITIL processes across the service boundaries, if and only if there are variations or unexpected responsibilities compared to the overall ITIL process definitions. Perhaps there is some historical variation to capture, or an explicit agreement to blur service boundaries to make more efficient use of resources or talents. The list below is a suggestion of topics to consider. Include only those areas needed.]
[bookmark: _Toc255372748][bookmark: _Toc342366352]G.1	INCIDENT MANAGEMENT
[bookmark: _Toc255372749][bookmark: _Toc342366353]G.2	PROBLEM MANAGEMENT
[bookmark: _Toc255372750][bookmark: _Toc342366354]G.3	CHANGE MANAGEMENT
[bookmark: _Toc255372751][bookmark: _Toc342366355]G.4	RELEASE MANAGEMENT
[bookmark: _Toc255372752][bookmark: _Toc342366356]G.5	CONFIGURATION MANAGEMENT
[bookmark: _Toc255372753][bookmark: _Toc342366357]G.6	CAPACITY MANAGMENT
[bookmark: _Toc255372754][bookmark: _Toc342366358]G.7	AVAILABILITY MANAGEMENT
[bookmark: _Toc255372755][bookmark: _Toc342366359]G.8	SERVICE LEVEL MANAGEMENT
[bookmark: _Toc255372756][bookmark: _Toc342366360]G.9	SUPPLIER MANAGEMENT
[bookmark: _Toc255372757][bookmark: _Toc342366361]G.10	SERVICE CONTINUITY MANAGEMENT
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