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Abstract: 	A guide on configuring the KDC search order in your krb5.conf for optimal performance on Scientific Linux Fermi


Overview

The KDC infrastructure at Fermilab is a distributed environment consisting of a primary KDC (master) located in FCC and numerous secondary KDCs (slave) scattered throughout the site. Any KDC can be used to authenticate a user.

Search Order

The KDCs that a system uses to authenticate a user are configured in the file /etc/krb5.conf. This file sets the search order for KDCs and is distributed as part of the Scientific Linux package distribution. This file can be edited by the system administrator to set a search order that uses local KDC before the primary KDC. There is also logic in the packages that are used to update the krb5.conf file that allows local changes to be maintained.

The search list can be found in the FNAL.GOV definition in the realms section of the file.

[realms]
FNAL.GOV = {
#BEGINTAG-KDCLIST
kdc = krb-fnal-1.fnal.gov:88
kdc = krb-fnal-2.fnal.gov:88
kdc = krb-fnal-fcc3.fnal.gov:88
kdc = krb-fnal-3.fnal.gov:88
kdc = krb-fnal-4.fnal.gov:88
kdc = krb-fnal-enstore.fnal.gov:88
kdc = krb-fnal-fg1.fnal.gov:88
kdc = krb-fnal-fg2.fnal.gov:88
kdc = krb-fnal-cms188.fnal.gov:88
kdc = krb-fnal-cms204.fnal.gov:88
kdc = krb-fnal-d0online.fnal.gov:88
kdc = krb-fnal-cdfonline.fnal.gov:88
kdc = krb-fnal-soudan.fnal.gov:88
#ENDTAG-KDCLIST
master_kdc = krb-fnal-admin.fnal.gov:88
admin_server = krb-fnal-admin.fnal.gov
default_domain = fnal.gov
}

The system administrator can set the search list by changing the order of the KDCs in this file. To make the change "stick" between Kerberos configuration updates follow the instructions in the /etc/krb5.conf file.

# HowTo for System Administrators: Using a local KDC search
# list, useful if a semi-dedicated Slave KDC is located in
# your subnets.  Re-order the FNAL.GOV KDC list located
# between the #BEGINTAG/#ENDTAG lines.  Then save this
# section of krb5.conf as the file /etc/krb5.kdclist
# (inlcuding the #BEGINTAG/#ENDTAG lines) to preserve
# this KDC order during future krb5.conf upgrades.

KDCs local to the server should be used for all authentication purposes unless cryptocard authentication is necessary. If a local secondary KDC is used for cryptocard access the challenges will recycle every time the database is reloaded (something that occurs several times a day)

Sample configurations for systems not requiring Cryptocard support. 

Remember – if you alter the KDC search order in /etc/krb5.conf save a copy of the search order (including the #BEGIN and END tags) to /etc/krb5.kdclist

General Purpose Systems
#BEGINTAG-KDCLIST
kdc = krb-fnal-fcc3.fnal.gov:88
kdc = krb-fnal-3.fnal.gov:88
kdc = krb-fnal-4.fnal.gov:88
kdc = krb-fnal-enstore.fnal.gov:88
kdc = krb-fnal-fg1.fnal.gov:88
kdc = krb-fnal-fg2.fnal.gov:88
kdc = krb-fnal-cms188.fnal.gov:88
kdc = krb-fnal-cms204.fnal.gov:88
kdc = krb-fnal-d0online.fnal.gov:88
kdc = krb-fnal-cdfonline.fnal.gov:88
kdc = krb-fnal-1.fnal.gov:88
kdc = krb-fnal-2.fnal.gov:88
kdc = krb-fnal-soudan.fnal.gov:88
#ENDTAG-KDCLIST

CDF Systems

#BEGINTAG-KDCLIST

kdc = krb-fnal-cdfonline.fnal.gov:88
kdc = krb-fnal-fcc3.fnal.gov:88
kdc = krb-fnal-3.fnal.gov:88
kdc = krb-fnal-4.fnal.gov:88
kdc = krb-fnal-enstore.fnal.gov:88
kdc = krb-fnal-fg1.fnal.gov:88
kdc = krb-fnal-fg2.fnal.gov:88
kdc = krb-fnal-cms188.fnal.gov:88
kdc = krb-fnal-cms204.fnal.gov:88
kdc = krb-fnal-d0online.fnal.gov:88
kdc = krb-fnal-1.fnal.gov:88
kdc = krb-fnal-2.fnal.gov:88
kdc = krb-fnal-soudan.fnal.gov:88
#ENDTAG-KDCLIST

D0 Systems

#BEGINTAG-KDCLIST
kdc = krb-fnal-d0online.fnal.gov:88
kdc = krb-fnal-fcc3.fnal.gov:88
kdc = krb-fnal-3.fnal.gov:88
kdc = krb-fnal-4.fnal.gov:88
kdc = krb-fnal-enstore.fnal.gov:88
kdc = krb-fnal-fg1.fnal.gov:88
kdc = krb-fnal-fg2.fnal.gov:88
kdc = krb-fnal-cms188.fnal.gov:88
kdc = krb-fnal-cms204.fnal.gov:88
kdc = krb-fnal-cdfonline.fnal.gov:88
kdc = krb-fnal-1.fnal.gov:88
kdc = krb-fnal-2.fnal.gov:88
kdc = krb-fnal-soudan.fnal.gov:88
#ENDTAG-KDCLIST

FermiGrid Systems

#BEGINTAG-KDCLIST
kdc = krb-fnal-fg1.fnal.gov:88
kdc = krb-fnal-fg2.fnal.gov:88
kdc = krb-fnal-fcc3.fnal.gov:88
kdc = krb-fnal-3.fnal.gov:88
kdc = krb-fnal-4.fnal.gov:88
kdc = krb-fnal-enstore.fnal.gov:88
kdc = krb-fnal-cms188.fnal.gov:88
kdc = krb-fnal-cms204.fnal.gov:88
kdc = krb-fnal-d0online.fnal.gov:88
kdc = krb-fnal-cdfonline.fnal.gov:88
kdc = krb-fnal-1.fnal.gov:88
kdc = krb-fnal-2.fnal.gov:88
kdc = krb-fnal-soudan.fnal.gov:88
#ENDTAG-KDCLIST

Enstore Systems

#BEGINTAG-KDCLIST
kdc = krb-fnal-enstore.fnal.gov:88
kdc = krb-fnal-fcc3.fnal.gov:88
kdc = krb-fnal-3.fnal.gov:88
kdc = krb-fnal-4.fnal.gov:88
kdc = krb-fnal-fg1.fnal.gov:88
kdc = krb-fnal-fg2.fnal.gov:88
kdc = krb-fnal-cms188.fnal.gov:88
kdc = krb-fnal-cms204.fnal.gov:88
kdc = krb-fnal-d0online.fnal.gov:88
kdc = krb-fnal-cdfonline.fnal.gov:88
kdc = krb-fnal-1.fnal.gov:88
kdc = krb-fnal-2.fnal.gov:88
kdc = krb-fnal-soudan.fnal.gov:88
#ENDTAG-KDCLIST

CMS Systems

#BEGINTAG-KDCLIST
kdc = krb-fnal-cms188.fnal.gov:88
kdc = krb-fnal-cms204.fnal.gov:88
kdc = krb-fnal-fcc3.fnal.gov:88
kdc = krb-fnal-3.fnal.gov:88
kdc = krb-fnal-4.fnal.gov:88
kdc = krb-fnal-enstore.fnal.gov:88
kdc = krb-fnal-fg1.fnal.gov:88
kdc = krb-fnal-fg2.fnal.gov:88
kdc = krb-fnal-d0online.fnal.gov:88
kdc = krb-fnal-cdfonline.fnal.gov:88
kdc = krb-fnal-1.fnal.gov:88
kdc = krb-fnal-2.fnal.gov:88
kdc = krb-fnal-soudan.fnal.gov:88
#ENDTAG-KDCLIST

Soudan Mine Systems

#BEGINTAG-KDCLIST
kdc = krb-fnal-soudan.fnal.gov:88
kdc = krb-fnal-fcc3.fnal.gov:88
kdc = krb-fnal-3.fnal.gov:88
kdc = krb-fnal-4.fnal.gov:88
kdc = krb-fnal-enstore.fnal.gov:88
kdc = krb-fnal-fg1.fnal.gov:88
kdc = krb-fnal-fg2.fnal.gov:88
kdc = krb-fnal-cms188.fnal.gov:88
kdc = krb-fnal-cms204.fnal.gov:88
kdc = krb-fnal-d0online.fnal.gov:88
kdc = krb-fnal-cdfonline.fnal.gov:88
kdc = krb-fnal-1.fnal.gov:88
kdc = krb-fnal-2.fnal.gov:88
#ENDTAG-KDCLIST

If there are systems that require Cryptocard support then the master KDC, krb-fnal-1.fnal.gov:88, needs to be the first entry on the list. The number of systems that are configured this way should be as small as possible to allow for the master KDC to function properly. This is particularly true for systems on which automated (or batch) processes use a large number of Kerberos tickets.


