Authorization for Network Blocking

This letter authorizes __Keith Chadwick  to request Network Traffic Termination (‘Network Blocks")
of the FNAL Networking Group or FNAL Networking Group delegated process or tools without
individual case approval by the FNAL Computer Security Board or Fermilab Computer Security
Coordinator. Authorization to request 'Network Blocks' are limited to the following:

Site Network Close Block, Individual Machine
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Site Network Border Block, Individual Machine
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Internet Border Block, Individual Machine
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These 'Network Blocks’ are to be requested only in the cases of incident response of compromised
machine, approved policy or baseline scanning of vulnerable machine or immediate threat of increased
risk to the FNAL GCE or FNAL OSE.

'Network Blocks' are to be requested via only approved mechanisms:
— Tlssue event tracking system
— Notification to FNAL Networking Group with a corresponding Service Desk ticket

Any other 'Network Block' requests not defined within this authorization must be approved by the
FNAL Computer Security Board and/or Fermilab Computer Security Coordinator.

The period of authorization is valid from __11/18/2011 to __11/18/2012
@/\ A‘L [/ 7t Vi [[
Authorizing Authority: {
Computer Security Manager Date

Authorization Grantee:
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Signature

FINAL Computer Security

09/26/2011



