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	1. General

	Description
	This Process and Procedure document is the basis underlying the implementation of Configuration Management as a part of the overall ISO 20000 Deployment Project for Fermi National Accelerator Laboratory

	Purpose
	The purpose of this document is to describe the top-level Configuration Management process and define the activities for each sub-process area. Five sub-process areas make up the Configuration Management Process as described later in this document.  

	Applicable to
	This document applies to all CS personnel involved in the delivery of services.

	Supersedes
	No Previous Versions

	Document Owner
	Configuration Manager
	Owner Org
	FNAL Computing Sector

	Effective Dates
	07/07/2009
	Revision Date
	Annually


	Version History

	Version
	Date
	Author(s)
	Change Summary

	1.0
	11/12/2009
	David Cole - Plexent
	Initial Approved Version

	1.1
	12/20/2011
	Tim Currie – Service Manager
	

	2.0
	12/27/2011
	Tim Currie – Service Manager
	Revised – Approved (CHG000000003328)

	3.0
	08/31/2012
	Jack Schmidt –Service Level Manager
	Revised. Updated to match current process.

	3.1
	11/28/2012
	Jack Schmidt
	Revised. Standardized KPI format
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	Introduction

	General Introduction

	Configuration Management is the discipline that identifies, records, controls and reports on the IT infrastructure components such as hardware, software, documentation, services, personnel and any other items (known as Configuration Items-CI’s) and verifies the completeness and correctness of the configuration items.
The benefits of an effective and efficient Configuration Management Process include:
· Provides accurate IT infrastructure information to stakeholders,
· Monitors and controls IT infrastructure,
· Provides a foundation for Incident Management, Problem Management, Change Management, and Release Management,
· Accounts for all IT assets, configurations and their relationships,
· Verifies the configuration item records against infrastructure,
· Provides an underpinning in terms of accurate information on the IT infrastructure to all of the other ITSM processes,
· Provides a comfort level to the business in terms of assets and expenditures at an accurate level,
· Assists in the process of Business Impact Analysis with regard to the ITSM processes.



	CONFIGURATION  MANAGEMENT Policies

	Configuration Management Policies

	The policies for Configuration Management are as follows:

· The final step in any approved change will be an update and verification of the CMDB. The Configuration Manager will oversee the verification of CIs in the change record.
· Access to the CMDB will be restricted according to business requirement needs.

· All defined assets comprising the end to end delivery of defined Services will be documented in the CMDB. Note: Defined assets are those which have been approved by the organization as being necessary to control and track for Services covered under ISO20000 certification.
· The CMDB will maintain asset and configuration information to support internal and external IT Service Management and functional stakeholders.

· The Configuration Management process will remain fluid in terms of identified process improvement opportunities and will be continually improved and optimized over time.

· Configuration Management will provide accurate configuration information to the organization and will ensure that discrepancies are corrected when found. Typically this will involve notification to the Asset Manager.
· All changes documented within the CMDB are required to result from RFCs managed through the Change Management process, or through approved automated discovery, update and audit methods that can be verified. (See Appendix A – Relationship to Other Documents)
· Retired CIs should be retained within the CMDB and have their status updated. 


	


	Configuration Management Process Flow
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	Configuration Management Process Roles and Responsibilities

	Role
	Responsibilities

	Configuration Manager
	· Has overall responsibility for Configuration Management policies and procedures
· Has overall responsibility for Configuration Management process

· Evaluates Configuration Management Database (CMDB)

· Assists auditors in the review of Configuration Management compliance 

· Enforces Configuration Management policies

· Ensures interfaces take place with other ITSM processes, internal functions and external suppliers



	Configuration Management Analyst

Configuration Management Analyst
	· Helps create a Federated CMDB
· Receives details of proposed Major Change (RFC)

· Evaluates whether the information contained in the RFC is sufficient for the purposes of a Configuration Management impact analysis

· Uses the CMDB to review the RFC for potential impact to other CIs, Relationships, and Baselines

· Submits a request to add the RFC to the Federated Database Review Meeting agenda for discussion if necessary

· Completes a CI Impact Analysis 

· Registers the CI in the CMDB
· Defines and Tests CI Relationships

· Successful identification and validation of a new CI

· Receives details of Implemented Change 

· Updates the CMDB after successful change implementation

· Assists the SME with validation of changes to determine their impact on the CMDB
· Work together to understand what changes need to be made to existing Baselines, whether a new Baseline is required, whether an increment to an existing Baseline is needed etc.

· Evaluates the RFC to determine the impact on existing Baselines

· Documents impact analysis

· Decides whether Baseline is impacted

· Decides if a re-Baselining is necessary

· Manages Configuration Baselines

· Identifies and documents all CIs comprising a given Baseline

· Contributes to impact analysis

· Works with SME to understand what changes need to be made to existing Baselines, whether a new Baseline is required, whether an increment to an existing Baseline is needed etc.

· Documents new/amended Baselines as required

· Documents the Baseline changes and increments the version

· Creates a new Baseline if required

· Reviews the relationships of the CI to be retired. Active CI Relationships must be resolved before a CI can be Retired

· Updates the CMDB to retire a CI

· Manages the recording, retrieval and consolidation of the current configuration status and the status of all preceding configurations to confirm information correctness, timeliness, integrity and security

· Performs the Configuration audit to check that the physical IT environment matches the contents of the CMDB
· Confirms any discrepancy between the CMDB and the IT environment in terms of CI Status as discovered during the Status Accounting procedure

· Ensures the discrepancy is fully documented and reported

· Undertakes actions to resolve the discrepancy

· Conducts the Audit at defined control points to check that the physical inventory matches the contents of the CMDB
· Validates the contents of the CMDB against the physical inventory

· Compares the last validated Baseline to the current environment

· Creates the Audit Report

· Analyzes audit findings to determine if the unauthorized change is valid or whether it should be backed-out

· Determines whether a reconciliation rule exists for the documented discrepancy

· Updates the Discrepancy Report with findings

· Arranges the submission of a RFC if necessary

· Works to discover how the discrepancy came to exist and reports on any unauthorized changes discovered

· Produces and distributes required reports

	Subject Matter Expert (SME)


	· Helps Create a Federated CMDB
· Registers the CI in the Data Source of Record
· Updates the Data Source of Record after successful change implementation

· Validates the change and determines its impact on the CMDB
· Provides subject matter expertise regarding the proposed change

· Provides expertise regarding the Proposed Changes relationship information and potential impact to existing Baselines

· Works with CM Analyst to understand what changes need to be made to existing Baselines, whether a new Baseline is required, whether an increment to an existing Baseline is needed etc.

· Manages updates to Configuration Management repositories 

· Validates changes to the Baseline

· Assists the CM Analyst in making necessary changes to the CMDB ‘Relationship’ information resulting from the CI retirement

· Assists the CM Analyst with the validation of the contents of the CMDB and physical inventory

· Provides input from Discovery/Inventory tools to assist in the audit

· Supports the cross-referencing of the contents of the CMDB with the physical IT environment through the use of tools

· Confirms the discrepancy between the CMDB and the IT environment in terms of CI Status as discovered during the Status Accounting procedure

· Ensures the discrepancy is fully documented and reported

· Undertakes actions to resolve the discrepancy

· Assists the CM Analyst with the validation of the contents of the CMDB and physical inventory

· Supports the cross-referencing of the contents of the CMDB with the physical IT environment through the use of tools

· Analyzes the Audit findings

· Validates the Audit findings

· Provides Input from Discovery/Inventory Tool

	Configuration Manager
	· Presides over the Federated Database Review meeting

· Approves the  agenda

· Facilitates the discussion

· Assigns action items

	Federated Database  Members
	· Aids discussion at the Federated Database Review meeting of proposed changes for potential impact on other CIs and existing Baselines

· Decides whether Baseline is impacted

· Decides if a re-Baselining is necessary


	Change Initiator
	· Submits required RFCs

	Change Librarian
	· Control the Receipt, Identification, Storage and withdrawal of all CIs
· Provide Status of CIs
· Maintain Configuration Management Issues
· Create Identification Scheme for CM Libraries and DSL


	  Process Measurements

	Key Performance Indicators
	Frequency
	Threshold
	Objectives
	Evidence

	Documentary evidence of issues raised at Federated Database Review meetings 
	Quarterly (FY2013)
	Tasks generated at Federated Database Review Meetings
	A reduction in Service Improvement Procedures provides evidence that quarterly meetings have validated the accuracy of the CMDB data
	FDRM Meeting Minutes posted to the Configuration Management subsite of the Service Management Sharepoint site 

	Uncategorized hardware CIs
	Monthly
	 
	A reduction in uncategorized CIs indicates increased configuration management maturity.
	put on monthly schedule 11/8 Scheduled Execution of Uncategorized CI by Type Code

	CIs missing ownership information
	Monthly
	 
	Reduction indicates increased asset management maturity
	put on monthly schedule 11/9 CI's I Support - Unknown Ownership


	Configuration Management Critical Success Factors

	· Employ the ‘federated’ model of Configuration Management – understand that the CMDB (Configuration Management DataBase) at the center of the CMS (Configuration Management System) is not a definitive source of all asset information, it is a definitive source of all CI relationship information which is derived from various sources/data repositories which is collected to provide a logical model of the environment

· Start by defining the Services in the organization and then work to understand the CIs that enable that Service from source to presentation

· Agree and define the relationships between these CIs that enable the Service from source to presentation

· Use automation where possible to undertake auditing and enforce policies

· Ensure integration between Configuration Management and other processes to enforce timely and accurate record-keeping




	Potential Process Integration Points

	Process
	
	Process
	Information

	Configuration Management
	to
	Incident Management
	· CI inter-relationships

· CI to service relationships

· CI change history

· Decision data to Service Desk

	Incident Management
	to
	Configuration Management
	· CI incident records

· CI status

	
	
	
	

	Configuration Management
	to
	Problem Management
	· CI inter-relationships

· CI to service relationships

· CI incident history

	Problem Management
	to
	Configuration Management
	· Faulty CIs

· Knowledgebase data

	
	
	
	

	Configuration Management
	to
	Change
	· CI inter-relationships

· CI to service relationships

· CI configuration baseline

· CI configuration verification

	Change
	to
	Configuration Management
	· CI change history

· CI status

· CI CMDB update

	
	
	
	

	Configuration Management
	to
	Release
	· Release to CI relationships

· Release to service relationships

· DSL configuration baseline

· DSL configuration verification

	Release
	to
	Configuration Management
	· Release contents

· Release status

· Release updates to the DSL

	
	
	
	

	Configuration Management
	to
	Service Level Management
	· Service Catalogue

· CI to service relationships

· SLM performance data

	Service Level Management
	to
	Configuration Management
	· Service Definitions

· Rules for requesting new services

· Service Level Targets

· SLAs

	
	
	
	

	Configuration Management
	to
	Capacity Management
	· CDB

· CI inter-relationships 

· CI to service relationships

· CI Incident records

	Capacity Management
	to
	Configuration Management
	· CI capacity requirements and targets 

· Service capacity requirements and targets

	
	
	
	

	Configuration Management
	to
	Availability
	· AMDB

· CI inter-relationships 

· CI to service relationships

· SLM performance data

	Availability
	to
	Configuration Management
	· CI availability requirements and targets 

· Service availability requirements and targets

	
	
	
	

	Configuration Management
	to
	Continuity Management
	· CI inter-relationships 

· CI to service relationships

· SLAs

· Availability and Capacity requirements

	Continuity Management
	to
	Configuration Management
	· ITSCM plan

· ITSCM baselines

	
	
	
	

	Configuration Management
	to
	Financial Management
	· CI to service usage relationships 

· CI change history

	Financial Management
	to
	Configuration Management
	· Cost of CIs

· CI life cycle status 


	Configuration Identification Procedure Flow
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	 Configuration Identification Procedure Rules

	Inputs
	Proposed Change (RFC)

New CI

Implemented Change

	Entry Criteria
	Proposed Change to an existing CI

Proposed introduction of a new CI

Successful identification and validation of a new CI

Implemented Change

	General Comments
	CIs will be identified based on the scope of the Configuration Management Plan and also as a result of subsequent Change activity (e.g. introducing a new CI into the environment).


	Configuration Identification Procedure Narrative

	Step
	Responsible Role
	Action

	1.1
	Configuration

Manager
	Submit Change Request to obtain approval to update the CI structure and update CI data in the CMDB.

	1.2
	Configuration

Manager
	Determine service components:

· Items within the environment will be under Configuration Management (services, infrastructure, in-scope software, documentation, Commercial Off-The-Shelf (COTS) products, tools, etc.).
· Information required of each CI (attribute, status, location, relationships, related documentation).

· How CIs will be discovered (tools, change records, asset procurement records, visual discovery).

· How CIs will be identified (naming conventions, tagging or labeling requirements).

· How CI information is stored (CMDB, Security of data, Definitive Software Library (DSL), Definitive Hardware Store (DHS), archiving of retired CI data).

· When to conduct discovery (when no affecting changes are present).

	1.3
	Configuration Manager, Release Manager
	· Establish CI List, including hardware stores, software, and documentation libraries as required:

· Contents, location, and medium of each repository.

· Conditions for entering an item, including the minimum status compatible with the contents of the repository.

· Define measures to protect the repositories from malicious and accidental harm or deterioration, as well as identifying effective recovery procedures.

· Conditions and access controls for registering, reading, updating, copying, removing, and deleting CIs.

· Discovery and Identification of CIs:

· Hardware

· In-Scope Applications

· Network

· COTS products

· Tools

· Documentation

· Services

· Ascertain required attributes including status for each CI type.

· Identify relationships among CIs.

· Identify all CIs according to established naming conventions.

· Physically label CIs per Configuration Management Policy.

	1.4
	Configuration

Manager
	Reconcile CI List:

Compare and verify established CI List to Current State of infrastructure CI(s).

	1.5
	Configuration Manager
	Perform Baseline Collection.


	Exit Criteria
	Updated CI record in CMDB

	Outputs
	CI Attribute Details

CI Relationship Details

Impact Analysis

Request for discussion at Federated Database Reviewting (if applicable)

Updated RFC

Registered CI


	Verification

	Result
	Action

	Updated RFC
	Proceed

	Completed Impact Analysis
	Proceed

	Documented Relationship information 
	Proceed

	Registration of new CIs in the CMDB
	Proceed


	Configuration Control Procedure Flow – Page 1

	
[image: image4.emf]2.1

Receive and acknowledge 

approved Change Request

2.2

Modify, Add, Replace or 

Remove?

2.5

Add or Replace?

2.4

Update ‘Operational’ CI 

record in CMDB with 

approved CI modification

2.6

Update current CI status in 

CMDB as ‘Retired’

2.7

Add new, approved CI record 

in CMDB with status as 

‘Operational’

2.8

Update CR

Change Management

2.3

Update CI status in CMDB as 

‘Retired’

Add

Replace

Add/Replace

Modify Remove

Change Management

2.9

Discovery of Unmanaged CI

Discovery of an unmanaged 

CI by any Support Process 

(potential CI without an 

associated record in the 

CMDB)

Discovery of 

Unmanaged CI





	Configuration Control Procedure Flow – Page 2
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	Configuration Control Procedure Rules

	Inputs
	· Registered CI and Relationships

· Existing Baseline information

· Incremented or new baseline information

· RFC Proposing a change to a Baseline

· Federated Database Review Meeting Minutes Request for Change (RFC) Approved by Change Management involving the retirement of a CI
· CI information

	Entry Criteria
	· Determination that Baseline is impacted

· Approved new or amended baseline 

· Request for Change (RFC) Approved by Change Management involving the retirement of a CI

	General Comments
	This procedure involves the documentation of a new Baseline or the updating of an existing Baseline to the standards agreed and documented in the Configuration Management Plan.

Configuration Baseline

A configuration baseline provides the basis for comparison to a specific state of the infrastructure, service or product. Baselines are often used during Change and Release activities and are critical if back-out procedures are necessary.

Identification of configuration baselines

A baseline must be established by agreement at a specified point in time. Any approved changes that are properly implemented become part of the currently approved configuration. 
Retirement of configuration baselines
Depending on the policies in existence within the organization it may be that the retirement of a CI does not involve its deletion from the CMDB or federated source. If this is the case its state could change to that of ‘retired’ rather than ‘live’ or ‘in production’. There are many advantages to archiving a CI record rather than deleting it at least for a specified period of time.


	Configuration Control Procedure Narrative

	Step
	Responsible Role
	Action

	2.1
	Configuration Librarian
	Receive and acknowledge approved Change Request to result in an added, modified or removed CI.

	2.2
	Configuration Librarian
	· If request requires CI removal, go to 2.3.

· If request requires CI modification, go to 2.4.

· If request requires adding a new CI, or replacing a current CI, go to 2.5.

	2.3
	Configuration Librarian
	Remove CI(s):

· Validate physical removal of CI has occurred.

· Update CI status in CMDB as ‘Retired’.

· Go to step 2.8.

	2.4
	Configuration Librarian
	Modify CI(s):

· Validate physical modification of CI has occurred.

· Update ‘Operational’ CI record in CMDB with approved CI enhancement(s) or modification(s).

· Go to step 2.8.

	2.5
	Configuration Librarian
	Add/replace CI(s):

· If replacing a baseline CI, go to 2.6.

· If adding a new CI, go to 2.7.

	2.6
	Configuration Librarian
	· Validate physical replacement of CI has occurred.

· Update current CI status in CMDB as ‘Retired’.

· Go to step 2.7.

	2.7
	Configuration Librarian
	· Validate physical addition of new CI has occurred. 

· Add approved, new CI record in CMDB with status as ‘Operational’.

	2.8
	Configuration Librarian
	Update Change Request and return to Change Management.

	2.9
	CAB; Configuration Manager, Incident Manager
	Discovery of unmanaged CI: Go to 2.10 Identify Unmanaged Component

	2.10
	CAB; Configuration Manager; Incident Manager
	Identify Unmanaged Component.

	2.11
	Configuration Manager
	Requires Management?

· If yes, go to 2.12.

· If no, process ends.

	2.12
	Configuration Librarian
	Are CIs for this component defined?

· If yes, go to 2.16.

· If no, go to 2.13.

	2.13
	Configuration Librarian
	Determine and document CIs to be managed.

	2.14
	Configuration Librarian
	Collect and document CI attributes.

	2.15
	Configuration Librarian
	Identify and document CI relationships.

	2.16
	Configuration Librarian
	Add CI(s) to CMDB


	Exit Criteria
	· Updated Configuration Management Database (CMDB)

· Documented incremented or new baseline Archived CI in Configuration Management Database (CMDB)

	Outputs
	· Updated Baseline Information

· Updated CMDB
· Versioned Baseline 

· Amended CI or Baseline Archived CI in CMDB


	Verification

	Result
	Action

	Updated Baseline reflects previous Baseline and associated Changes 
	Proceed

	CI retired in CMDB
	Process ends

	Updated Relationship information
	Process ends


	Configuration Status Accounting Procedure Flow:
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	Configuration  Status Accounting Procedure Rules

	Inputs
	Physical CI Identification

Automated Tool CI Identification

	Entry Criteria
	Trigger Event which activates Status Accounting process

	General Comments
	Status Accounting is the means of recording and reporting the information necessary to manage CIs effectively throughout the Service Life Cycle. 

Status Accounting should take place:

•
Before and after major Changes

•
Before and after Releases

•
Following recovery from disaster 

•
In response to detection of unauthorized CIs

•
At regular intervals

Status Accounting activities are undertaken to ensure:

•
The contents of the CMDB match the physical IT environment

•
To verify the physical existence of CIs in the organization


	Configuration Status Accounting Procedure Narrative

	Step
	Responsible Role
	Action

	3.1
	Configuration Librarian
	Identify Status Accounting Report.

	3.2
	Configuration Librarian
	Determine if Ad Hoc report or Regularly scheduled report:

· If regularly scheduled report, go to step 3.3.

· If Ad Hoc report, go to step 3.6.

	3.3
	Configuration Librarian
	For regularly scheduled reports, determine report frequency:
· Daily

· Weekly

· Monthly

· Quarterly, or
· Annually.

	3.4
	Configuration Librarian
	Auto-compile standard CMDB CI information fields:

· Category

· Component Category

· Configuration Item

· Status

· Version

· Change Requests against

· Interfaces/Dependencies.

	3.5
	Configuration Librarian
	· Use standard Status Accounting report format.

· Go to step 3.9.

	3.6
	Configuration Librarian
	Identify Configuration Item(s) to report on.

	3.7
	Configuration Librarian
	Select CMDB information fields requested or required.

	3.8
	Configuration Librarian
	Compile information into standard Status Accounting report format.

	3.9
	Configuration Librarian
	Generate Status Accounting Report.

	3.10
	Configuration Librarian
	Distribute Status Accounting Report based on Business requirements.


	Exit Criteria
	Completed Status Accounting

Remedial actions undertaken

	Outputs
	Status Accounting Reports

Documented discrepancy


	Verification

	Result
	Action

	Completed status accounting and identified discrepancies 
	Proceed

	Verified discrepancy
	Proceed


	Configuration Verification & Audit Procedure Flow:
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	Configuration Verification & Audit Procedure Rules

	Inputs
	· Audit Request

· Physical CI Identification

· Automated Tool CI Identification

· Discrepancy report 

· Reconciliation rules

· Change records

	Entry Criteria
	Trigger Event which activates Audit process

	General Comments
	Audit and Verification activities are undertaken to ensure:

•
The contents of the CMDB match the physical IT environment

•
To verify the physical existence of CIs in the environment

Audit and Verification ensures CMDB quality by a series of reviews and audits that verify the physical existence of CIs and ensure that each CI is correctly recorded in the CMDB.

Audits should be conducted at planned intervals and before major Releases and Changes to ensure that Configuration Items are accurately identified and the current status and configuration will support the proposed Release or Change.

Audits should confirm that only operational CIs exist in the production environment.

Many organizations document rules for handling discrepancies when they are discovered during configuration audits. These rules speed up the reconciliation process.


	Configuration Verification & Audit Procedure Narrative

	Step
	Responsible Role
	Action

	4.1
	Configuration

Manager
	When planning for the configuration verification, determine the following:

· Scope

· Objectives

· Schedule

· Verification criteria

· Coordinate audit roles and execution with CI Item owners, the Service Delivery Manager, and/or the Quality Assurance Manager.
· Document all information in the Configuration Verification Audit Plan.
· Communicate Configuration Verification Audit Plan to appropriate audience (CAB, CI Owner, Service Delivery Manager, and Quality Assurance Manager).
· Log all audit information in the Configuration Verification Audit Log.

	4.2
	Configuration

Manager
	Conduct Verification Audit:

When conducting the configuration verification:

· Determine actual configuration.
· Compare actual configuration with expected configuration.
· Update Configuration Verification Audit Log.

	4.3
	Configuration

Manager
	Verification of Audit Results:

When reporting the configuration verification results:

· Communicate configuration verification results to appropriate audience.
· Log results in Configuration Verification Audit Log.

· Report discrepancies in CIs:

· To all Change Management roles

· To operational groups as required

· Open Incident records for each discrepancy.

	4.4
	Configuration

Manager
	Variance?

Were discrepancies found?

· If Yes, go to step 4.5.
· If No, verification procedure is completed.

	4.5
	Configuration

Manager
	Variance within established tolerance?

· If Yes, go to step 4.6.
· If No, go to step 4.7.

	4.6
	Configuration Librarian
	Update CI Record in CMDB.

	4.7
	Configuration Manager
	Is a relevant Change Request (CR) pending?

(If a CR is pending, it is important not to churn the record, possibly creating a CI record error by editing the CI out of sync with the Change Management Process).

· If Yes, go to 4.8.
· If No, go to Incident Management process.

	4.8
	Configuration Manager
	If a relevant CR is pending, the variant CI record correction should be noted and coordinated within the CR process.


	Exit Criteria
	· Completed Verification and Audit

· Discrepancy report produced

	Outputs
	· Discrepancy Reports

· Updated CMDB
· Backed-out Change


	Verification

	Result
	Action

	Completed audit findings and identified discrepancies 
	Proceed

	Discrepancy retention decision
	Proceed

	Correlation between discrepancies that will be retained and ‘after the fact’ RFCs
	Proceed

	Confirmation that the discrepancy is resolved within timescale
	Proceed

	Confirmed discrepancy
	Proceed

	Updates to CMDB
	Proceed

	Created RFC
	Proceed

	Backed-out RFC
	Proceed


	Appendix 1 - Relationship to Other Documents

	Document Name
	Relationship

	Configuration Management Business Process Requirements
	Requirements

	Service Improvement Process & Procedures
	Process, Procedure

	Change Management Process & Procedure
	Process, Procedure

	Asset Management Process & Procedure
	Process, Procedure


	R - Responsible
	Role responsible for getting the work done
	
	 
	Primary Roles in Process

	A - Accountable
	Only one role can be accountable for each activity
	
	 
	Primary Interactions

	C - Consult
	The role who are consulted and whose opinions are sought 
	
	 
	Secondary Roles

	I - Inform
	The role who are kept up-to-date on progress
	
	
	
	


	Appendix 2 – Configuration RACI Chart

	Configuration Management Process Activities
	Configuration Manager
	Configuration Librarian
	Change Manager
	Release Manager
	Process Owner
	Incident Manager
	Service Level Manager

	
	
	
	
	
	
	
	

	1 – Identification
	
	
	
	
	
	
	

	   1.1 Submit Change Request
	R
	 
	 
	 
	A
	 
	 

	1.2 Determine Service Components
	R
	C
	C
	C
	A
	 
	C

	1.3 Establish CI List
	R
	 
	 
	C
	A
	 
	 

	1.4 Reconcile CI List
	R
	 
	 
	 
	A
	 
	 

	1.5 Perform Baseline CI Collection
	R
	
	
	
	A
	
	 

	
	
	
	
	
	
	
	

	2 – Control
	
	
	
	
	
	
	

	2.1 Receive and Acknowledge Approved Change Request
	I
	R
	R
	 
	A
	 
	 

	2.2 Modify, Add, Replace or Remove?
	I
	R
	I
	I
	A
	 
	 

	2.3 Remove CI - Update CI Status in CMDB as 'Retired'
	I
	R
	I
	I
	A
	 
	 

	2.4 Modify CI - Update 'Operational' CI Record in CMDB with Approved CI Modification
	I
	R
	I
	I
	A
	 
	 

	2.5 Add or Replace?
	I
	R
	I
	I
	A
	 
	 

	2.6 Replace CI - Update Current CI Status as 'Retired'
	I
	R
	I
	I
	A
	 
	 

	2.7 Add New Approved CI Record in CMDB with Status as 'Operational'
	I
	R
	I
	I
	A
	 
	 

	2.8 Update Change Request(s)
	 
	R
	I
	I
	A
	 
	 

	2.9 Discovery of Unmanaged CI
	R
	C
	C
	I
	A
	C
	 

	2.10 Identify Unmanaged Component
	R
	C
	C
	I
	A
	C
	 

	2.11 Requires Management?
	R
	 
	 
	 
	A
	 
	 

	2.12 Are CIs for this Component Defined?
	I
	R
	 
	 
	A
	 
	 

	2.13 Determine and Document CIs to be Managed
	I
	R
	 
	 
	A
	 
	 

	2.14 Collect and Document CI Attributes
	I
	R
	 
	 
	A
	 
	 

	2.15 Identify and Document CI Relationships
	I
	R
	 
	 
	A
	 
	 

	2.16 Add CI(s) to CMDB
	I
	R
	 
	 
	A
	 
	 

	
	
	
	
	
	
	
	

	3 – Status Accounting
	
	
	
	
	
	
	

	3.1 Identify Status Accounting Report
	 
	R
	 
	 
	A
	 
	 

	3.2 Is Ad-hoc?
	 
	R
	 
	 
	A
	 
	 

	3.3 Standard Report - Determine Report Frequency
	C
	R
	 
	 
	A
	 
	 

	3.4 Standard Report - Compile Report Information
	 
	R
	 
	 
	A
	 
	 

	3.5 Standard Report - Use Standard Report Format
	 
	R
	 
	 
	A
	 
	 

	3.6 Ad Hoc Report - Identify CI
	 
	R
	 
	 
	A
	 
	 

	3.7 Ad Hoc Report - Select CI Record Information from CMDB
	 
	R
	 
	 
	A
	 
	 

	3.8 Ad Hoc Report - Compile into Standard Report Format
	 
	R
	 
	 
	A
	 
	 

	3.9 Generate Status Accounting Report
	 
	R
	I
	I
	A
	 
	 

	3.10 Distribute Status Accounting Report
	C
	R
	 
	 
	A
	 
	 

	
	
	
	
	
	
	
	

	4 – Verification & Audit
	
	
	
	
	
	
	

	4.1 Plan Verification and Audit
	R
	 
	 
	 
	A
	 
	 

	4.2 Conduct Verification Audit
	R
	 
	 
	 
	A
	 
	 

	4.3 Report Verification Audit Results
	R
	 
	C
	 
	A
	I
	 

	4.4 Variance?
	R
	 
	C
	 
	A
	 
	 

	4.5 Within Established Tolerance?
	R
	 
	C
	 
	A
	 
	 

	4.6 Update CI Record in CMDB
	 
	R
	 
	 
	A
	 
	 

	4.7 Relevant CR Pending?
	R
	 
	C
	 
	A
	C
	 

	4.8 Coordinate CI Update Within CR Process
	R
	 
	C
	 
	A
	 
	 


	Appendix 2: Tools

	Tool
	Description

	ServiceNow Configuration Management Module
	Allows for the creation, modification and deletion of records for the CI’s which Fermilab has decided to track and control.

Generates various Configuration Reports which enhance Fermilab’s ability to manage its IT infrastructure.

	
	


	Appendix 3: Repositories

	Repository
	Description

	ServiceNow  Configuration Management  Database
	Used to store the details of Service Targets, Assets (CMDB).

	ServiceNow Incident, Problem Databases
	Stores the details of Incidents, problems and changes which impact Configuration Items (CI’s). 

	Configuration Management SharePoint site
	Maintain Internal and Fermilab facing information around Comnfiguration Management


	Appendix 4: Communication Plan 


Key messages:

The Configuration Management process is focused on ensuring that IT infrastructure components, known as Configuration Items (CI’s) are identified and tracked accurately and in a timely fashion.  

In order to achieve this, all stakeholders must be informed of the importance of each of them fulfilling his or her role in the process. There must also be continued efforts to ensure that any pertinent changes are communicated to the community.
Approach:
This plan details tasks that apply generally to all ITIL processes. The plan assumes that there will be a combination of face-to-face training/meeting events and broadcast communications designed to both increase awareness of the processes among stakeholders and to ensure high performance of the new processes among key service delivery staff.
Goals of the Communication Plan:

· Encourage participation of the target audiences:

· Service Delivery Staff

· Coordinate communication that facilitates:

· Good management decisions, plans & activities

· Ensuring that Configuration Management requirements are being met and that corrective action, if necessary, is occurring
	  #
	Activity
	Timing
	Responsible Party
	Target Audience
	Artifact

	1
	Event 1: Configuration Manager meets with other process owners to communicate critical configuration activities

	
	Configuration Manager
	Service Delivery Managers
	Meeting minutes

	2
	Communication 1: Notice to Service Delivery Staff of Configuration Management requirements
	
	Configuration Manager 
	Service Delivery Staff
	E-mail

Meeting invite

	3
	Event 2: Collect and review monthly the appropriate reports detailing Configuration Management statistics
	Monthly
	Configuration Manager 
	Computing Division Management
	Meeting minutes

Corrective Action Plans

	4
	Communication 2: Notice to Service Delivery Staff meeting to review configuration statistics
	7 days before meeting
	Configuration Manager drafts and delivers to Service Delivery staff
	Service Delivery Staff
	E-mail

Meeting invite


Each type of communication has a specific focus, however a common approach can be taken to define and formulate the specific communication activities.  The steps listed below formulate the approach to be taken to compose those activities:
	Activities

	Step 1 – Formulation

Formulate goals and objectives of communication
Formulate core message
Identify all parties involved
Integrate with existing communications forums

	Step 2 – Analysis

Determine available and acceptable communication media

Determine communication culture and define acceptable approach

Determine existing knowledge of subject in the environment

	Step 3 – Identification

Determine key interest groups related to the subject of the campaign
Determine communication objectives per interest group
Determine the key messages from each interest group’s perspective 

	Step 4 – Definition

Select the most appropriate media for communication from:

Direct Media – such as workshops, Focus Group discussions, or individual presentations

Indirect Media – such as the Intranet, lectures or newsletters

	Step 5 – Planning

Define a plan that links important points in the subject of the communication (e.g. milestones in a project) to communication activities, and media

Determine the communication audience and resources

Determine the review criteria for successful communication

Obtain formal management support for the plan

	Step 6 – Implementation

Using the FNAL Communications Process, perform communication activities as per plan

Manage the plan and safeguard it

Ensure production and distribution of materials is effective and as per plan

Continually gauge reaction to the approach and messages

	Step 7 – Evaluation

Monitor reactions to the communication approach throughout the delivery of the plan and adjust the plan if necessary

Determine during the effects of the campaign using the review criteria established in step 5


The following types of communication are available:

	Communication Type
	Examples of Usage

	Escalations
	To initiate (or trigger) actions

To gain required resources (people, information, budget etc.)

	Notifications
	To communicate operational process information

To promote team awareness

	Controlled Documents
	To communicate process descriptions/instructions

To communicate reports


Each of the above types of communication can be delivered via one or more of the following mediums:

	Communication
Medium
	Examples of Usage
	Communication
Type

	Email
	Individual email messages

Group email messages
	Notification Escalations

Reports

	Verbal 
	Formal and informal meetings

Presentations

Telephone calls
	Notifications

Escalations

	Documentation
	Updated process documents

Issued Project documentation

Implementation and back-out plans
	Controlled Documents

	Reports
	Test results

Development progress
	Controlled Documents

Notifications

	Service Management tool
	Escalation

Status changes
	Automated Notification


	Appendix 5 – Forms, Templates

	Name
	Description
	Reference

	
	
	

	
	
	


	Appendix 6 - CI Classes and Attributes under ITIL process

	


The table below lists CI attributes that will be audited in the CMDB and the ITIL process required to change them in different classes of assets.

	CI Class
	Server
	Application Instance
	Database Instance
	Service Offering
	Service Area
	Hardware Asset CI
	Other CI

	CI Criteria
	Critical
	Having dependencies with Service Offerings under ITIL
	Having dependencies with Service Offerings under ITIL
	Under ITIL
	Under ITIL
	Other than previously listed
	Other than previously listed

	Insert CI


	Register in MISCOMP
	Register in CMDB
	Register in CMDB
	Register in CMDB
	Register in CMDB
	Register in MISCOMP
	Register in CMDB

	Audited Attribute Change
	Name
	CRQ + 
Update MISCOMP +
Auto-detect
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	Update MISCOMP +
Auto-detect
	Update CMDB

	
	Status
	CRQ + 
Update MISCOMP
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	Update MISCOMP
	Update CMDB

	
	OS Version
	CRQ + 
Auto-detect
	n/a
	n/a
	n/a
	n/a
	Auto-detect or Update CMDB
	n/a

	
	Software Version
	n/a
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	n/a
	n/a
	n/a
	Update CMDB

	
	Critical Support Schedule
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	Update CMDB
	Update CMDB

	
	Primary Admin
	Update MISCOMP
	Update CMDB
	Update CMDB
	Update CMDB
	Update CMDB
	Update MISCOMP
	Update MISCOMP

	
	Support Group
	Update MISCOMP
	Update CMDB
	Update CMDB
	Update CMDB
	Update CMDB
	Update MISCOMP
	Update MISCOMP

	
	CI Relationships - initial setup
	Update CMDB
	Update CMDB
	Update CMDB
	Update CMDB
	Update CMDB
	Update CMDB
	Update CMDB

	
	CI Relationships - changes
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB

	
	Warranty
	Update MISCOMP
	Update CMDB
	Update CMDB
	Update CMDB
	Update CMDB
	Update MISCOMP
	Update CMDB

	
	Support Contract
	CRQ +
Update MISCOMP
	CRQ +
Update CMDB
	CRQ +
Update CMDB
	CRQ +
Update CMDB
	CRQ +
Update CMDB
	CRQ + 
Update CMDB
	CRQ + 
Update CMDB
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