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Current Status:

The Privilege Project is close to meeting the phase one goals that were set during the project’s creation during the summer of 2004.    We have established technology that should be deployable to meet the stakeholder needs for finer grained authorization, as we understand them.

Due to a combination of a communication breakdown between the US developers and the European VOMS developers and the lack of development depth in the Privilege developers, we have not had a functional end-to-end system since the release of VDT 1.3.4 more than one week ago.    We very hope with the return from vacation this week of the author of the affected module that we will return to a fully functional state shortly.

Highlights

PRIMA

· We have deployed a Globus gatekeeper callout that can parse extended attribute certificates created by VOMS proxy init

· We have demonstrated the use of voms proxy init to generate certificates and used them to connect to gatekeeper controlled resources

· The PRIMA code has been successfully built within the VDT and deployed on OSG ITB facilities

Storage Authorization Callout

· A callout from dCache is in the testing phase.    It has been shown to successfully use the PRIMA module to communicate with GUMS and return user mappings based on extended attribute certificates

GUMS

· We have deployed GUMS (Grid User Management System) as a site wide mapping service to return a Unix UID that depends on the constraints from the parsed certificates sent from PRIMA

· This module has been demonstrated to reproduce the mapping scheme used in Grid3

· It has also been shown to successfully pull from a pool of UIDs and maintain the mapping information between logins

· It has also been shown to use the extended attributes to change the mapping depending on the presence or absence of extended attributes

These three elements have allowed us to provide infrastructure so that VOs can define roles and groups for members.   The members can then declare themselves at proxy creation time to either belong to a specific group or express their desire to act in a specific role.   The processing or storage resource now has the ability to interpret credentials and modify how the user is mapped accordingly. 

Immediate Needs:

Aside from the obvious need to repair the broken callout module after the VOMS format modification, the Privilege Project needs to devote time to support and deployment for the OSG release.   There is some documentation on the deployment TWIKI and we had had reasonable success with our test deployments.    There were approximately 10 successful installations of PRIMA on the OSG ITB, though many contacted external GUMS servers.    There have been several successful GUMS deployments and there are reasonable examples.

The project needs to prepare for OSG deployment by completing the formal deployment steps for OSG and preparing for support.   We anticipate that the effort required to help sites with deployment and answer questions will require 0.25FTE for several months as OSG deploys.   We expect that normal product maintenance and completion of the storage callout work in the presence of development on the underlying components may require an additional 0.5 – 0.75 FTE until the end of the summer.

Future Directions:

We think that the Privilege Project is naturally reaching the end of phase 1 and switching the maintenance and operations.    We believe that phase 2 is logically a policy and design phase.    Fermilab and other large facilities need to examine their needs for authorization components as we move from prototype grid facilities with security exemptions to production facilities.   The technology used in the Privilege Project can be directly applicable to the problem in terms of policy enforcement, but the next phase of the project should concentrate on policy definition.

