
PC Manager Meeting

October 26, 2005



Today

• Updates
– Next Meeting
– Training
– Windows Policy
– Email
– Licensing
– Security

• This Month:
– Private Networks: Joe Klemencic
– Fermi Windows: Andy Romero



Next Meeting

• Nov. 23rd

– DOE Audit Fallout?
– Central Windows Print server?



Windows Policy Committee

• Next Meeting: 
Nov 2nd, 1:30-2:30pm, WH5SW

– Agenda:
• Outstanding Account Requests
• Review Patching policy



Training

• Sarah Webber has left the building!
• Welcome Nicole Gee! 

– nicole@fnal.gov



Email Updates

• Al Lilianstrom



E-Mail Updates

• Listserv
– Patches applied to fix archive access problems 

and the viewing of signed mail in archives
– Mail sent to lists that is ‘tagged’ as spam is now 

sent to the list owner for approval. The filter 
rule can be changed (delete, return to sender, 
etc) on individual lists as necessary

– http://computing.fnal.gov/email/listserv/listser
v-spam.html



E-Mail Updates

• Authorized SMTP
– Currently users attempting to relay mail 

through smtp.fnal.gov must use 
authenticated SMTP.

– Future plans will require any offsite user 
sending from a fnal.gov address to a 
fnal.gov address to be authenticated as 
part of a spam/spoofing reduction plan



E-Mail Updates

• Outbound Mail
– Restriction coming on systems sending mail 

offsite
– Currently any machine can send mail offsite 

without routing through the mail gateways
– smtp.fnal.gov will be the only path for sending 

mail offsite
– This restriction is designed to limit visibility 

issues due to compromised machines
– https://security.fnal.gov/SMTP/



License Updates

• Sue Winter



SMS Client Licenses

• CD covers initial True Up License 
deployment

• You fund future True Up’s.  11/1/05 
forward
– EA Yr. 3 True Up cost is $24.30

• You fund future SA.  11/1/06 forward
– Current SA cost is $7.40



SMS Client License Counts

• Total CAL’s that CD will fund (2670):
– AD – 688 (possible 30 add’l.)
– CD – 450
– CDF – 62
– D0 - 181
– DIR – 59
– ESH – 91
– FESS - 124
– LS - 85
– PPD – 525
– TD – 375



Microsoft Enterprise 
Agreement – Year 3

• We have all True Up’s and the req. is in 
the system.  Total is $406,809.

• The requisition includes charges for the 
Base licenses plus True Up’s.

• Chargebacks will be done after the 
invoice is received and paid.



Security Updates

• Joe Klemencic



Security Updates

• KCA CA Expired on Oct 23rd

– New one has been available for awhile from: 
https://security.fnal.gov/pki/e1fce4e9.0

• DOE Audit
– Check Fermilab Today for what to know and 

watch for

• Supported OS Check now in NIMI!
• Hidden Dangers of Images



Featured Talk:
What is a Private Network?

Joe Klemencic
Fermilab Computer Security Team



Which is a Private 
Network?

A:

B:

C:



Which is not OK for a Private Network?

Fermilab Site Network

192.168.1.0

Server

`

`

`

131.225.110.0

A:

Fermilab Site Network

192.168.1.0

Server

`

`

`

131.225.110.0

B:



Which is not required to 
be patched?

WWW



Featured Talk:Fermi Windows

• Andy Romero, CD/CSS/CSI



Summary

• Quick Review of  Past and Current 
Methods

• Proposed Changes to Setup Process
• WinXP-SP2, Common Base Install CD
• Things to do



Stone Age

• Build spec./checklist: Word Document
• For Each PC, manually follow checklist

– OS Install, Patching, Config.
– App Install, Patching, Config.
– User Profile Config.

(manually copy master prof. to Default 
User)

• Slow (3-8 hands-on-hours /PC)



Ghost Age

• Build spec./checklist: Word Document
• For the “master PC” manually follow 

checklist
(OS, Apps, profile)

• Record the master image
• For Each PC

– Play back the master image
(CD, Network, Multi-cast Network)

• Fast (10-15 min)
• So what’s the problem ?



Problems with current 
process

• Multiple Images to manually maintain
– HALS (AT, ACPI, MPC-Uni., MPC-multi ….)

• Over time contents of master image diverge 
from written spec.; image contents become 
an unknown
– IT / QA Audit …. 

• Images are not modular, each department 
must maintain image end-to-end. Quality 
and security can vary.

• Special-case systems require reverting to 
stone-age methods



Proposed Changes to Setup 
Process

• The standard PC is defined by a set of scripts and 
files
– Common Base OS setup scripts and files reside on 

customized Windows setup CD
– Application setup scripts and files reside on network
– Department specific scripts and files reside on network

• The scripted setup process is run on…
– Master PCs for large Ghosted rollouts
– Individual PCs for small rollouts

• Build changes and maintenance is done on the PC 
definition scripts/files not on the Ghost images.

• Ghost images can be regenerated by re-running 
scripted setup process



Setup Work Flow

• Common base OS Install
– PC now safe to go on network

• PC joined to domain
• Apps are installed over the network 

(common and dept. specific)
• Apps are patched
• User profile configured on-demand at 

logon time via policy and scripts
– Why: Master Default User profile becomes obsolete as upgrades 

occur.



WinXP-SP2, Common Base
(beta-1)

• Mission:
– Make the PC safe to connect to network
– Compliance with Windows baseline 

document
– basic AV and Patch update support

• Special thanks



Details

• Standard MS Bootable Unattended 
Install CD
– Prompt for disk partition/format
– Prompt for license key

• After reboot … scripts run



Details

• Configure MS firewall
– No inbound ….except AV server

• Apply Policies that match domain GPO
– Banner, password, auditing…etc

• Symantec AV
– V10 Install
– V10.0.1.1007 update
– Updated definitions
– Schedule AV updates via Live Update



Details

• Registry Tweaks
– Hide system in browse list
– SUS settings
– DNS suffix (DHCP)
– Cosmetics

• Install Patches
• Prompt: Change Administrator Password
• Prompt: Change Computer Name
• Reboot



Things to do

• Tune Common Base - based on 
feedback

• Build network based application install 
scripts

• Build user profile configuration scripts
• Test and Integrate

– Workstation support teams
– Life cycle management system (SMS)
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