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FNAL W2K Domain Design 1.3

 A site-wide Active Directory Design for FNAL

FNAL W2K implementation Plan

Design and Implementation of a W2K Environment at FNAL

Background

PC's have been in use at Fermilab for over ten years. They are used for everything from data gathering, CAD, documentation to administrative tasks.

With the advent of Microsoft's NT operating system it made it easier for users to store information in a central location that provided data security and system reliability.

The NT operating system introduced the concept of domains- a way to group systems, users, and other resources for easier access by users and easier management for computer administrators. NT domains soon appeared across the site. At first, NT domains appeared for each department or group that wanted to take advantage of the technology. Initially this worked well, but as the NT environment grew at the lab and groups and departments needed to share information, users and administrators quickly found this design to be cumbersome. Many of the smaller domains merged into other domains so that the present NT domain structure at Fermilab reflects administrative boundaries drawn along divisional lines. Users and administrators still find it hard to share resources across the lab, but are unwilling to merge their domains into one lab-wide domain because of a limitation in NT that prevents local administrators from maintaining users and computers. 

The introduction of the Windows 2000 operating system allows NT administrators at the lab the ability to examine the current environment and to identify any concerns with the present design along with outstanding user requests.  

The FNAL Windows 2000 Migration Working Group was formed in October of 2000 to address lab wide issues regarding the Windows 2000 Operating Systems. The members of the working group come from the major NT4 domains across the site. Through weekly meetings, testing and training the group has produced a domain design that best suits the needs of the lab. 

Goals

Windows 2000 technology offers many different features to users. Before these can be implemented it is best to identify present concerns and how to handle them. 

Easy access to resources- Users want an easier way to locate resources (files, printers, shares, other users) on the network. Windows 2000 Active Directory can store information about all objects on the network.

Reduce desktop upgrades- Replacing hardware to support OS upgrades can become expensive. W2K Terminal services provides users with a W2K environment without upgrading hardware.

Single Administration Point- NT4 offers Microsoft’s SMS or other third party products for application updates or patches. All solutions are expensive and not affordable across the lab. W2K offers Intellimirror and VBS scripting to provide the same functionality.  A properly designed W2K domain structure that implements these features will provide administrators with a way of updating systems without having to visit them. Patches can be applied to all systems or to only specific departments.

Single security policy- The present NT4 domain structure at FNAL prevents the ability to enforce a single security policy across the lab. Implementation of a properly structured W2K domain will provide existing systems and new systems with single security policy that meets DOE and FNAL requirements. Desktop users will not have the ability to modify the policy.

Consolidate servers- The different levels of W2K server software and specific vendor hardware provides many ways for departments and divisions to consolidate aging servers. 

Software and hardware inventories- The present NT4 domain does not allow for quick generation of software and hardware inventories. W2K scripting and a properly designed domain structure will allow system administrators with the ability to gather information about systems they support.

Better laptop support- NT4 does not provide sufficient support for mobile users. W2K provides power management features and offline file access to help the mobile user work seamlessly whether connected to the lab domain or on travel. 

Increasing roaming profile performance- NT4 users can build up large roaming profiles causing increased time in logging on to and off of a system. W2K provides many options for tuning a users roaming profile for better performance.

Delegation of control-  NT4 provides very limited delegation of control. W2K provides very defined levels of control. Assignment of account, system and other resources can be delegated. 

Defining Login Servers- NT4 does not properly balance logins. For example, even though a domain controller is located at CDF, many CDF users may use the domain controller located in Wilson Hall. W2K properly assigns logins based on users location and ip address to the closest domain controller. 

FNAL Requirements

The lab infrastructure defines the design of the W2K structure. The lab CSPP (Computer Security Program Plan), networking requirements and Division policies all play key roles in the design and implementation of a Windows 2000. 

Security

Kerberos- All W2K systems in the FNAL W2K domain will use kerberos for means of authentication. 

NTLMv2- All non-domain W2K systems, NT4 and Win95/Win98 systems that need access to resources in the W2K domain must use NTLMv2 for authentication. NT4 and Win95/98 systems will be required to install the Microsoft NTLMv2 Active Directory software. This software is freely available for use. 

Networking

DHCP- W2K is designed to use DHCP addressing for desktops and laptops. All systems using dhcp must reside in the dhcp.fnal.gov DNS domain. 

Dynamic Updates- W2K implements the use of Dynamic DNS. A feature of dynamic DNS is to send packets of information between the W2K domain controllers identifying everything from kerberos information to file sharing. Datacomm has requested that the W2K design keep the traffic generated by these systems at a minimum. The W2K servers will reside in the win.fnal.gov DNS domain and child domains structure. 

W2K Desktops will be configured not to provide dynamic updates. 

Definitions

Windows 2000 introduces many new concepts.  A brief explanation of W2K basic concepts is in order before we can discuss recommendations for the Fermi environment. As defined by Microsoft these are:

Active Directory 
The directory service included with Windows 2000 Server. It stores information about objects on a network and makes this information available to users and network administrators. Active Directory gives network users access to permitted resources anywhere on the network using a single logon process. It provides network administrators with an intuitive hierarchical view of the network and a single point of administration for all network objects. The directory design provides for expansion and modification by Microsoft, third party vendors, and users.

Forest 
A collection of one or more Windows 2000 Active Directory trees, organized as peers and connected by two-way transitive trust relationships between the root domains of each tree. All trees in a forest share a common schema, configuration, and Global Catalog. When a forest contains multiple trees, the trees do not form a contiguous namespace. 

Tree

A collection of Windows 2000 domains that share a contiguous namespace. Windows 200 domains are created in an inverted tree structure, with the root at the top. Ie, the first domain in a tree is called the Root domain. The Enterprise Administrator group in this domain has access to all child domains.

.

Domain 
In Windows 2000 and Active Directory, a collection of computers defined by the administrator of a Windows 2000 Server network that share a common directory database. A domain has a unique name and provides access to the centralized user accounts and group accounts maintained by the domain administrator. Each domain has its own security policies and security relationships with other domains and represents a single security boundary of a Windows 2000 computer network. Active Directory is made up of one or more domains, each of which can span more than one physical location. For DNS, a domain is any tree or subtree within the DNS namespace. Although the names for DNS domains often correspond to Active Directory domains, DNS domains should not be confused with Windows 2000 and Active Directory networking domain. 

Domain Controller 
For a Windows NT Server or Windows 2000 Server domain, the server that authenticates domain logons and maintains the security policy and the security accounts master database for a domain. Domain controllers manage user access to a network, which includes logging on, authentication, and access to the directory and shared resources. 

Organizational Unit (OU) 
An Active Directory container object used within domains. An organizational unit is a logical container into which users, groups, computers, and other organizational units are placed. It can contain objects only from its parent domain. An organizational unit is the smallest scope to which a Group Policy object can be linked, or over which administrative authority can be delegated. 

Distributed file system (Dfs) 
A Windows 2000 service consisting of software residing on network servers and clients that transparently links shared folders located on different file servers into a single namespace for improved load sharing and data availability. 

Group Policy Object (GPO)

Group Policy enables you to define desktop configurations for users and computers. You can associate Group Policy with sites, domains, and OUs. Defining Group Policy on an OU basis allows you to use different policies within the same domain.

Domain Design 

The Windows 2000 Operating System provides many ways to implement Active Directory and domain structures.  The W2K Migration Working Group has; through training, discussion and testing designed a structure that best suits the needs of the lab. The design can meet present needs as organizations work to migrate in to the Strong Authentication Realm and also to meet future growth. (see drawing 1,pg 8) 

The Working Group wanted to create a design that had a small number of domains, provided security based on the CSPP, allowed users to share information easily, and provided local administrators control over their users and resources. 

The design chosen has a central root domain with a few child domains. The child domains are created based on security requirements. It is at the domain level that account requirements and top level administrators will be defined. The child domains reflect requirements of the lab users and experiments. Inside the child domain are the OUs for each division or a specific set of systems. The division OUs will have child OUs based on their needs. By default OUs will follow division/departmental structure but they can also be created for special needs such as conferences, email centers, etc. 

win.fnal.gov  This is the top level domain. It is maintained by the Computing Division but is overseen by the W2K Migration Group. Policies made at this level will affect systems in the child domains. The purpose of this domain is to provide site wide control; mainly for security reasons such as providing a logon banner on all systems and forcing all systems to use kerberos and NTLMv2 as the only accepted authentication method. Changes to this domain must meet approval of the W2K Migration Working Group. 

fermi.win.fnal.gov  A child domain of win.fnal.gov, contains OUs for the divisions across the site. This domain will contain users, desktops, fileservers and printers used by the lab. 

The division OUs will be overseen by a division member of the W2K Migration Working Group (i.e. the Beams OU will be overseen by the Beams member of the W2K Migration Working Group).  User accounts will initially be created at this level and then be relocated by the Domain OU administrator into the proper child OU. Child OU’s will be created by Domain OU administrator and a child domain administrator will be assigned to the new OU. Child OU administrators have the ability to manage user accounts (but not create/delete them), manage computers and to define group policies. The maintainer of an OU has the ability to create sub OUs below the one they manage. 

bd-controls.win.fnal.gov  A child domain of win.fnal.gov, contains OUs for the BEAMS Division control systems. The OU will be overseen by a BEAMS member of the W2K Migration Working Group.  

cdf-controls.win.fnal.gov  A child domain of win.fnal.gov, contains OUs for the CDF  control systems. The OU will be overseen by a CDF member of the W2K Migration Working Group.  

d0-controls.win.fnal.gov  A child domain of win.fnal.gov, contains OUs for the D0 control systems. The OU will be overseen by a D0 member of the W2K Migration Working Group.  

bss.win.fnal.gov  A child domain of win.fnal.gov, contains secure systems used by the Business Services Section The OU will be overseen by a BSS member of the W2K Migration Working Group.  

Hardware

The Windows 2000 design outlined by the W2K Migration group requires the purchase of numerous domain controllers. The domain controllers maintain the Active Directory and KDC’s used by Windows 2000. These systems fall in to the critical system category defined by Fermilab. Though the critical system document regarding these systems is in the design stage certain requirements are already defined:

1. The systems must be kept in a secured computer room or cabinet.

2. The systems must be easily restored from backup

3. Each DC will have a main system administrator and be registered in the sysadmindb.

4. Fermilab will only support a one tree domain. There will only be one top level domain with child domains located below it. 

5. The Windows 2000 Migration Working Group must approve the creation of a new child domain below  the FNAL Windows 2000 root domain. 

For more information regarding the specific hardware requirements of a domain controller see the W2K Migration Group document “Windows 2000 Child Domain Controller Hardware Recommendations”.

For more information regarding the specific system requirements of a domain controller see the W2K Migration group report- “Windows 2000 Domain Controller Critical System Plan”.

Users

Initial propagation of users and computer accounts in the FNAL Windows 2000 domain will be from the existing NT4 domains on site.  Extensive cleanup must be done by administrators in each domain before the migration can begin:

1. Non-existent computers must be identified. The CSPP requires that each system connected to the FNAL network be identified and an admin or contact for each system also be identified. No system will be added to the FNAL W2K domain without this information being stored in the Active Directory.

2. Inactive user accounts will be identified. Inactive accounts used by returning scientists and temporary employees will be migrated to the W2K domain. Inactive accounts left by terminated employees will not be migrated.

3. User Account conflicts resolved. Each username must be unique. Identical account names across NT4 domains will be resolved first by email address, then by kerberos principal.

4. New accounts will be added to the Windows 2000 domain by a central account system based on the CNAS database in the future. Until this system is in production new users in the Windows 2000 domain will be added by members of the Windows 2000 Migration group.

Administration

The Windows 2000 Migration Working Group will write a System Administrator’s Guide to provide designated domain and OU administrators with guidelines for managing domains and OUs. The guide will provide administrators with specific requirements for managing domains and OUs, but not infringe on the local administrators rights and needs. 

Timeline

Migration to a functioning W2K domain requires many steps. The simplest is actually the installation of the W2K domain controllers; the most complex and time-consuming is the upgrade and migration of desktops.  The migration is broken down in to 6 phases-

Phase I

Now

1) Begin to convert as many as possible NT4 desktops to Windows 2000 Professional

2) Identify Applications that need to be replaced or upgraded

3) Train users with W2K desktop environment

4) Identify desktops that can not run Windows 2000

5) Write Domain Policy document

6) Release Domain Implementation Plan as a draft

Phase II
August-September

1) Create the ‘win.fnal.gov’ and ‘fermi.win.fnal.gov’ W2K domains

2) Establish One-way trust between NT4 domains

3) Establish trust with MIT KDC

4) Define W2K domain only to accept authentication with Kerberos and NTLMV2 (Q239869)

5) Define OU structure

6) Establish a NT backup facility (fnalbkup3)

7) Test ‘clonepr’ utility to clone user accounts

8) Test feasibility of dsclient to provide NTLM-V2 authentication capability to NT4 and Win95/98/Me desktops.

9) Define domain policies

10) Release ‘official’ Domain Implementation Plan

11) Release Domain Policy document as a draft

Phase III
October-November

1) Begin migration of user W2K desktop system into W2K domains

2) Use clonepr tool to clone users ‘sid’ over to W2K

3) Upgrade and move some NT4 non-file server systems to the W2K domain

a. Fnalbkup2

b. NewPCkits

c. FESSGIS

d. Others(?)

4) Identify what desktop/servers can not be converted to W2K.

5) Release ‘official’ Domain Policy document 

6) Create Administration Guide (changing document over the migration)

Phase IV
October-December

1) Upgrade the key desktop systems that must run NT4/Win95/98/Me to use the dsclient 

a. Provide NTLM-V2 authentication so that these systems can communicate with the Windows 2000 domain

b. NT4 desktops that can not be upgraded will be added to the W2K domain

c. Use the Dsclient on NT4 desktops to provide additional Active Directory 

2) Upgrade NT4 file Servers to Windows 2000

a. Servers remain in the NT4 domain

b. Test and debug W2K issues for these servers

c. Upgrade to IIS5 

d. Turn off Mac file and print services

3) Test Windows XP (Kerberos authentication when not part of domain?)

a. This might provide an avenue for desktops that are not part of the W2K domain to authenticate via Kerberos (Home computers and special standalone desktops).

Phase V
December-March (2002)

1) Begin migration of W2K servers from NT4 domain into W2K domain

a. For file servers, user community needs to be in W2K domain

b. Global groups can be ‘cloned’ via clonepr utility

2) Provide proposals for replacing or solving the issues for the various non-upgradeable desktops/servers that were identified in Phase 3

Phase VI
September (2002)

1) Begin to Collapse and eliminate NT4 domains

The W2K Migration Working Group is working to hold to this timeline. Possible changes to the timeline can occur and will be reflected at http://www-win2k.fnal.gov
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