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Use GUMS to update grid-mapfile

grid-proxy-init T

VOMS VOMS

Attribute
Repository

Server
1 — Standard globus-job-run

Periodic sync withémapping rule/s/ z

. Site local
Validate
grid-
mapfile A&

proxy
Gate-

mkgrid-
mapfile

DN/FQAN
Mapping

Periodically update

keeper Server

‘ 2 - Queue

Batch system

Oct 23rd, 2006 Prima - Globus Meeting 3



PRIMA Callouts
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VOMS extended attributes

1 — Ask for VO role=R
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Plays nicely with SAZ
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Centralized policy management
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Authorization Architecture
Storage Resources

dCache
Gateway

gPLASMA
interface

FRIMA
module
{java)

4. HTTRS/S0AP Request: SAML Cuery:

Can user "Wikram Andem” with "YO=U35 CMS/Role=producton”
access this resource ?

7. HTTPS/SOAF Responss:

SAML Statement; Decision=Pearmit, with Obligations
Local WD = .., Group = .., HomePath = .., RootPath = _

5. HTTPS/S0AF Request:
SAML Query: Can user "Wikram Andem” with "w0=L15CMS/Fole=production”

access his resource 7

Storage Authorzation Service

(Augments authorization
response with storage service
specific instructions)
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GUMS Identity Mapping Swe.

[manages usar accounts on
resources, incl. dynamic
allocation)
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Authorization Interface
« SAML over HTTPS used for

— AuthorizationDecisionQuery

— AuthorizationDecisionStatement

* Protocol was extended with

— ObligatedAuthorizationDecisionStatement
--> can hold XACMLObligation constructs
« Extension proposed for inclusion in next version
of GGF SAML AuthZ interface
(note: XACML-over-SAML is now available)
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The Case for Obligations

PEP queries PDP for decision on service request
“Can subject X with role Z perform action Z?”

« Action Z may be a general type action, like execution of a
compiled program

« PDP has policies that govern exactly what files / memory and
other system resources the subject X may access under role y

« PDP thus replies with a “Yes, but” answer in the form of
“Permit action Z, but only if the obligations
localUsername=user01,
rootPath=/tmp/data/user01,
outgoingNetwork=no
can be enforced.”
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PRIMA Authorization Service

— general purpose XACML PDP, decision logic and
obligations defined only in XACML policy

—queries GUMS to retrieve additional obligations
(local user account to use)
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