Dear Vicky,

The Information categorization Committee you formed several months ago has
completed their deliberations and submits the following set of documents (attached) for
your consideration:

- A proposed lab policy about Protected Personally identifiable information
(Protected PII);

- A proposed set of lab procedures for dealing with this Protected PII;

- A proposed set of training slides to be viewed by all employees and users about
the new PII policies and procedures;

- A proposed further lab policy about general rules for information categorization
and handling.

In summary, these documents provide:

- aprecise definition of what information is considered by Fermilab to be Protected
P11 and therefore require special handling;

- apolicy about handling Protected PII that is consistent with DOE guidance;

- aset of procedures for dealing with Protected PII required for lab business. In
particular we considered two types of PlI: that requiring network access; and that
which can be restricted to only local access;

- training material for general users that basically tells them what Protected PII is
and tells them that they must remove it from their computers;

- afurther general policy dealing with other categories of sensitive information
putting the responsibility on the data owner to appropriately categorize and
protect the data subject to some general guidelines.

Should you concur with the basic content of these documents, the following steps will
need to be taken:

- review these policies and procedures with senior lab management and DOE site
management;

- present the policies to division and section heads (presumably at scheduling
meeting);

- formally issue policies with an implementation date;

- appoint division/section privacy representatives and constitute standing lab
privacy committee;

- provide mechanism for all employees and users to view training material and sign
required statement;

- Bring current caches of PII into full compliance with new policies.

Please let us know if we can help you in any way to carry out these steps.

Irwin Gaines (on behalf of the full Information Categorization Committee, membership
list attached)



