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High Energy Physics collaborations are international and can be quite large, with thousands of physicists participating.  These collaborations provide their scientists with a collection of software and services, some of which are security sensitive.  These collaborations also use an international collection of computing facilities to get their work done.  Fermilab faces the problem of securing its own facility while preserving its usability.  Because what is not organized cannot be secured, Fermilab has become experienced  helping collaborations assume proper roles and responsibilities with respect to security, and has helped develop technical infrastructure to implement  security practices.

Fermilab deals with this problem with extensive operational planning and execution as well as skillful deployment of technical controls. Operational design has paramount importance. Key importance is the proper decomposition of the problem assigning responsibilities where they are best handled, and then defining the trust expected by relying parties. Experiments with infrastructure are increasingly viewed as full-fledged entities, which have primary responsibility for their aspects of the problem.  Small teams and individual investigators with simple infrastructure are handled in a light weight way.

To secure its open science program, Fermilab has a program of work that includes; Helping to Organize and educate experiments and the users community; X509 extentions to document roles within an experiment; Developing workflow software that allows experiments to assign roles to their users in an efficient and maintainable way; Developing a model Service AUP for experiments needing to operate security-sensitive middleware; and developing automated workflow and management systems for security issues that interact with local and remote users on an equal footing.

No matter how well developed practices may become, large facilities must concede that at at any given moment some number of their users might have a compromised computer systems.  Fermilab is experienced in implementing technical protections when interoperating with assumed  untrusted machines.

Fermilab proposes  to bring its expertise in the area of  security for Open Science to the Great Lakes Consortium for Petascale computing.
