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Networks/NOA
NOA.Strategic Goal - The strategic goal for the network operations & administration effort has the following components:

· Ensure the facility network functions at the highest level of reliability that is economically justifiable
· Upgrade the facility network devices & services infrastructure to keep up with technology evolution, including timely replacement of obsolete devices & servers.
· Keep the core network’s bandwidth & switch fabric capacity significantly greater than anticipated need
NOA.Tactical Objectives for FY08 - The tactical objectives for the network operations & administration effort for FY08 are:

1. Operate the facility network at a very high level of reliability, with minimal disruptions to normal operations and quick resolution of problems & trouble tickets.
2. Maintain the general facility network device infrastructure.  Scope includes routine expansion of existing infrastructure and routine upgrade of hardware & software to keep pace with technology.
3. Provide necessary support, in a timely manner, to the Laboratory’s computer security efforts, including incident handling effort and enhancements to security-related tools.
4. Enhance device and service monitoring capabilities to provide meaningful reliability metrics 
5. Phase out obsolete network device types, including Catalyst 5000, Catalyst 2924s,  Cisco 4000s, & hubs
6. Ensure self-sparing & vendor maintenance coverage is comprehensive and current.
Networks/NOA/General Operational Support
· Activity type:
Ongoing 

· Timescale:
Continuous

· Milestones:
------


· Metrics
Device & network service availability times – target = three 9s  

Networks/NOA/Routine Network Upgrades
· Activity type:
Ongoing 

· Timescale:
Continuous
· Milestones:
------


· Metrics
# of 1000B-T ports – target is (50)%
Networks/NOA/Computer Security Effort
· Activity type:
Ongoing 

· Timescale:
Continuous

· Milestones:
------


· Metrics
------
Networks/NOA/Legacy Device Replacements
· Activity type:
Continuing 

· Timescale:
Complete:  December, ‘08
· Milestones:
Replacement of 2924s -  December, ‘08;  

Replacement of 5500s – December, ‘08 


· Metrics
Number of 2924s replaced – target is 4/month
Number of hubs replaced – target is 4/month

Networks/NOA/Maintenance
· Activity type:
Ongoing 

· Timescale:
Continuous

· Milestones:
------


· Metrics
------

Priorities: Support for the operational and administrative effort necessary to keep the facility network functioning at a high level of reliability is the top priority.  The M&S component of this effort could be trimmed, but at the risk of not having the necessary switch ports available for network connections.  There would also be the potential longer term impact of the network facilities falling behind the path of network technology evolution, necessitating greater expense in later years to remedy an obsolete infrastructure.  Retirement of legacy devices could be reduced or curtailed.  However, most of the M&S component for that effort has already been procured, and savings would largely be in personnel effort at the expense of leaving new equipment sitting on the shelf.  Maintenance contracts & self-spare procurements are considered high priority items, but could be cut if the risk of reduced or disrupted network service for short or extended periods is determined to be acceptable. The Laboratory’s off-site network connectivity is dependent on these services.
Staffing:  In FY08, we expect the level of effort for network operations and administration to remain at roughly the same as in previous years.  Historically, reduction in personnel effort from automation efforts & new tools gets offset by deployment of new technologies, or new requirements.  In the past and coming year, computer security ST&E requirements have added significant new effort.  Two major projects, the WH Fiber-to-the-desktop project and a new wireless management utility, are expected to significantly reduce operational support efforts for WH networks and the wireless LANs, respectively, particularly in FY08, after the projects are completed.  One area of continued inefficiency is the necessity of providing our own administrative support for our growing number of monitoring & tools/utilities systems.  0.5 FTE’s worth of administrative support in this activity would help us to more effectively utilize our staffing skill sets in other network activities.
Change control: 

Changes or delays in deployment of other NOA sub-activities should have minimal impact, and only need approval of the Network Section Head. 
Risk Assessment:

1. Inadequate effort or support in maintaining the general facility network operations runs the risks of more frequent disruptions, longer trouble ticket response times, or general degradation in the quality of network service.  However, the general network will continue to function, albeit potentially in somewhat degraded mode.
2. Inadequate effort or support in maintaining the general facility network infrastructure runs the risk of not having adequate or appropriate network capacity or facilities (ports) available.  As above, however, the general network will continue to function, even if individual requests for network access are not fully met.
3. Network support for computer security efforts are considered to be a top priority.  It is assumed that no significant curtailment in support for computer security is envisioned.
4. Current monitoring capabilities are adequate, and could be sustained without significant additional M&S or effort.  One of the major strategic directions for network support is increased reliability, which does necessitate additional expense & effort in network monitoring.  There is also a risk that the network grows and network technology evolves, the current monitoring infrastructure will prove to be inadequate.
5. There is reasonable flexibility in scheduling the phase out of obsolete equipment & technology.  However, this can have impact on computer security support for the network infrastructure, and either limit or at least make it more difficult to properly support facility computer security requirements & needs.
6. Maintenance contracts on specific network devices could be dropped, and replaced with self-sparing & replacement/repair exchange.  The major risk with following this course is that software maintenance is lost, and must be individually contracted for.  This is likely to be unacceptable risk from a time delay perspective in situations where security vulnerabilities are involved.
Resource Summary: Details are found in the activities entered in the budget request.  

M&S

	Item
	Comment
	Dept
	Activity
	$ Amount
	Eq/Op

	General operating M&S

	Need Throughout Year
	CNCS
	Site Networking/ Operations/BSS
	$9K
	Op

	General maintenance contract

	Renewed in ‘08
	CNCS
	Site Networking/ Operations/CORE
Arcsight Maintenance
	$15K
	Op

	General maintenance contract

	Renewed in ‘08
	CNCS
	Site Networking/ Operations/CORE

Openview Maintenance
	$4K
	Op

	General maintenance contract

	Renewed in ‘08
	CNCS
	Site Networking/ Operations/CORE

QIP Maintenance
	$9K
	Op

	Cisco maintenance contract
	Renewed in Feb., ‘08
	CNCS
	NOA Software & Hardware maint.
	$280K
	Op


Personnel
One-half FTE worth of sysadmin support is requested to alleviate the sysadmin effort being expended by Network Analysts, whose skill sets are much better spent on network-related effort.
	Skill
	Job Grade
	Activity
	Need-by

	SysAdmin support (0.5FTE)
	CP4
	Network Operations & Admin
	Oct 1, 2008 – Sept 30, 2009



































