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Grid Security
Strategic 
Mission

To cause a body of grid software, 
business methods and 
deployment community to 
emerge that is broadly 
accepted by the FNAL site and 
FNAL experiments. 

Grid
Strategic

Plan

To measure 
progress made 
attaining this 
goal. 

To assess and 
measure the 
acceptance and 
effectiveness of 
these 
techniques.

Are we
working
in our 

Mission??
Is it

complete???
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Grid Security-Related Activities

● Software Security Awareness (EB)
● Open Science Enclave Working Group 

(EB)
● OSG Security (MA)
● VO Services (GG)
● Pilots & gLExec, End-to-End Security (IS)
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Grid Strategic Objectives
● Provide a grid services platform including 

services which are contributions to the 
OSG  and help Fermilab achieve its goals. 
Special attention should be paid to 
implementations compatible with the 
infrastructure as outlined in the CMS 
Computing Technical Design Report 
(CTDR).

● Collaborate with external projects in the 
development and deployment of these 
grid services and grid tools.

● Work towards interoperation between the 
national and regional grids that Run II 
and CMS worldwide collaborations 
depend on– in particular the EGEE and 
OSG. 

● Increase visibility as a leading member of 
the national production grid facility (OSG) 
used by all Fermilab scientific groups. 

VO Services (PRIMA, 
GUMS, VOMRS), ReSS
gLExec, gPlazma 

GUMS (BNL), 
AUTHZ (ANL, EGEE),
gLExec (NIKHEF)
End-To-End Security (UWMad)

AUTHZ, gLExec

All
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Grid Strategic Objectives
● Maintain and develop relationships and 

collaboration with sites, software 
contributors, committees and other 
bodies  sufficient to increase the usability 
of grid infrastructure integral to the FNAL 
mission. Special attention should be paid 
to the needs of the DOE environment. 

● Successfully fill designated OSG roles: 
such as the OSG Executive Director, OSG 
Security Officer, OSG Users Group 
Coordinator. 

● Operate and support a robust, effective, 
local production grid facility which 
supports the scientific program of 
Fermilab.

SAZ (VO Services),
OSE Working Group,
Software Security 
Awareness

OSG Security

VO Services, gLExec, 
gPlazma,
End-To-End Security,
OSG Security
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Grid Security Activities

● Software Security Awareness (EB)
● Open Science Enclave Working Group 

(EB)
● OSG Security (MA)
● VO Services (GG)
● WMS, glExec, End-to-End Security (IS)
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Grid Security
Tactical Goals

● Provide OSG Security Officer, who 
oversees the security tasks in the 
OSG and does many of them.

● Mine will present this work

● Provide appropriate security 
environment for the Fermilab OSE.

● OSE Working Group

● Increase ability to reason about 
grid security issues in the staff.

● Software Security Training

● Investigate tools to assess the 
overall security status of the OSG, 
building on FNAL expertise in 
these tools. 

● Mine will present this work

Grid
Security
Tactical

Plan

Do the security
activities work 
toward these

goals???
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Software Security Awareness

Goal: Increase ability to reason 
about grid security issues in the 
staff.

Stakeholders: Anyone 
associated with a Grid Service (User, 
Admin, Site, Grid...)

Effort: Minimal (< .05 FTE)

● Investigate further external 
software security training

– BNL recommendations

– CST recommendations

● Investigate internal software 
security training, discussions

– Starting discussions with 
CST

Are there other
items to

include here???
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OSE Working Group

Goal: Provide appropriate security 
environment for the Fermilab OSE.

Stakeholders: CST, FermiGrid

Effort: ~ .25 FTE

● Continue weekly meetings 
(Mon, 11 AM)

● Finalizing OSE Security Plan

● Current docket of topics to 
discuss

– http://cdorg.fnal.gov/grid/ose/

● Improve process supporting the 
lifecycle of docket items 
(Accumulation to the resulting 
Action Items and their possible 
follow through)Should this 

activity be more
formalized???

http://cdorg.fnal.gov/grid/ose/

