Purpose of this document: Addendum to the master design document describing the Centrify DirectControl integration for the MAC Project. 
Written By Ron Allmand (Centrify)

Modified By Ben Segbawu ( Fermilab) 

Last Revision Date 04/17/2008
Initial Design - performed between April 7th and April 11th, 2008 by Centrify Professional Services in conjunction with the FERMI Project Integration team.

Update CMDB - Centrify Professional Services recommends updating the Change Management DataBase that contains an inventory of in-scope Mac systems to the FERMI intranet. (This could also be a simple spreadsheet that is locally populated). This update should include the hostname, IP address, the date DirectControl was installed, the name of the Zone the machine joined, the date the machine was joined, date the users and groups were tested for access, and any notes. Additional fields may include the name of the user who performed each major action and the specific time (HH:MM) the action was performed.

Add DirectControl to trouble ticket system - The FERMI trouble ticket system should be updated to include DirectControl issues as a new category. Tracking issues and resolutions will allow the FERMI Project Integration team to build an internal support knowledge base that will expedite technical issue resolution of real and perceived issues. It is important to document early and often the issues that you enofounter and are able to resolve. The Centrify Support Team is also ready to assist you via phone or email to which you can create tickets for resolution. [support.us@mail.com ].

Reconcile the existing accounts in discussions this should not be an issue for any Mac user population. As there is not a manual import process. 

Deploy to all workstations – The Mac Workstations will have adclient loaded onto each of them. Centrify Professional Services recommends installing DirectControl, and Centrify’s build of OpenSSH across all servers/laptops regardless of environment, and then waiting an arbitrary amount of time. This reduces the number of perceived issues that inevitably happen during software rollout. As the software will only be installed but not running, project personnel can quickly troubleshoot any perceived issues around application compatibility and/or account lockouts.

Soak and monitoring - help desk personnel should be provided specific troubleshooting steps to monitor and resolve any perceived and legitimate issues that arise during the migration of the Mac workstations. Centrify Professional Services recommends that FERMI personnel note any issues that are observed during this time to provide a list of common issues and their resolutions to help desk or project support staff. During this time, the DirectControl deployment team will be responsible for resolving technical issues and updating the trouble ticket system.

Identify initial users - a small subset of users on the initial set of workstations should be identified as the first group of accounts to be migrated and tested. These users should be invited to participate in user training and also given specific test steps to perform to assist in validation. The first recommended group will be the Zone Admin team and possibly some members of the Project Integration team. Once their testing is complete they will move to the next round which will include a small set of users they are in clear and constant communication with. Once all of the initial testing is done a decision will be made to communicate specific dates and time ranges for full-scale Mac workstation deployment with documented processes.

Prepare and deliver training - Centrify Professional Services strongly recommends FERMI staff develop and deliver training for end users, technical support personnel, and account fulfillment personnel. This internal training will help new team members quickly come up to speed and also help with the resolution of technical issues.

Notify users of migration - for each environment being migrated, Centrify Professional Services recommends notifying all migrated users on all migrated workstations in advance of the migration. This notification can take the form of an email, voicemail, meeting with project personnel or management, or any other logical combination. This notification is recommended to reduce the initial number of account lockouts caused by users continuing to erroneously use their old password on DirectControl migrated workstations. The MAC Admin team will handle the communication and the adjoin process for all of the MAC Workstations and Laptops.

Revise Documentation - during the initial 15% (rough estimate) of laptops/workstations have been completed, documentation for any issues and the resolution should be consolidated and user training materials or knowledge bases should be updated to reconcile any defects and implement improvements. 

Transitioning the Project - After the project has been deployed there will be a focus on transitioning the business operations to a standardized ITIL process and strong guidance to follow the DOE Security Compliance regulations.

Here are some specific representations of the MAC Project Zone Design.
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In the figure above a general representation of OU structure is captured showing most of the critical high level OU’s. The area in blue is the new path that will house a lot of the Centrify DirectControl and Zone data. This is the first step of the integration for Mac machines which is setting up the existing infrastructure to accommodate the new service connection points that allow for stronger corporate automated administration.

In the figure below, we have added an OU for future ease of filtering group policies, but the extra OU [TBD] will not be deployed in the initial Mac migration. You will note the service connection points for each machine, users, and group.
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The final overview of the Mac Zones will look like the graphic representation below; you will note the naming of the zones to be similar to the actual business functionality by divisions within the infrastructure. This will represent the completion of the MAC Project. 
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Installation of  Centrify Software. 

This are the screen Shots For Installing  Centrify, Creating Zones and Adding Users / Computers to Zones

Install:
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For the first Zone this is unchecked for subsequent Zones this will be checked and the mac  gen zone will be selected
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this is where we stopped because there needs to be a discussion of using the uid gid from CNEAS and how it will get updated / cleaned up.

