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Fermilab operates a petabyte scale storage system, Enstore, which is the
primary data store for experiments' large data sets. The Enstore system
regularly transfers greater than 15 Terabytes of data each day. The goal of the
monitoring implemented to support this facility, is to provide sufficient high quality
monitoring to -
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Insure data inteqgrity.

Enable problems to be quickly and efficiently located and solved.

Enable users to monitor progress of their requests.

Provide information to be used to predict future needs (tapes, tape drives...)
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To accomplish this, monitoring of a wide-variety of components is done -

Enstore software and transfer status
Volumes and Automated Tape Libraries aadn
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Networks

(mostly automated to generate alarms)
Transfer rate — simulate a real transfer
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for several different roles -

Users UDP network monitoring
Administrators Network rate

Developers

Site system operators

Managers

* Used by admins , managers Enstore Server Status

Browght To You By : The Inquisitor
Last updared : 2004 -Sep-16 15:21:06

‘Home ‘System ‘Servers ‘Encp ‘Help ‘

Security

(automated to generate alarms)
State of write tabs on tapes — augments security of data
Time synchronization

CDFEN: Enstore for the StorageTek Silo

Shortcuts

CDF-9940B.library_manager |CDF-Migration.library_manager | TST-9940B.library_manager |cdf.library_manager |null.library_manager

Check for open LISTEN sockets— part of security checks R — oo s
Name Status Host Date/Time  Last Time Alive
accounting server alive cdfensrvo 2004-Sep-16 13:20:35
alarm_server alive cdfensrv2 2004-Sep-16 15:20:27
drivestat_server alive cdfensrv 2004-Sep-16 15:20:45
event relay alive cdfensrv2 2004-Sep-16 15:20:56
file_clerk alive cdfensrv() 2004-Sep-16 15:20:42
info_server alive cdfensrvi) 2004-Sep-16 15:20:50
inquisitor alive cdfensrv2 2004-Sep-16 15:21:06
log server alive cdfensrv2 2004-Sep-16 15:20:54
_ volume_clerk alive cdfensrv  2004-Sep-16 15:20:39 * Use d by ad m | ns
I ratekeeper alive cdfensrv2 2004-Sep-16 15:20:52
* ﬁ * Used by users’ admlns’ Operato rS * * Used by users’ admlns’ stk.medl[:_changer alive cdfensrv4 2004-Sep-16 15:20:47 o ]
_ _ _ _ develo pers CDF-9940B.library_manager alive : unlocked cdfensrvd  2004-Sep-16 15:20:31 Current transfer aCt|V|ty IS useful to
G IveS I m m e d Iate VI eW Of Syste m aS a Ongoing Transfers 10 Pending Transfers 470 Full Queue Elements

administrators for quick problem
location

Reading IA7324(cphysr) using 99408 1 3.mover from fedfdata020 by root
Writing IA6473(jged0g) using 9940B22. mover from fedfdata004 by stager

Request queues monitored for a more
d etai I e d VIeW Of p ro b Ie m S by ad m i n S Read%ng 1A254] l’gj:tZ{}d} LES%ﬂg 9940823 . mover fr0111 tedfdata088 by root
Reading IAT373(gjtd0d) using 99408 18. mover from fedfdata087 by root

Reading 1A2943(gjt40d) using 99408 1 7.mover from fedfdata093 by root
Reading 1A 1313(aphysr) using 99408 14.mover from fedfdataO17 by root
Reading IA23508(gjt20d) using 99408 20.mover from fedfdata095 by root
Reading I1A2904(gjt20d) using 9940B 15. mover from fedfdatal05 by root
Reading [A2462(gjt20d) using 9940B 1 2.mover from fedfdatal06 by root
Reading IA2875(gjtH0d) using 99408 16.mover from fedfdata096 by root
Pending read of [A 1313 from fedfdata018 by root [VOL_BUSY]

Pending read of [A1313 from fedfdata0 18 by root [VOL_BUSY]

Pending read of TA2508 from fedfdata 100 by root [VOL BUSY']

whole, problems result in automated
pages of administrators

Pending read of 1A 2508 from fedfdatal08 by root []
Extra Queue Rows (410)

alive : unlocked

cdfensrv4
0 Pending Transfers

2004-Sep-16 15:20:54
0 Full Queue Elements

CDF-Migration.library _manager

Ongoing Transfers

‘Hume ‘System ‘Servers ‘Encp ‘Help ‘MRSS St(}rage Status At-A-Glance

Brought Te You By @ Enstore
Last ppdated : 2004-Sep-16 15:12:12

cdf.library_manager alive : unlocked 2004-Sep-16 15:20:54

Ongoing Transfers 0 Pending Transfers 0 Full Queue Elements

DOEN: Enstore for the DO/Runll AML/2

99401.mover alive : IDLE fenmyrla  2004-Sep-16 15:20:31
99402. mover alive : IDLE dfenmyvr2a 2004-Sep-16 15:20:38
Overall Status 99403.mover alive : IDLE cdfenmvrda  2004-Sep-16 15:20:39
E t 9940B11.mover alive : busy writing 207,138,863 bytes to IA6366 cdfenmvrlla 2004-Sep-16 15:20:46
n S O r e 904081 2.mover alive : SEEK cdfenmvrl2a 2004-Sep-16 15:20:39
@ cnstore @ ADIC AML/2 9 alarms 9940B13.mover alive : busy reading 1,052,882,706 bytes from IA7324 cdfenmyrl3a 2004-Sep-16 15:20:28
@ D0 Mezzanine Powderhorn / (S ome automate d to g enerate al alms, 9940B14.mover alive : busy reading 1,067,452,598 bytes from IA 1313 cdfenmvrl4a 2004-Sep-16 15:20:39
. 9940B15.mover alive : busy reading 718,129,226 bytes trom [A2904 cdfenmvrl5a 2004-Sep-16 15:20:51
Oth e rS ad m I n S WatC h) 9940B16.mover alive : busy reading 712,707,773 bytes from [IA2875 cdfenmvrl6a 2004-Sep-16 15:20:27
n s 1 1 : 9940B17.mover alive : SETUP cdfenmvrl7a 2004-Sep-16 15:20:27
Enstore Individual Server Status Status-at-a-Glance- gives single view of system state s e iiscate ST TINEST O o snassisniniion
9940B19.mover alive : IDLE cdfenmvr19a 2004-Sep-16 15:20:27
Servers Library Managers Media Changers Re ques t queues 9940B20.mover alive : busy reading 741,232,289 bytes from IA2508 cdfenmvr20a 2004-Sep-16 15:20:43
@ Alarm Server @ Configuration Server @ D0-9940B.library_manager @ aml2rl.media_changer S e rV e r‘/M O V e r S tat u S 9940821.mover alive : busy dismounting volume [IA7574 cdfenmvr2la 2004-Sep-16 15:20:47
:F“em i :Eﬂe SN : ”“;”C;'“bm}'—’“mg“ ® sticmediy shavger 9940B22.mover alive : busy writing 1,472.916,751 bytes to [A6473 cdfenmvr22a 2004-Sep-16 15:20:36
nquisitor ogger samlto.library_manager - T ey
e 8 S Ll Transfer histo r'y— succes sful and error 9940B23.mover alive : SETUP cdfenmi23a. 2004-Sep-16 15:20:29
@ samm2.library. manager . . Ill;l]l.med.la_c]:lal:lger not monitoring cdfensrv4 2004-Aug-12 16:16:03
i Current Enstore confi gu ration TST-9940B.library_manager not monitoring cdfensrvd  2004-Aug-12 16:16:03
. . L. null.library_manager ‘not monitoring cdfensrvd 2004-Aug-12 16:16:03
Movers Active alarms— work list for administrators recycle library_manager not monitoring cdfensvé 2004-Aug-12 16:16:03
@ 994004.mover @ 994007 mover @ 994009 . mover @ 99401 1.mover . . tﬂﬁt-]l[ll‘ﬂrj’_ﬂlﬂllﬂ.gﬂ not monitoring cdfensrvd  2004-Aug-12 16:16:03
i@ 994012 mover @ 994019 mover i@ 994020, mover @ 994023. mover L O g f I I e S - a.va.l I a. b I e O n We b fO r a.C C e S S a n d S e a. rC h 994010.]]10\’61‘ not monitoring cdfenmvrlOa 2004-Aug-12 16:16:03
@ 994024 mover @ 994025 mover @ 9940B 26.mover @ 9940B 27 .mover . . 99404. mover ‘not monitoring cdfenmvrda  2004-Aug-12 16:16:03
i@ 9940B28. mover @ 9940B29.mover @ 9940B30.mover @ 9940B3 |.mover U S e r f I I e S t r a n S fe r r I n g O r q u e u e d 99405.mover ‘not monitoring cdfenmyvr3a  2004-Aug-12 16:16:03
L ey 1 e g : : 5] s e
" ] i @ 9940B33. mover @ 99408 34.mover @ 9940B35. mover . 99406.mover not monitoring cdtenmvréa  2004-Aug-12 16:16:03
{our 4 repair) D ! . . X e
@ 9940B36.mover @ 9940B37.mover @ 9940B38.mover @ 9940B39.mover S I Z e O f P N F S d at a' b aS e S W'm‘wﬂr not monfmrf.ng CZ;E“““‘T;E 3&-:“5‘:2 :zizgi
i@ 9940B40. mover i@ 9940B4 |.mover i@ 9940B42. mover & 9940B43 . mover . . 9 ms__ Sliadils pRELmOHECHRg SRESTHTNESS. = HEg- s
“ 9040B44 . mover 'ﬂ 0040B45. mover “ D21 ALTO.mover i D21BLTO.mover E n S to re I O g f I | e S I Z e m.mover not monitormg cdfenmvra 20[)4—Aug—12 16:16:03
@D2ICLTO.mover @ D21DLTO.mover @ D30ALTO.mover @ D30BLTO.mover null3.mover not monitoring cdfensrv3  2004-Aug-12 16:16:03
@ D30CLTO. mover @ D31ALTO.mover @ D31BLTO.mover @ D31CLTO.mover nulld.mover not monitoring rip10 2004-Aug-12 16:16:03
i@ D31DLTO. mover @ D3IELTO. mover i@ D3FLTO. mover i@ DI3EM2 mover . .
@ DI3OM2. mover @ DI42M2. mover @ DI43M2.mover ‘HUI’I]E ‘S}'Stem ‘SEI’VEI’S ‘EHCP ‘HEIP EHCP HIStOF:V Legal Notices
Browght Ter You By : The Inquisitor
DOEN: Enstore for the DO/Runll AML/2 Last ypdated :2004-Sep-16 16:11:32
ﬁ ﬁ USEd by USETS, admlnS, developers Network Transfer Drive . Overall
Ti Nod User/Storage Mover Bt Vol Rat Rat Rat Disk Rate Tk
. . . . me e Yies ojame ate daie daie daie
Grou Interface (MB/S)
Transfer history monitored to identify transfer , P o oainie (N Rme LS
n etWO rk 1 a n d d rlve p ro b |e m S ?g?iﬂ%lé dOcs132 sam/D0 dOenmvrba Q80863012 (1) from PRNSO8SL1 |[5.37 i B 283 5.37 3.87
?6' i 1'26: e d0es078 sam/D{} dlenmvrd8a 697934468 (2) from PRO270L1 |4.57 4.57 47 4.57 3.81
fﬁ- L1: 15_16 dObbin-ens sam/D(} dlenmvr38a 44045658 (3) to PRS646 13.1 5.56 41.9 13.1 0.293
* * Used heaVIly by admlns, and by developers ?6_“_”46 dOsrv0 17 sam/D( dlenmvr36ta 434606302 (4) from PRS421 19 19 46.9 19 18.4
and managers 20109
. . g . o ?6' | l'DS_ ta fnd055 sam/D() dlenmvrd la 1128940587 (5) |from PRS615 8.09 2.09 409 8.09 6:42
Active alarm page is the work list for the administrators T
16:1 l'ﬂﬁj d0mino-g4 sam/D(} denmvrdSa 494191458 (6) from PRS 190 9.65 9.65 372 Q.65 6.71
‘Home ‘System ‘Servers ‘Encp ‘Help Enstord Active Alarms e #
Biought To You By : The Alarm Server 16:11:02 fnd060 sam/D{} dlenmvr2&a 1136561409 (T} from PRS618 7.61 7.61 479 7.61 s
CDFEN: Enstore for the StorageTek Silo Last updated : 2004-8ep-17 11:51:48 i .
2004-09-16 .
Previoamihermis tay slahe Hlsplayed. 16:10:51 dOmino-g5 sam/D 0 dlenmvrdSa 23163025 (8) to PRO36TLI 4.06 29 41 4 (6 272
And a volume audit. . . .
2004-09-16
S d0srv018 sam/D0 dOenmvr36a 53090441 (9)  |from PRS421 26.1 26 62.7 26.1 20 Current co nflgu ration Obtalned th ru CLI
. Ticket o
Key Mme | Node [PID [User [Severity | Process Error Genenated et d0srv020 sam/DO d0enmvr36a 417314297 (10) |fromPRS421  |9.39 9.39 34.2 9.39 4.84 not web page.
(last) (Condition/Type) Information 16:10:40
I2004—Sep—16 I I I EW—M dOmino-g6 sam/D dlenmvrd3a 532713221 (11) from PRS 187 8.68 8.67 40.5 5.68 3.85
[ 1095350847.64 (‘%‘ﬁi_m cdfensrvd 28558 |enstore |W (1) VOLSRV NOACCESS ,{L:‘E;;;;'l}“}bel': 16:10:36 . .
SRR User files list not referenced, users go
2004-Sep-16 16:10:30 d0mino-g2 sam/D{) dlenmvrdda 327166779 (12)  |from PRS194 10.2 10.2 447 10.2 10.1 .
I 1095350847.92 LL;’E;EM cdfonsrvd-||[18522 ||custore ||[EX(1) 9940BLM f:)j’:::ﬁ;;;?fgiﬁj?ggég‘;d {'text: {1} Str al g ht to q u e u e S .

11:07:27)

2004-Sep-16

I 1095388406.14 |21:33:26
(2004-Sep-16

21:33:26)

cdfenmvrl2a 15793 |root Wil ALARM CLIENT |Swap_utilization between 20 and 30% {'text: "}

2004-Sep-17

I 1095433632,18 |10:07:12
(2004-Sep-17
10:07:12)

DATABASE TOO BIG: GI - 2331

cHET B | SE0 | ront S| S MB, exceeds 1700 MB and is growing

ALARM_CLIENT {iext: "}

Alarms may be cancelled by selecting the alarm(s), pressing the Resolve Selected button and then reloading the page. All alarms may be cancelled by pressing
the Resolve All button.

Resolve Selected Resolve All Reset
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‘ Hardly used at all, took much effort Don PetraViCk - Fermilab

to implement and make stable Michael Zalokar - Fermilab

Hardware/Firmware
(mainly automated to generate alarms)

* Used by users, admins
Used Slots

_ ) STKEN CDFEN
Node configuration — | e —Tearee s | o
Status of raid disk 5 T ; |
: ADIC Automated e '———’ %J L——‘ L——5
NOde CPU/Memory |nf0rm ation _ Silo 0.0 Silo 1.0 Silo 1.1 Silo 0.0 Silo 0.1
Tape Library
System event log :
Volume/Library
Voltages — baseboard, processor | _ —— Blank
Fan speeds — processor (mainly monitored by administrators) an
i i Tapes in
Temperatures — baseboard, processor Library Quota/experiment/type Ropbot
Console logs Cleaning tape status | Total
Rate of blank tape usage— per experiment and per type Tabes in
Empty slots in automated tape libraries Ro%ot
Failed tape drive transfers \ ;
Auto m ated t ape ||b rary Iog S . CDF-9S:4{IB.ch TotTapc!wUsed=6561 (9‘?4?26.69) TapcsBla.l:lk=535
* * **U%d by everyone Tape Drives— serial #, type, firmware version maea;m
| Sl Volume information
ENTV is a realtime monitoring . Volumes with too many mounts
' - Volumes with errors
rogram graphically representin :
Prog grap y _p J Volume inventory
the movement of data into and out of Volume Label Read random files— part of data integrity checks |
Enstore. Itis the single most used /

monitoring tOOI %_nm * Used by users, admins

provided. Used to plan new purchases
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Y ransfer
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Individual tape drives

PRS630

PRN523L1
Q00141
1111 MBSS

000117

_ _ _ / T il |A5473
Animated directional flow of data TR 5’
fedfdatalos _ ' 142100 HAVE_BOUND
i_ fedfdata0s?
i fedfdata0s?
1A1731
fedfdatatss
: : 7 fedidatalor * . -48.5
User nodes accessing files on tape B TN N — Ha0c: Read

Transferred to user

| —Read from tape

% transferred to user

L — Network rate (-' for read)
Time In state

— In memory to be sent to user

i fedfdatal0n
" fedidata0og

— icdidataios

< fedfdata0gs el . 1A2101

" icdidatai0s

— icdidatal 10

|A2045

*** Used by users, admins, developers, managers

Metrics

(monitored by administrators) Total User Data on Tape (Cdfen, DOen, Stken) : | 1884.795 TB '
Total user data on tape

Bytes written/day = F e e e e Conclusion
Bytes read/day W T e The monitoring of the Mass Storage
per Experiment use of the system D |~ Systems at Fermilab has been a great
:):?\?szilirlifiz(:tli\/c;aysnapshots “:.::m_i::““" | success. Users, administrators,
Mounts/day | TEEEmEmmmmm——— L operators, developers, and managers
Instantaneous rate of transfers '"°e° | make use of this monitoring to do
gf‘;E‘;pO??rzi b execution S G D T problem resolution, maintain data
integrity, follow file requests, and
] 5 AR D IR SN AR | plan for future needs, both in the long
o] i - | term and the short term. Future
o ;| improvements to the monitoring
m .l ”I |II ‘ Ef::: should include the ability to easily
[ H| | 1 | LR | . Lr;a;:rk the progress of a single job by a

0 ! I ! B B B
04-08-14 04-08-21 04-0B-28
Date (year-month-day) Date (year-month-day)



