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Control Systems for IT Experts
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Control System Safety System



Security for Controls Experts
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Security is as high as the weakest link:
►Attacker chooses the time, place, method
►Defender needs to protect against all possible attacks

(currently known, and those yet to be discovered)

Security is a system property (not a feature)
Security is a permanent process (not a product)Security is a permanent process (not a product)
Security cannot be proven (phase-space-problem)
Security is difficult to achieve, and only to 100%-ε
►YOU define ε as user, developer, system expert, admin, project manager

BTW: Security is not a synonym for safety



Overview
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Inheriting IT Standards
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standard
desktop PCs



(R)Evolution: The Past
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No (R)Evolution in Security (1)
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“Office IT” “Controls”
System Life Cycle 3 – 5 years 5 – 20 years

Availability scheduled 
interventions OK

24h / 7d / 365d
interventions OK

Confidentiality high low

Time Criticality delays tolerated critical

Security Knowledge exists usually low

Intrusion detection standard …no signatures…
DHCP standard Fixed IPs in hardware 

configurations
Usage of wireless frequent increasing use

configurations



No (R)Evolution in Security (2)
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“Office IT” “Controls”

Patches & Upgrades frequent infrequent or impossible

Changes frequent, formal & 
coordinated

rare, informal & not always 
coordinated

Patches & Upgrades frequent infrequent or impossible
(needs extensive tests) 

Antivirus Software standard rare or impossible
(might block CPU)(might block CPU)

Reboots standard rare or impossible
(processes will stop)

Admin Rights to be avoided needs to run controls 

Password Changes standard rare or impossible
(password “hardwired”)

g
processes



Inheriting IT Vulnerabilities
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standard
desktop PCs



The TOCSSiC
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COTS Automation Systems are without 
security protections

Target Device(s)

security protections.
►Programmable Logic Controllers (PLCs), field 

devices, power supplies, …
►Security not integrated into their designs

Teststand On Controls System Hub 100Mbps

Switch 1Gbps

Teststand On Controls System
Security at CERN (TOCSSiC)
► “Nessus” vulnerability scan

(used in Office IT)

Hub 100Mbps

(used in Office IT)
► “Netwox” DoS attack

with random fragments
► “Wireshark” network sniffer

Vulnerability Configurator Traffic
► “Wireshark” network sniffer

y
Tester Analyzer

…going for the low-hanging fruits !!!



Control Systems under Attack !
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CERN TOCSSiC Vulnerability Scans
►31 de ices from 7 different man fact rers (53 tests in total)►31 devices from 7 different manufacturers (53 tests in total)
►All devices fully configured but running idle

Crashed 1/2007
Crashed

17%
25%

Passed
Failed
15%

17%
1/2007

75% Passed
68%

…PLCs under load seem more likely to fail !!!



TOCSSiC Findings (1) 
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The device crashed
hil i i i lwhile receiving special

non-conform packets
…violation of TCP/IP standards !!!

2005: DoS (70”) stopped manual control

…violation of TCP/IP standards !!!

FTP server allows anonymous login or crashed
…legacy protocols introducing security risks !g y p g y

HTTP server crashed or allowed for directory traversal
…who needs web servers & e-mailing on PLCs, anyhow ?

ModBus server crashed while scanning port 502
…protocols are well documented (“Google hacking”) !



TOCSSiC Findings (2)
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PLCs are unprotected
►Can be stopped w/o problems

(needs just a bit of )(needs just a bit of                       )
►Passwords are not encrypted
►PLC might even come without

authorization schemesauthorization schemes

…robustness/resilience (security?) must become part of life-cycle !

PLCs are really unprotected
►Services (HTTP, SMTP, FTP, Telnet,…) can not be disabled
►Usually no local firewall or ACLs 

…lock down of configuration by default !



Why worry ?
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Who is the threat ?
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►Trojans, viruses, worms, …
►Disgruntled (ex-)employees or saboteurs Confidential data on►Disgruntled (ex-)employees or saboteurs
►Attackers (giving step-by-step instructions on BlackHat conferences;

providing freeware hacking tools for “Script Kiddies”)

Wiki, webpages, CVS…

Lack of procedures
►Flawed updates or patches provided by third parties p p p y p
► Inappropriate test & maintenance rules or procedures

L k f b tLack of robustness
►Mal-configured or broken devices flood the network
►Developer / operator “finger trouble”p p g

Ignorance…



Real or not ?!
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W32.Blaster.Worm
out three days earlierout three days earlier

Cracked road-sign

U.S. electrical grid in
j d (A il 2009)jeopardy (April 2009)

U.S. congress facesg
this Wind of Change !



Attacks at CERN 
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“In March .... Windows computers were compromised...

...The initial compromised host was scanning the ... network
and several compromise attempts succeeded due toand several compromise attempts succeeded due to
MS-SQL servers (port 1433/tcp) with no password for the
'sa' account...

220-<<<<<<>==< Haxed by A¦0n3 >==<>>>>>>
220- ¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸
220-/
220-| Welcome to this fine str0

220-<<<<<<>==< Haxed by A¦0n3 >==<>>>>>>
220- ¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸
220-/
220-| Welcome to this fine str0

...Analysis indicated that the [THIRD PARTY SOFTWARE]
installation left the password empty by default ”

220 |    Welcome  to this fine str0
220-|    Today is: Thursday 12 January, 2006
220-|
220-|    Current througput: 0.000 Kb/sec

220 |    Welcome  to this fine str0
220-|    Today is: Thursday 12 January, 2006
220-|
220-|    Current througput: 0.000 Kb/secUnpatched oscilloscopeinstallation left the password empty by default...220-|    Space For Rent: 5858.57 Mb
220-|
220-|    Running: 0 days, 10 hours, 31 min. and 31 sec.
220-| Users Connected : 1 Total : 15

220-|    Space For Rent: 5858.57 Mb
220-|
220-|    Running: 0 days, 10 hours, 31 min. and 31 sec.
220-| Users Connected : 1 Total : 15

(running Win XP SP2)

220 |    Users Connected : 1 Total : 15
220-|
220^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^

220 |    Users Connected : 1 Total : 15
220-|
220^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^°º¤ø,¸¸,ø¤º°^



LHC First Beam Day
Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — September 10th 2009

Hmm…
A defaced web-page
at an LHC experiment…

…on 10/09/2008:
Just coincidence ?

A “flame” message
to some Greekto some Greek
“competitors”…

user accounts !?!…user accounts !?!



Violation of Basic Principles !
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Neglected “Rule of Least Privileges”:
Everyone could upload
whatever he/she wants…

Configuration well
d t d G ldocumented on Google…

Lack of inputLack of input
validation & sanitization 



Who owns the consequences ?
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Who can allow for loss of
f i li► functionality

► control or safety
► efficiency & beam time
► hardware or data► hardware or data
► reputation…?

Who is prepared to
take full responsibility?

Who is in the position

How long does it take you

Who is in the position
to really take it ?

How long does it take you 
to reinstall your system,
if requested right now ?



Defence-in-Depth
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Myths about Cyber-Security
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Ground Rules for Cyber-Security
Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — September 10th 2009

Separate
Networks

Patch,
Patch,Networks

Control Increase

Patch,
Patch !!!

(Remote)
Access

Increase
Robustness

Review FosterReview
Development

Life-Cycle

Foster
Collaboration
& Policies



Separate Networks
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Deploy different networks
for different purposes:for different purposes: 
►…for operations

with sub-nets for different functions
►…for development and basic testing►…for development and basic testing
►…for beam-lines & experiments
►Campus network for office computing

Restrict their usage:
►Assign responsibilities and deploy authorization procedures
►Drop Internet connectivity, (GPRS) modems, wireless access points
►Control inter-communication between networks
►Block laptops & email, and control web pages
►Control remote access
►Deploy traffic monitoring & Intrusion Detection Systems



Patch, Patch, Patch !!!
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Ensure prompt security updates:p p y p
►Pass flexibility and responsibility to the experts
►They decide when to install what on which control PC
► Integrate resilience to rebooting PCs
►NOT patching is NOT an option

Deploy protective measures:p y p
►Local firewalls
►Anti-virus software & updated signature files
►Control remotely accessible folders►Control remotely accessible folders

Linux or Macs are not more secure:
►Trend towards application-based attacks (e.g. Adobe Reader, Firefox)
►Trend towards web-based attacks (e.g. web browser plug-ins)



Control (Remote) Access
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Follow “Rule of Least Privilege”:
►Restrict all access to minimum►Restrict all access to minimum 
►Ensure traceability (who, when, and from where)
►Keep passwords secret

…for all assets:
►Control PCs & operating systems►Control PCs & operating systems
►SCADA applications & user interfaces
►Procedures, documentation, etc.

“Role Based Access Control” for op’s:
►Avoid “shared” accounts►Avoid shared  accounts
►Multi-factor authentication for critical assets
►Full control for the shift leader of operations



Increase Robustness
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PLCs and other controls devices Crashed
17%PLCs and other controls devices

are completely unprotected:
►No firewall, no anti-virus, nothing

Passed

Failed
15%

17%

Assess your systems:
►Run vulnerability tools on everything

( PLC t l PC SCADA

Passed
68%CERN 2007

(e.g . PLCs, control PCs, SCADA,
data bases. web servers)

►Review configurations settings and 
remove unnecessary servicesremove unnecessary services
(e.g. emailing, web servers, Telnet, 
FTP) 

►Deploy additional protective measuresp y p
if needed (VPN, ACL, …)

►Make your installations resilient & 
robust



Review Development Life-Cycle
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A Boeing 777 uses similar technologies
to Process Control Systems

Review procedures for
► development of to Process Control Systems► ...development of

hardware & applications
► ...system testing
► ...deploymentp y
► ...operations
► ...maintenance & bug fixing
►Use software versioning systems,g y ,

configuration management, and
integration frameworks (CVS, SVN, Git)

Protect operations 
►Keep development separated from operations

(eventually debugging might need access to full accelerator hardware)
f f f►Avoid online changes for the sake of safe operations:

Online changes must be authorized by the shift leader for operations 



Foster Collaboration & Policies
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Make security an objective
►Get management buy in (security has a cost successful attacks too)►Get management buy-in (security has a cost – successful attacks, too)
►Produce “Security Policy for Controls”
►Follow the basic standards of Industry

Bring together control & IT experts:
►Control system experts knowy p

their systems by heart – but IT concepts ? 
► IT people often don’t know controls

– but IT security they do
►Wi t l t t & t th i b i►Win mutual trust & get their buy-in
►Gain synergy effects

Train users and raise awareness



Force the Vendors on Board
Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — September 10th 2009

Manufacturers and vendors are part of the solution ! 
►Security demands must be included into orders and call for tenders►Security demands must be included into orders and call for tenders

“Procurement Language” document
► “… collective buying power to help 

ensure that security is integrated into 
SCADA systems.”

►“Copy & Paste” paragraphs for
System Hardening, Perimeter 
Protection, Account Management,
Coding Practices, Flaw Remediation, …

http://www.msisac.org/scada



Summary
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Thank you very much !!!
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Quiz: Which link leads to www ebay com ?Quiz: Which link leads to www.ebay.com ?
► http://www.ebay.com\cgi-bin\login?ds=1%204324@%31%33%37 

%2e%31%33%38%2e%31%33%37%2e%31%37%37/p?uh3f223d

► http://www.ebaỵ.com/ws/eBayISAPI.dll?SignIn

► http://scgi.ebay.com/ws/eBayISAPI.dll?RegisterEnterInfo&siteid=0&
co_partnerid=2&usage=0&ru=http%3A%2F%2Fwww.ebay.com&rafId=0
& f f&encRafId=default 

► http://secure-ebay.com


