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Security is as high as the weakest link:
» Attacker chooses the time, place, method

» Defender needs to protect against all possible attacks
(currently known, and those yet to be discovered)

Security is a system property (not a feature)

Security is a permanent process (not a product)

Security cannot be proven (phase-space-problem)
Security is difficult to achieve, and only to 100%-¢

» YOU define € as user, developer, system expert, admin, project manager




Overview
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(R)Evolution: The Past
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Adminisiration.
At homes,

Figldhus
[(Mod Bus. PROFIbus)

Figldbhug.
[Mod Bus, PROF|bus)

Direct connection Bgil
or serial bus BN
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System Life Cycle
Availability

Confidentiality
Time Criticality

Security Knowledge

Intrusion detection
DHCP

Usage of wireless

“Office IT”

3 — 5 years

scheduled
interventions OK

high

delays tolerated
exists

standard
standard

frequent
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“Controls”

5 — 20 years
24h /7d / 365d

low

critical
usually low

...no signatures...

Fixed IPs in hardware
configurations

increasing use

@
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“Office IT” “Controls™

Changes frequent, formal &
coordinated

Patches & Upgrades frequent

WIS N Nznpossible
ght block CPU)
rare or impossible
(processes will stop)
stade rare or impossible
(password “hardwired”)

to be avoided needs to run controls
processes

Antivirus Software

@
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COTS Automation Systems are without Target Device(s)

security protections.

» Programmable Logic Controllers (PLCs), field
devices, power supplies, ...

» Security not integrated into their designs Switch 1Gbps

Teststand On Controls System
Security at CERN (TOCSSIC)

Hub 100Mbps

» “Nessus” vulnerability scan

(used in Office IT) L @ s

Nessus

“ ” W NETWOX °
> Netwox DoS attack S &

with random fragments

P ” i Vulnerability Configurator Traffic
» “Wireshark” network sniffer Tester Analyzer

...going for the low-hanging fruits ! E@ﬁ‘

)
)
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CERN TOCSSIC Vulnerability Scans

» 31 devices from 7 different manufacturers (53 tests in total)
» All devices fully configured but running idle

WAL
W NETWOX Crashed @
Crashed 1/2007 17% Nessus
259, 1/2007
Failed
Passed 15%
5% Passed
68%

...PLCs under load seem more likely to fail I!!

&
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The device crashed
while receiving special

2005: DoS (70”) stopped manual control ;
R m non-conform packets

...violation of TCP/IP standards !!!

FTP server allows anonymous login or crashed
...legacy protocols introducing security risks !

HTTP server crashed or allowed for directory traversal
...who needs web servers & e-mailing on PLCs, anyhow ?

ModBus server crashed while scanning port 502

...protocols are well documented (“Google hacking”) ! @
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HACKER CONTROL CENTER x|

<<% THE OPEN 87 PROJIECT ¢4+ % i:(:ln ml
PLCs are unprotected ||
|
» Can be.stoppe.d w/o problems o |
(needs just a bit of Ggugle ) nnnnnnn B
» Passwords are not encrypted = i j
» PLC might even come without Slledabatal el ohate s “““““ e en |
authorization schemes . o |

...robustness/resilience (security?) must become part of life-cycle !

PLCs are really unprotected
» Services (HTTP, SMTP, FTP, Telnet,...) can not be disabled
» Usually no local firewall or ACLs

...lock down of configuration by default ! E@j

)
)



Why worry ?
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» Trojans, viruses, worms S
' Confidential data on

> Dlsgruntled (eX-)employU'ﬁ'“ @samfnxsite:cern.ch-GDDgIES W
» Attackers (giving step-by web images Maps News Mw'k" webpages, CVS..

providing freeware hack
Go ng[e |samf|:|}{ sitercern.ch w

Weh

Il@ http: /e, google, coms4

Lack of procedures
> Flawed updates or patcl Fis Forme tiemsst W -vawas b

... icon of http:fsm18-operation.web cern.chfsm18-operation [ sm18 opdAtion page); Ywhen

I 1| MTF page gets open, enter login 'sm18op" and password 'samfox’. ...
> Inapproprlate teSt & mal wnw. carn. chism18-public/sss/proceduraVWHAT S20WWHEN %20 &5 20HOWYL20TO 5%

20UPLOADSZ0IM % 20MTF %20for¥20 555, doc - Similar pages

FrT Slide 1
File Farmat: Micrasoft Powerpaint - Wiew as HTMWL

LaCK Of I'ObUStneSS "samfox". if some people. Have forgot. MTF my custom report. My custom reports, MTF my

custom report. For dipole. For 355, MTF my custom report. Magnet Mame ...
> Mal_conflgured or broke watey, Cern. chism13-public/presentation/Presentation %205t arting %20Up. ppt - Similar pages

v s Sheetl
> Developer / Operator fln File Format: Microsoft Excel - Yiew as HTML
70, sm1B8ap, password - samfox. Click access equipt data. Type hel% magnet no. in identifier
and select assemblies only intype. Mow click search, ...
wewewy, cetn. chésm 1 B-public/dipale/procedure/SM1E%20made Y20 asy % 20in%20details %
20fors200ipole. xls - Similar pages

Ignorance... N

In nrddar tn show o the most relevant resitlfs we have amitfad snme anfrias wane 5l
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A 5 A i .- W32.Blaster.Worm
R L,  out three days ¢

THE WALL STREET JOURNAL. | TECH attl L f )
atin e : - f' ‘ff_. grld In
. Today's Paper + Video - Columns ..:?:if::'f’; """" ' \\ ’ : j \Aprll 2009) y
Home World TEL e TN W e
""""""""" . | _/ <
= | U.S. congress faces é
e —sesenesee | tRIS WIN of Change !
i1 L the bill available on this website. J

p Jallure to protect cyberspate is one of the most urgent national security
: facing the country.
TP ST T T T T




“Control Systems Under Attack !?” — Dr. Stefan Liiders — September 10t 2009
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220-/

220-| Welcome to

PROCNTOng B8

7?5 5 9

220" TOday .,::ff:f:: 3
220_' =
220- |

:rv , 10 hours, 31 min. and 31 sec.
iected - 1 Total : 15




Mozilla Firefox

.0 W nttp://HEEEE.cem.chEE/ apanthsh.htmi

' Greeklish -> greek (7 SystraN 1 1(()) Indymedia:: o UNIVERSITY STUDENT... & es3cpre.gr() 3 LnuXre

Status: Using None
2 W hitp: EEEE cnfthsh.him| 28

5 » Post a new topic
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| Hmm...
A defaced web-page
at an LHC experiment...

£ Preferences

...on 10/09/2008:
Just coincidence ?

A “flame” message

to some Greek
‘competitors”...

...user accounts 1?!
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.r‘_""\.
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& gRF |22 |- | = | @8 uplaad. .. |

~\
Neglected “Rule of Least Privileges”:

UPLOAD FORM Everyone could upload

(Browss.—) whatever he/she wants... y
Configuring _ aftexr the basic 0 inst

has beesn performed.. .

WS Boot into mingle user mode:

coWhen "Booting Scientific Linux CERMN™ g stop  th
Boct By pressing any key
oLeave Eernsl aselecticn on default —- ahould snd in "=

‘rConfiguration well
documented on Google...

vrPress et

ot the end of the hoot lines,. add "single” at the and:
grub append> ro root=LABEL/ rhgb single
L Continus bootling

Find out MAC addressaes of both network interfaces:
pfeonfig ethi [use for internal network)
i1 feonfig ethl [u=e for external general public
Hrite them down for later use

Lack of input
validation & sanitization

o 8et root pasaword with "passwd” command from comsole

Regiat -
5

Ea =

5 =

Fa] -

=
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i [VVho can allow for loss of )
= (] . .
-/ ) s R » functionality
_ or—— o > co.nt.rol or safety |
s » efficiency & beam time
seamcoflill September 12th, 2008

Hackers deface LHC site, came » reputation...?

|
l' [ ] .
|- olaco tn t1irninag off nartinla dotaontnr

- » hardware or data @
7 s )

| Telegraph couk & _

E grap o w R Who is prepared to

B Earthhome | __ take full responsibility?
| e |G Hackers infiltrate Large Hadron Collidey

mment

“ systems and mock IT security —

™\
J
. . g )

EEEEEE News Site of the Year | The 2008 Mewspaper fwaris V\/ho IS In the pOSItlon
Accueil TIMES to really take it ? |
\

polALEE COMMENT BUSINESS DMONEY SPORT LIFE&STYLE TRAVEL DRIVING A

Patrimoine

UK NEWS WORLD NEWS POLITICS ENVIRONMENT WEATHER TECH & WEB  TIMES ONLINE

Wheream|? Home News UKNews Science News HOW Iong doeS It take you

From The Times

to reinstall your system,

Le site d|Hackers break into CERN computer< if requested right now ?
show up its ‘schoolkid’ security \ d

Rechercher un 3
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Separate
Networks

Control
.ficrease
(R:‘r:r:::tseg Robustness

Foster
P Collaboration
& Policies

@
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Dmr s Datawarehouse Web server Administrat on,

Deploy different networks RUNRN

for different purposes: e g

» ...for operations
with sub-nets for different functions

» ...for development and basic testing e

» ...for beam-lines & experiments

» Campus network for office computing

Visualisation
[SCADA)

Visualis.a:ion ]fiﬂii = rator
(SCADA) I terminal
il \

Ethernet TCP/IP
i
Il
I

(Controls network)

Direct connection
or sarial bus

Restrict their usage:

» Assign responsibilities and deploy authorization procedures

» Drop Internet connectivity, (GPRS) modems, wireless access points
» Control inter-communication between networks

» Block laptops & email, and control web pages

» Control remote access

» Deploy traffic monitoring & Intrusion Detection Systems
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Welcome to this fine si@
Today is: Thursda
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Control (Remote) Access
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Follow “Rule of Least Privilege”:

» Restrict all access to minimum

» Ensure traceability (who, when, and from where)
» Keep passwords secret

...for all assets:
» Control PCs & operating systems

£f TE same day then simple querie

if (({¥5carcDay == §SEndDay)&s (SScartMonth == SEndMoncl
. . . $DateClauss = " WHERE PROCESSINGDRY & IO DATE('SStaztl
» SCADA applications & user interfaces .
SDaveClause = " WHERE FROCESSINGDAY BEIWEEN TJ DATE ("
> Procedures’ docu mentation, etC. :5:;1::\':.'.&;.:52 LHM RN TG_DI.':EE'SE:.:any--’a!::d.“.c:’;th:-'uﬂnd'rm

“Role Based Access Control” for op’s:
> AVO|d “shared” accounts Fdb_conn = ocilogonifuser, Fpass, Sdb);

» Multi-factor authentication for critical assets —————
» Full control for the shift leader of operations @
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A/,
. Crashed
PLCs and other controls devices 179% Nessus
are completely unprotected: Failed
» No firewall, no anti-virus, nothing 15%
Passed
CERN 2007 68%
Assess your systems:
e . ‘., HaCkCC Il;l(lill{(m\'llll)l llNl'Ill
» Run vulnerability tools on everything L +%% THE OPEN $7 PROJECT 5+
(e.g . PLCs, control PCs, SCADA, T T —
data bases Web Servers) z 52 & aoen 2 296 Deemer 1921681082
» Review configurations settings and m— |
remove unnecessary services S
(e.g. emailing, web servers, Telnet, | =y
FTP) e o
» Deploy additional protective measures i;"jjjl;';‘; }1 -t
if needed (VPN, ACL, ...) I ”I P
» Make your installations resilient & —

robust @‘}‘
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Review procedures fgrA Boeing 777 uses similar technologies Aj
...development of to Process Control Systems

hardware & applications ]

...System testing

...deployment ,
...operations _)
...mainjenance & bug XSy
» Use softwalerpmaigaing syst
configuration Wlanagss :
integration frameworks (ClS%Sk

V VY Yy

Protect operations



“Control Systems Under Attack !?” — Dr. Stefan Liiders — September 10t 2009

Make security an objective
» Get management buy-in (security has a cost — successful attac!-
» Produce “Security Policy for Controls”
» Follow the basic standards of Industry

Bring together control & IT exn«

» Control system experts know
their systems by heart b\

» IT people often dop now

— but IT securit
» Win mutio
>68IV _;"
¢ ,
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Manufacturers and vendors are part of the solution !
» Security demands must be included into orders and call for tenders

~0

daho Netional Laboratory

“Procurement Language” document

» “... collective buying power to help
ensure that security is integrated into
SCADA systems.”

» “Copy & Paste” paragraphs for
System Hardening, Perimeter
Protection, Account Management,

Coding Practices, Flaw Remediation, ...

Cyber Security Procurement Language for
Control Systems
Version 1.6

Authors: Gary Finco, Kathleen Lee, Greg Miller, Jeffrey Tebbe, Rita Wells
Contributors: Dirck Copeland, Edward Gorski, David Kuipers, Jerry Litteer,
Will Pelgrin, May Permann, Heather Rohrbaugh

June 2007

INL Critical Infrastructure Protection/Resilience Center
Idaho Falls, Idaho 83415

Prepared by
Idaho Mational Laboratory
for the
U.5. Department of Hxmeland Security, Mational Cyber Security Division
Under DOE Idaho Jperations Office Contract DE-ACOT-051014817

http://www.msisac.org/scada Y‘
@
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& eBay - New & used electronics, cars, apparel, collectibles, sporting goods & more at low prices - Windows Internet Explorer E@l&]
~ \ — |
QI\.._./IY |Emr v‘*‘:r|‘a~.||.3-_-|:|| 2 -

Wl aRf

&ff eBay - Mew & used electronics, cars, apparel, coll...

7\

>
’:I\ - D v [y v l-__r"EagE' "“_:‘TQDIS'

uy Sell My eBay

Community Help

3 ®
| & Welcome! Sign in or register.

Categories ¥ | Motors

@ Live help | Site Map

All Categaries

ed Search I

Stores eBay

/Quiz: Which link leads to www.ebay.com ?

» http://www.ebay.com\cgi-bin\login?ds=1%204324@ %31%33%37
%2€%31%33%38%2€%31%33%37%2€%31%37%37/p?uh3f223d

» http://www.ebay.com/ws/eBayISAPI.dII?Signin

» http://scgi.ebay.com/ws/eBaylSAPI.dII?RegisterEnterInfo&siteid=0&

co_partnerid=2&usage=0&ru=http%3A%2F%2Fwww.ebay.com&rafld=0
&encRafld=default

Q http://secure-ebay.com




