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Services Account

A "Services Account” enables you to access a number of important applications at Fermilab with a single username/password.
Applications now available via the "Services Account” are: Fermilab Service Desk, Fermilab Time and Labor Reporting{FTL), and
Fermilab Exchange Email. Over time, more and more applications will come under the "Sermvices Account” umbrella.

How do | get my "Services Account”" password for the first time?

Your "Services Account” username is the same as your Fermilab email username. Your passwonrd is obtained as described below:

» |f you don't have a KCA certificate andjor don't even know what a KCA certificate is...
o Cal Fermilab Service Desl =+ 777" = *.234F tp get your password. You will be given a one time password and a link to change i

¢ If you have a '~ cuidle and you want to get a "Senvee “~rount” password on your own...

o Lsk hei‘_ﬂnlf Sendices Account” Password Reset toof

e Thetue.. " smmwour KCA certificate teo

2 ¥ou will then be able to establish your *Services Account™ password.

How do | change my "Services Account” password after the first time?

K

https:/{fappora-cert.fnal gov/pwreset_front/k cafront. py/firstpage
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Error 403: Certificate Needed

Y ou have attempted to access a part of this website which requires an S5L Client Certificate.

[t you need information on obtaining such a certificate and installing it in your browser, please refer to these
directions on the Fermilab Computer Security website.
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YOu tasx« ©7 - .es from these organizations that identify you:

Certificate Name Secunty Device Seral Number Expires On
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[root@null-004005al1f489 ~]#
[root@null-004005al1f489 ~]#
[root@null-004005a1f489 ~]#
[rootBnull-004005al1f489 ~]#
[rootBnull-004005al1f489 ~]#
[rootBnull-004005a1f489 ~]#
[root@null-004005a1f489 ~]# kinit csieh Use YOUR username
Password for csieh@FNAL.GOV:
[rootBnull-004005a1f489 ~]# klist -f
Ticket cache: /tmp/krbbcc_0

Default principal: csieh@FNAL.GOV

Valid starting Expires service principal

09/28/09 11:45:33 09/29/09 13:45:33 krbtgt/FNAL.GCOVE@FNAL.GOV
Flags: FIA

[root@null-004005a1f489 ~1#

[root@null-004005a1f489 ~]#

[root@null-004005a1f489 ~]#

[root@null-004005a1f489 ~]#

[root@null-004005a1f489 ~]#

[root@null-004005a1f489 ~]#

[root@null-004005a1f489 ~1#

[root@null-004005a1f489 ~1#

[Toot@null-004005a1f489 ~1# |}

:H & Shell
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[root@null-004005alf489 1# getcert -1
Option selected to obtain "' * -—-—=*" "__actes and attempt to auto-import into Mozil
la and FireFox

Please close all browser windows (FireFox, Mozilla) before proceeding.
If prompted to enter a NEW password, this is because you hawve not

yet initialized your Mozilla/Firefox certificate store.

You can either simply press the RETUEN key at that prompt

{which may allow others to open your certificate store)

or set a password to secure the certificate store

(please remember the password you enter or else you

will no longer be able to open the certificate store)

If you are prompted to enter your password, please enter

the password you assigned to secure your certificate store.

If you have multiple Mozilla and Firefox installations,

you will be prompted for a password for each browser instance.

Press RETUEN to continue
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K root @ null-004005a11489:~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

Please close all browser windows (FireFox, Mozilla) before proceeding.
If prompted to enter a NEW password, this is because you have not

yet initialized your Mozilla/Firefox certificate store.

You can either simply press the RETURN key at that prompt

(which may allow others to open your certificate store)

or set a password to secure the certificate store

(please remember the password you enter or else you

will no longer be able to open the certificate store)

If you are prompted to enter your password, please enter

the password you assigned to secure your certificate store.

If you have multiple Mozilla and Firefox installations,

you will be prompted for a password for each browser instance.

Press RETUBN to continue

Found existing certificate. Deleting...
Imported certificate to /root/.mozilla/firefox/7bp3k8wm.default

Fermilab KCA certificate imported into browsers

If you need to manually import the certificate into other
applications, you can find the converted certificates at:

x509 format: /tmp/x50%up_ul
PEC512 format: /tmp/x50%up_ul.pl2

[root@null-004005a1£489 ~1# |}

_H & Shell
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This site has requested that you identify yourself with a certificate:
* fnal.gov (:443)

A "Services Account” enables you to access a nun| Organization: "Fermi National Accelerator Laboratory”
Applications now available via the "Services Accol Issued Under: "DigiCert Inc"
- Fermilab Exchange Email. Over time, more and mo !

Services Account

Choose a certificate to present as identification:

How do | get my "Services Account” pass| -Fermilab KCA [01:4C:08:F0] =

i R R I e o Details of selected certificate:

rolled =
! i Issued to; CN=UID csieh,CN=Constance |. =]
o A e et R 1 Sieh, OU=People, O=Fermilab,D C=fnal, D C=gov
o Call Fermilab Service Desk at (530) 84 Serial Number: 01:4C:08 F0
* i you have a KCA certifcate and you want Valid from 09/27/2009 11:15:59 to 09/29/2009 11:58:56
o Use the Self “Services Account” Pass Certificate Key Usage: Signing, Key Encipherment
o The tool will use your KCA certficate t Email: csieh@fnal.gov
@ vou will then be able to establish your Issued by: CN=Kerberized CA,OU=Certificate il
Authorities, O=Fermilab, D C=fnal, D C=gov =]
:ﬂ. SRS W R E—— 2 M -+ —- all “ Cancel ‘ q"} DK ‘
| Connected to appora-cert.fnal.gov. .. tE

9 | |« The GIMP @ services Accouni 11:28
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Your Certificates |F’eupie Servers Authorities Dthersl

You have certificates from these organizations that identify you:

Certificate Name | Secunty Device | Seral Number | EApires

~ Fermilab
UID:csieh Software Security De... 01:49:6F:23 09/23/2000

Backup All... Import...
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About Services Science & Computing

mice Password Reset Tool

Realm: SERVICES.FNAL GOV |

Login/Usemame: |csieh

Password:

Confirm Password: |

Change Password

appora-cert.fnal.gov =5 |




