[bookmark: xgraphic][bookmark: _GoBack]Fermilab Computing Sector
Asset & Configuration Management Policy, Process & Procedures Document








	


[image: http://www.interactions.org/imagebank/images/FN0041M.jpg]
Page 1 of 18
Fermi National Accelerator Lab Private / Proprietary 
Copyright © 2008 All Rights Reserved


	1. [bookmark: _Toc232375389]General

	Description
	[bookmark: OLE_LINK3][bookmark: OLE_LINK4]This Process and Procedure document is the basis underlying the implementation of Asset & Configuration Management for Fermi National Accelerator Laboratory

	Purpose
	The purpose of this document is to describe the top-level Configuration Management process and define the activities for each sub-process area. 

	Applicable to
	This document applies to all CS personnel involved in the delivery of services.

	Supersedes
	No Previous Versions

	Document Owner
	Asset/Configuration Manager
	Owner Org
	FNAL Computing Sector

	Effective Dates
	07/07/2009
	Revision Date
	Annually





	
	Version History

	Version
	Date
	Author(s)
	Change
Number
	Change Summary

	1.0
	11/12/2009
	David Cole - Plexent
	
	Initial Approved Version

	1.1
	12/20/2011
	Tim Currie – Service Manager
	
	

	2.0
	12/27/2011
	Tim Currie – Service Manager
	
	Revised – Approved (CHG000000003328)

	3.0
	08/31/2012
	Jack Schmidt – Service Level Manager 
	
	Revised. Updated to match current process.

	3.1
	11/28/2012
	Jack Schmidt
	
	Revised. Standardized KPI format

	3.2
	06/30/2013
	J.Trumbo
	
	Revised.  Added KPIs for name mismatch, not seen on network, and status reconciliation.  Moved prior kpis unknown ownership and uncategorized hardware to operational reports.

	3.3
	08/15/2013
	J.Trumbo
	
	Revised – added appendix to direct to links of cmdb interest, training, documentation, etc. Inserted links to pertinent documents in the process areas.

	3.4
	04.08.2014
	J.Trumbo
	CHG000000007588
	Added change number column to this table, added verbiage on top of table.

	3.7
	10.27.2014
	J.Trumbo
	
	Annual review and update

	3.8
	3.16.2015
	J.Trumbo
	CHG000000009295
	Annual review.  Added change column to version history, reviewed detection software to keep current.  Added to general intro that asset and config are currently identical.

	3.9
	4.9.2015
	J.Trumbo
	CHG000000009406
	Started making distinctions and equivalence between asset and config.  The asset and config mgrs will be one and the same person.  When asset starts to be implemented, further distinctions will be denoted as necessary.

	3.10
	9.10.2015
	J.Trumbo
	CHG000000009996
	Updated revision history. Updated roles & responsibilities removing reference to the status accounting procedure.

	3.11
	11.2.15
	J.Trumbo
	CHG000000010331
	Update process flowchart for clarity

	3.12
	08.29.16
	J.Trumbo
	CHG000000011675
	Annual review. 

	3.13
	02.27.17
	J.Trumbo
	CHG000000012485
	Annual review.  Modified key process indicator, added OCS as a tool.  

	3.14
	7.26.17
	J.Trumbo
	CHG000000013101
	Annual review, no mods.

	3.15
	10.18.18
	Rennie Scott
	CHG15163
	Annual review, Merged the Configuration Management Business Process Requirements Document as Appendix 6 and will retire the Business Process Requirements Document as part of the change.

	3.16
	11.8.19
	Rennie Scott
	CHG000000016842
	Annual Review

	3.17
	11.12.20
	Rennie Scott
	CHG000000018356
	Annual review, no mods.
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	[bookmark: _Toc238458137][bookmark: _Toc238458186][bookmark: _Toc238458471][bookmark: _Toc238458920][bookmark: _Toc238459037][bookmark: _Toc341889647]

Introduction

	[bookmark: _Toc238457744][bookmark: _Toc238458138][bookmark: _Toc238458187][bookmark: _Toc238458472][bookmark: _Toc238458921][bookmark: _Toc238459038][bookmark: _Toc341889648]General Introduction

	Configuration Management is the discipline that identifies, records, controls and reports on the IT resources and capabilities such as hardware, software, licenses, and verifies their status and disposition and their relationships to other resources.  At this point, asset and configuration management are handled as one in the same and references to assets in this doc refer to configuration items as well and until asset management is fully established in ServiceNow.

The benefits of an effective and efficient Configuration Management Process include:
1. Provides accurate information about IT assets and their status to stakeholders,
1. Monitors and controls IT assets,
1. Provides a comfort level to the business in terms of assets and expenditures at an accurate level.







		[bookmark: _Toc238458142][bookmark: _Toc238458191][bookmark: _Toc238458476][bookmark: _Toc238458925][bookmark: _Toc238459042][bookmark: _Toc341889649]ASSET  MANAGEMENT POLICIES

	Configuration Management Policies

	
The policies for Configuration Management are as follows:
· IT assets will be tracked throughout their lifecycle, which includes:
· Acquisition
· Deployment
· Support and maintenance
· Disposal
· Upon asset acquisition IT assets will be uniquely identified and will be entered into the CMDB. 
· Subsequently, IT assets will be subject to Configuration Management Policy
· At the end of the asset lifecycle, assets will be marked as retired/inactive in the CMDB and properly disposed of if necessary.
· CMDB will include sufficient data about the asset to provide information about the asset’s acquisition and disposal methods and costs.
· CMDB will track all assets that have financial implications, regardless of whether they are subject to configuration management. 


	








	[bookmark: _Toc238458143][bookmark: _Toc238458192][bookmark: _Toc238458477][bookmark: _Toc238458926][bookmark: _Toc238459043][bookmark: _Toc341889650]
Asset Management Process Flow - Acquisition

	





	
	Fermilab Asset/Configuration Management Process
Last Modified Nov. 11, 2015

	Acquisition Planning
	Place Order with Vendor
Requisition System
Entry to Create Purchase Request
Requisition Approval 
Process

Requisition Planning and Fullfillment
Asset Need
Purchase/Lease
Planning


	Receiving
	Notify Requester,
Ship to Team
Property Tagging
Process
Fermilab Property Office
Receiving 
Process
Asset arrives at Fermilab


	Deploy/Go Live
	Configure the CI for software, Kerberos, Network.  Deploy to User.
Update Snow
Add System Tag
Enter into Equipdb
Match and Link to 
Sunflower
Prep Process


	Maintain
Manage

	Yes
End of Life?

Periodic Discussion between Support Group and Asset Owner
Deploy the Modification of the CI
Request, Change, Problem, Incident; Upgrade CI in Snow


	Disposition
	Update Equipdb via Interface, then Interface to Snow
Update Asset Status and Date in SF for DOE Assets
Service Support Provides Decommissioning
Yes
Electronic MMR Submitted to Workflow
Excess?

Update CI Status Retired, date in Equipdb, DNS, Interface to CMDB
Electronic?
Manual?
Media Storage and Strategy by Asset Owner and Support Grp.  Retirement Request.

Recognize need for Electronic or Manual Retire from Network









	[bookmark: _Toc341889651]
Asset Management Process Flow - Operation

	See Configuration Management
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Asset Management Process Flow - Disposal

	<Future State> 
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Asset & Configuration Management Process Roles and Responsibilities

	Role
	Responsibilities

	Asset & Configuration Manager
	
· Has overall responsibility for Asset Management process
· Evaluates the accuracy of asset information in the CMDB
· Assists auditors in the review of Asset Management compliance 
· Enforces Asset Management policies
· Ensures interfaces take place with other ITSM processes, internal functions and external suppliers.


	Asset & Configuration Management Analyst



	· Assists in the creation and update of asset management processes and procedures.
· Receives details of proposed acquisitions
· Registers the Asset in the CMDB
· Reviews assets being retired. Ensures that status and disposition information is properly reflected in the CMDB and in other systems of record
· Confirms any discrepancy between the CMDB and the IT environment in terms of CI Status. 
· Ensures the discrepancy is fully documented and reported
· Undertakes actions to resolve the discrepancy
· Conducts the Audit at defined control points to check that the physical inventory matches the contents of the CMDB
· Validates the contents of the CMDB against the physical inventory
· Works to discover how the discrepancy came to exist and reports on any unauthorized changes discovered
· Produces and distributes required reports

	Subject Matter Expert (SME)















	· Registers the asset in the Data Source of Record
· Updates the Data Source of record if the asset status or disposition has changed
· Provides input from Discovery/Inventory tools to assist in the audit
· Supports the cross-referencing of the contents of the CMDB with the physical IT environment through the use of tools
· Confirms the discrepancy between the CMDB and the IT environment in terms of CI Status.
· Ensures the discrepancy is fully documented and reported
· Undertakes actions to resolve the discrepancy
· Assists the Asset Analyst with the validation of the contents of the CMDB and physical inventory
· Supports the cross-referencing of the contents of the CMDB with the physical IT environment through the use of tools
· Analyzes the Audit findings
· Validates the Audit findings
· Provides Input from Discovery/Inventory Tool





	[bookmark: _Toc232375400][bookmark: _Toc341889654]
  Process Measurements

	Key Performance Indicators
	Frequency
	Threshold
	Objectives
	Evidence

	Completion of assigned Certification Audits 
	Varies, mostly monthly and bi annual
	Certification instances should be 100% complete within SNOW
	Keeping relationships clean as well as bi annual review of application instances by managers of 5+ applications.
	The certification instances in SNOW will be marked completed. 

	Uncategorized hardware CIs
	Monthly
	 
	A reduction in uncategorized CIs indicates increased configuration management maturity.
	put on monthly schedule 11/8/2013 Scheduled Execution of Uncategorized CI by Type Code

	CIs missing ownership information
	Monthly
	 
	Reduction indicates increased asset management maturity
	put on monthly schedule 04/2013 CI's I Support - Unknown Ownership





	[bookmark: _Toc341889655]Asset & Configuration Management Critical Success Factors

	· Employ the ‘federated’ model of Asset & Configuration Management – understand that the CMDB (Configuration Management Database) at the center of the CMS (Configuration Management System) is not a definitive source of all asset information, it is derived from various sources/data repositories which is collected to provide a logical model of the environment, with the exception of hardware racks which are managed exclusively in the CMDB.
· Use automation where possible to undertake auditing and enforce policies
· Ensure integration between Asset Management when Asset Management is deployed, Configuration Management and Financial Management to enforce timely and accurate record-keeping








	[bookmark: _Toc199835892][bookmark: _Toc341889656]Potential Process Integration Points

	Process
	
	Process
	Information

	Asset Management
	to
	Configuration Management
	· CI contract and warranty status
· Decision data to Service Desk

	Configuration Management
	to
	Asset Management
	· CI incident records
· CI status

	
	
	
	

	Asset Management
	to
	Financial Management
	· CI status history
· CI location history
· CI custodianship history

	Financial Management
	to
	Asset Management
	· Cost of CIs
· CI life cycle status 








[bookmark: _Toc238458931][bookmark: _Toc238459048][bookmark: _Toc199835894] 
	[bookmark: _Toc341889657][bookmark: _Toc238458934][bookmark: _Toc238459051]Asset Lifecycle 
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	[bookmark: _Toc341889658]Appendix 1: Asset & Configuration Management RACI Chart

	
	R - Responsible
	Role responsible for getting the work done
	

	A - Accountable
	Only one role can be accountable for each activity
	

	C - Consult
	The role who are consulted and whose opinions are sought 
	

	I - Inform
	The role who are kept up-to-date on progress
	
	
	
	

	Process Activities
	Config.
Manager
	Owner/
Owner group
	Custodian
	Asset
Manager
	Admin
(Support Group)
	Service Manager

	Acquisition Of CI
	 I
	 A
	 
	I
	 R
	

	Receiving/ Configuration of CI
	 
	 A
	 
	I
	 R
	

	Install/Deployment of CI
	 I
	 A*
	 
	
	 R
	I

	Data Management 
(Change/Update of CI)
	 I
	A
	I
	C
	 R
	I

	Data Maintenance of CI –Review and Resolve Exception on CI
	CI
	
	
	
	
	

	Dispose/Decommissioning of  CI
	 I
	I
	A
	I
	 R
	I






*Rack only will be deployed by the owner, and managed exclusively in Service Now.
	[bookmark: _Toc196236385][bookmark: _Toc238458948][bookmark: _Toc238459065][bookmark: _Toc341889659]Appendix 2: Tools

	Tool
	Description

	ServiceNow Configuration Management Module
	Allows for the creation, modification and deletion of records for the CI’s which Fermilab has decided to track and control.
Generates various Asset Reports which enhance Fermilab’s ability to manage its IT infrastructure.

	MISCOMP
	A set of maintenance and query tools that allows for the tracking of asset information in the Computing Sector Equipment database (EQUIPDB).

	Sunflower
	A set of maintenance and query tools that allows for the tracking of asset information in the Fermilab Property Database

	SCCM
	Microsoft’s System Center Configuration Manager tool that provides ‘Live” data of Windows and OSX assets on the Fermilab network

	Casper
	Apple’s System Center Configuration Manager tool that provides ‘Live” data of Apple and OSi assets on the Fermilab network

	OCS Inventory
	Asset Management and Software inventory software for Linux devices on Fermilab Network.






	[bookmark: _Toc196236387][bookmark: _Toc238458949][bookmark: _Toc238459066][bookmark: _Toc341889660]
Appendix 3: Repositories

	Repository
	Description

	ServiceNow Configuration Management Database
	Used to store the configuration details of Assets pulled from databases.

	ServiceNow Incident, Problem Databases
	Stores the details of Incidents, problems and changes which impact Asset Items (CI’s). 







	[bookmark: _Toc238458156][bookmark: _Toc238458205][bookmark: _Toc238458490][bookmark: _Toc238458950][bookmark: _Toc238459067][bookmark: _Toc341889661][bookmark: _Toc196236388]
Appendix 4: Communication Plan 


[bookmark: _Toc238457759][bookmark: _Toc238458157][bookmark: _Toc238458206]Key messages:
[bookmark: _Toc238457760][bookmark: _Toc238458158][bookmark: _Toc238458207]The Asset Management process is focused on ensuring that IT infrastructure components, known as Asset Items (CI’s) are identified and tracked accurately and in a timely fashion.  
[bookmark: _Toc238457761][bookmark: _Toc238458159][bookmark: _Toc238458208]In order to achieve this, all stakeholders must be informed of the importance of each of them fulfilling his or her role in the process. There must also be continued efforts to ensure that any pertinent changes are communicated to the community.


[bookmark: _Toc238457762][bookmark: _Toc238458160][bookmark: _Toc238458209]Approach:
[bookmark: _Toc238457763][bookmark: _Toc238458161][bookmark: _Toc238458210]This plan details tasks that apply generally to all ITIL processes. The plan assumes that there will be a combination of face-to-face training/meeting events and broadcast communications designed to both increase awareness of the processes among stakeholders and to ensure high performance of the new processes among key service delivery staff.

[bookmark: _Toc238457764][bookmark: _Toc238458162][bookmark: _Toc238458211]Goals of the Communication Plan:
· [bookmark: _Toc238457765][bookmark: _Toc238458163][bookmark: _Toc238458212]Encourage participation of the target audiences:
· Service Delivery Staff
· [bookmark: _Toc238457766][bookmark: _Toc238458164][bookmark: _Toc238458213]Coordinate communication that facilitates:
· Good management decisions, plans & activities
· Ensuring that Asset Management requirements are being met and that corrective action, if necessary, is occurring

	[bookmark: _Toc238457767][bookmark: _Toc238458165][bookmark: _Toc238458214]  #
	[bookmark: _Toc238457768][bookmark: _Toc238458166][bookmark: _Toc238458215]Activity
	[bookmark: _Toc238457769][bookmark: _Toc238458167][bookmark: _Toc238458216]Timing
	[bookmark: _Toc238457770][bookmark: _Toc238458168][bookmark: _Toc238458217]Responsible Party
	[bookmark: _Toc238457771][bookmark: _Toc238458169][bookmark: _Toc238458218]Target Audience
	[bookmark: _Toc238457772][bookmark: _Toc238458170][bookmark: _Toc238458219]Artifact

	[bookmark: _Toc238457773][bookmark: _Toc238458171][bookmark: _Toc238458220]1
	Event 1: Asset Manager meets with other process owners to communicate critical configuration activities

	Weekly Process Owner’s Meeting
	Asset & Configuration Manager
	Service Delivery Managers
	Meeting minutes

	[bookmark: _Toc238457774][bookmark: _Toc238458172][bookmark: _Toc238458221]2
	Communication 1: Notice to Service Delivery Staff of Asset Management requirements
	As needed
	Asset & Configuration Manager 
	Service Delivery Staff
	E-mail
Meeting invite

	[bookmark: _Toc238457775][bookmark: _Toc238458173][bookmark: _Toc238458222]3
	Event 2: Collect and review monthly the appropriate reports detailing Asset Management statistics
	Monthly
	Asset & Configuration Manager 
	Computing Division Management
	Audit instance and report reviews
E-mail

	[bookmark: _Toc238457776][bookmark: _Toc238458174][bookmark: _Toc238458223]4
	Communication 2: Notice to Service Delivery Staff meeting to review configuration statistics
	As scheduled
	Asset & Configuration Manager drafts and delivers to Service Delivery staff
	Service Delivery Staff
	E-mail
Meeting invite





Each type of communication has a specific focus, however a common approach can be taken to define and formulate the specific communication activities.  The steps listed below formulate the approach to be taken to compose those activities:
	Activities

	Step 1 – Formulation
Formulate goals and objectives of communication
Formulate core message
Identify all parties involved
Integrate with existing communications forums

	Step 2 – Analysis
Determine available and acceptable communication media
Determine communication culture and define acceptable approach
Determine existing knowledge of subject in the environment

	Step 3 – Identification
Determine key interest groups related to the subject of the campaign
Determine communication objectives per interest group
Determine the key messages from each interest group’s perspective 

	Step 4 – Definition
Select the most appropriate media for communication from:
Direct Media – such as workshops, Focus Group discussions, or individual presentations
Indirect Media – such as the Intranet, lectures or newsletters

	Step 5 – Planning
Define a plan that links important points in the subject of the communication (e.g. milestones in a project) to communication activities, and media
Determine the communication audience and resources
Determine the review criteria for successful communication
Obtain formal management support for the plan

	Step 6 – Implementation
Using the FNAL Communications Process, perform communication activities as per plan
Manage the plan and safeguard it
Ensure production and distribution of materials is effective and as per plan
Continually gauge reaction to the approach and messages

	Step 7 – Evaluation
Monitor reactions to the communication approach throughout the delivery of the plan and adjust the plan if necessary
Determine during the effects of the campaign using the review criteria established in step 5


The following types of communication are available:
	Communication Type
	Examples of Usage

	Escalations
	To initiate (or trigger) actions
To gain required resources (people, information, budget etc.)

	Notifications
	To communicate operational process information
To promote team awareness

	Controlled Documents
	To communicate process descriptions/instructions
To communicate reports





Each of the above types of communication can be delivered via one or more of the following mediums:

	Communication
Medium
	Examples of Usage
	Communication
Type

	Email
	Individual email messages
Group email messages
	Notification Escalations
Reports

	Verbal 
	Formal and informal meetings
Presentations
Telephone calls
	Notifications
Escalations

	Documentation
	Updated process documents
Issued Project documentation
Implementation and back-out plans
	Controlled Documents

	Reports
	Test results
Development progress
	Controlled Documents
Notifications

	Service Management tool
	Escalation
Status changes
	Automated Notification





	[bookmark: _Toc196236389][bookmark: _Toc238458175][bookmark: _Toc238458224][bookmark: _Toc238458491][bookmark: _Toc238458951][bookmark: _Toc238459068][bookmark: _Toc341889662]Appendix 5 – Forms, Templates

	Name
	Description
	Reference
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	APPENDIX 6 – BUSINESS PROCESS REQUIREMENTS

	Business requirements describe the tasks the users must be able to accomplish with the process.  Business requirements reflect business processes and are generally written in the format verb + Noun.  The preferred format for determining the process requirements for the customer is the MoSCoW ranking system.

MoSCoW Ranking [Key = M, S, C, W]
M: Must have for launch (Critical). (of Phase 2)
S: Should have but not critical for launch, (Critical in later phases, but not for Phase 2).
C: Could have.
W: Won’t have (at least yet).


Interpreting this Document:


Activities which, to one degree or another, will be required for the deployment of processes and procedures in Phase 3 of the project were assigned a ranking of “M” and a priority of “1”.
Activities which will be fully developed and agreed-upon in Phase four were assigned a ranking of “S” and a priority of “2”.
Activities which will be fully developed and adopted beyond phase 4, but which will still be required at some point, were assigned a ranking of “S” and a priority of “3”.

It must be noted that the CM process is evolutionary; thus, although processes and procedures will be agreed-upon and deployed during Phase 3 of the project, they will be enhanced during later phases of the project.




Configuration Management Business Requirements Document
CS-DOCDB-3536
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	CAM BUSINESS PROCESS REQUIREMENTS
	CONFIGURATION PROCESS & TOOL RATIONALIZATION

	Item #
	Business Requirement
	Owner
	MoSCoW Ranking
	Priority
(1=Highest
5 = Lowest)
	Customization
	Configuration
	Administration
	Process

	CM-1.0
	Configuration Management

	CM-1.1

	There shall be a documented definition of each type of CI. The information recorded for each CI shall ensure effective control and include at least:
a) Description of the CI
b) Relationship(s) between CI and other CIs.
c) Relationship(s) between the CI and service components
d) Status
e) Version
f) Location
g) Associated requests for change
h) Associated problems and known errors
	Configuration Manager
	M
	1
	
	
	
	· 

	CM-1.2

	CIs shall be uniquely identified and recorded in CMDB.  The CMDB shall be managed to ensure its reliability and accuracy, including control of update access.
	Configuration Manager
	M
	1
	
	
	
	· 

	CM-1.3

	The CMDB SHALL be managed to ensure its reliability and accuracy, including control of update access.
	Configuration Manager
	M
	1
	
	
	
	· 

	CM-1.4

	There shall be a documented procedure for recording, controlling, and tracking versions of CIs.  The degree of control shall maintain the integrity of services and service components taking into consideration the service requirements and the risks associated with the CIs.
	Configuration Manager
	M
	1
	
	
	
	· 

	CM-1.5

	The degree of control SHALL maintain the integrity of services and service components taking into consideration the service requirements and the risks associated with the Cls.
	Configuration Manager
	M
	1
	
	
	
	· 

	CM-1.6

	The service provider shall audit the records stored in the CMDB, at planned intervals.  
	Configuration Manager
	M
	1
	
	
	
	· 

	CM-1.7

	Where the deficiencies are found, the service provider shall take the necessary actions and report on the actions taken.
	Configuration Manager
	M
	1
	
	
	
	· 

	CM-1.8

	Information from the CMBD shall be provided to the change management process to support the assessment of requests for change.
	Configuration Manager
	M
	1
	
	· 
	· 
	· 

	CM-1.9

	Changes to CIs shall be traceable and auditable to ensure integrity of the CIs and the data in the CMDB.
	Configuration Manager
	M
	1
	
	· 
	· 
	· 

	CM-1.10

	A configuration baseline of the affected CIs shall be taken before deployment of a release into the live environment.
	Configuration Management Analyst
	M
	1
	
	
	
	· 

	CM-1.11

	Master copies of CIs recorded in the CMDB shall be stored in secure physical or electronic libraries referenced by the configuration records.  
	Configuration Management Analyst
	S
	2
	
	
	· 
	· 

	CM-1.12

	This shall include at least documentation, license information, software and, where available, images of the hardware configuration.
	Configuration Management Analyst
	S
	2
	
	
	· 
	· 

	CM-1.13

	There shall be a defined interface between the configuration process and financial asset management process. NOTE: The scope of the configuration management process excludes financial asset management. 
	Configuration Manager
	S
	2
	
	
	
	· 



Items CM-1.5 and CM-1.6 could be either Configuration or Administration or a combination of both. 

For items which have entries in either the Configuration Column or the Customization Column, there will be associated work instructions.

The Configuration Items referenced in this document are a subset of CIs loaded into the CMDB that are applicable to the Services covered under ISO20000 certification.
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