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Purpose:  To provide a consistent methodology for adding Windows laptop and desktop systems to the FERMI Windows domain and address policy mandated local account complex password guidelines.  Existing local account passwords on any system addressed by the Windows Desktop Support group must be reset with a temporary complex password and the local account configured to require the user change the password with the first logon. Users of these accounts must be notified of the password change before the support incident is closed.
Background:  A local account is an account configured on any system to login to that particular system. Windows systems, by default, will accept any password for a local account simple or complex. Local account passwords are retained in their complexity when the system added to a Windows domain.
Existing Systems Once in the Domain
1. Boot the system from the BART Boot CD.  (Access Admin account).
2. Reset the local administrator account password.

3. Reboot the system and logon from the Local Administrator Account

4. Remove from the FERMI domain and place in a WORKGROUP (reboot). 
5. Connect to the FERMI Windows Domain Active Directory from any system in the FERMI Domain with Active Directory Users and Computers installed or FERMI-TS

6. Create a new system account to the correct Organizational Unit Computers sub-OU. Add the group CSG_OU_Admins as the managing group.

7. Logon to the system using the local administrator account. Add the system to the fermi.win.fnal.gov domain and authenticate using your –admin account. Reboot the system. Allow the system time to stabilize and download domain policies. 
8. Login to the system using your –admin account. Verify that the system has downloaded the SCCM Configuration Manager Control Panel. Verify that the system is downloading policies from a command window using gpresult.msc. After verification that the system is downloading domain policies, reset all existing local system account passwords with a temporary password. Require the temporary password be changed by the local account users at first logon. Notify the user(s) of this password reset.
Lite-Touch Installs

1. Connect to the FERMI Windows Domain Active Directory from any system in the FERMI Domain with Active Directory Users and Computers installed or FERMI-TS

2. Create a new system account to the correct Organizational Unit Computers sub-OU. Add the group cd-srv-sms-auto as the managing group.

3. Add the system account as a member of one of the security groups sms-lite-touch-no-banner (OS only - no baseline applications) or sms-lite-touch-no-banner-baseline (OS & baseline applications).

4. Start the Lite-Touch install. When the Lite-Touch install has completed change the Active Directory management group to CSG_OU_Admins and remove the account membership from the sms-lite-touch-no-banner or sms-lite-touch-no-banner-baseline groups. Reboot the system.  Allow the system time to stabilize and download domain policies. Login to the system using your –admin account. Verify that the system has downloaded the SCCM Configuration Manager Control Panel. Verify that the system is downloading policies from a command window using gpresult.msc.
