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Questions
1.	What are we trying to make work better, more efficiently, more accurately, more cost effectively with this initiative?	1
2. 	What latent needs for better support for people-related business processes do we already know about?  (Of course we have to go out and gather further requirements from stakeholders)	2
3. 	What vision of identity management, authorization, role and access management, single sign on, support for visitors, support for science, and support for multi-factor authentication do we have?	3
4. 	What pitfalls and risks do we have to watch out for?	4

[bookmark: _Toc251748004]Responses from the Brainstorming Exercise
1. What are we trying to make work better, more efficiently, more accurately, more cost effectively with this initiative? 
a) Data coming from many places – can we get date centralized
b) On boarding and off boarding of computer accounts and the multiple systems you are required to touch to accomplish this. – Help to define and automate these workflow and the infrastructure to accomplish these tasks
c) Employee’s moving from employee to visitor or one department or one job description to another. Included in this are active and inactive employees. Retirements/Students/ reactivations Etc. 
d) Wish Badge/ID - System that get designed should include option for managing the different types (employee/visitor/Etc)
e) Dual entry Fermi system as well as DOE systems
f) Account management as it pertains to accessing different database. IE: staff move and the assignment or reassignment of access is cumbersome
g) Data flow
h) One source of truth
i) Master source of data
j) People accounts provisioning process and management
k) Transfers (organizational)
l) Termination (systems/access)
m) Managing people relationships  (from a VIP tourist, user, employee)
n) More practical maintainable systems 
o) More user friendly systems
p) Single source of relationships and roles for data
q) Single source of relationships and roles for people
r) Consistent processes that span organizational boundaries
s) Unification - consistent use of and storage of - digital identity management, for inside users and outside users
t) Define and institutionalize business processes to make it transparent to the end user
u) Access to authoritative people information
v) Capable of managing multiple different types of organizational structures
w) Easily extendable/extensible and maintainable
x) Define the processes, insure each has well-defined interface to people information
y) Whatever application accesses the data is assured to get the correct and consistent information
z) Single place/way to update/modify information
aa) Means to know when there have been updates to this information... RSS feed or some other trigger
ab) Support all variety of accounts that people may use to do their work at/with Lab
ac) Serve scientific and business communities.
ad) Make it easier for us to work ELSEWHERE as well.
ae) Support Open Science needs, collaborations, DOE, etc.
af) Has to support remote users who never visit the site as well, and do so more efficiently.
ag) Efficient, quick, easy, auditable, inexpensive.
ah) Use more of the existing functionality of PeopleSoft (and yet are paying for)
ai) Not yet using: workflow, performance/review management, training, absence/leave management, and so on (!!!)
aj) Deprecate CNAS, UserDB

[bookmark: _Toc251748006]2. 	What latent needs for better support for people-related business processes do we already know about?  (Of course we have to go out and gather further requirements from stakeholders)
a) Improved, faster on-boarding
b) Online performance management or ANY work force process that requires a standard form
c) Enable single portal to identity information, like the employee self-service, but also for external bodies to check on relationship of a person with the Lab
d) Enable comprehensive management processes cutting across all silos, example: engineering projects that could have RACI charts and approvals across all contributing organizations.
e) Allowing the right people to view the HR information people need to do their (line manager) job. Ability to see it as well as authorization controls.
f) Consolidate building access control cards, integrate with organizational structure and responsibilities
g) Improved, integrated reporting as well as the unused PeopleSoft functionality.
h) Improved integration with other institutions as a side effect at least
i) Being better able to meet compliance requirements for foreign nationals.
j) Online performance appraisals (employees)
k) On-boarding / off-boarding process 
l) new users
m) user account s
n) Transfers/managing of employee/visitor status changes
o) Timecard – related to transfer & off-boarding
p) Online employee enrollment of benefits
q) Leave request system/management system 
r) Property management process (sensitive items)
s) Budget planning and updating activities
t) Calendaring and Meeting Scheduling
u) Issues related to travel 
v) Foreign National on-boarding (FACS / access request in CNAS)
w) OHAP – Human Resource Planning 
x) Skills inventory
y) Training needs, etc.
z) Org Chart – visibility, socialization and automation
aa) Job promotions and job grade changes
ab) Personnel requests
ac) HR wants to join systems to people soft. This is not possible with the current system. When we upgrade this system have that ability.
ad) Consolidate user interface. Currently we have to learn and use multiple interfaces.
ae) Asked to intergraded data from CNAS to the foreign national but because of resources constraints this has not happened
af) Need to have consistent data. Name change and updating data often results in additions etc. IE: defining people
ag) Process have to fit the change 
ah) Gathering all the data in a single point of access
ai) Many groups handle different accounts need a process to identify who has right to authorize. Need a place / roadmap to define how to accomplish this.
aj) People often do not understand what they need to gain the proper access to systems etc. a process to prepare the account / process prior to the individual get on site. First day start!
ak) Completely electronic process. half paper, half electronic not working

[bookmark: _Toc251748007]3. 	What vision of identity management, authorization, role and access management, single sign on, support for visitors, support for science, and support for multi-factor authentication do we have?
a) ID mgmt system that to the end use appears well-integrated, provisions accounts base on roles, handles smoothly all on/off-boarding issues, tracks roles in the organization... and effect change quickly, smoothly, reliably.
b) Manage transfers as smoothly as new-hires.
c) Sign-on once and everything (apps, systems, etc) knows who you are and what your role(s) is.
d) Provisioning is important.
e) Security is important.
f) Support for dynamic roles, selectable by the user if they have more than one. Well-defined role management with automation where appropriate. Needs to be auditable and checked after the fact.
g) Integration with service management and self-services
h) Work on business processes to reduce exception processing
i) Extensible and open id management: document how new applications can be brought onboard.
j) Integrate with other authentication schemes in use at other labs or organizations
k) Integration with GRID sources
l) Some sort of API that allows the lab to expose/extend our authentication infrastructure to outside entities
m) Token based authentication and access (i.e. one smart card that gets you in the building and onto your laptop).
n) Removing the dependence upon a single vendor for authorization
o) Enabling mobile/virtual work methods
p) Removing the grandfather clause for existing (legacy) authentication systems – implement a consistent policy and enforce the standardized method
q) Should be transparent and not require daily/weekly activities to enable.
r) Configurable time limits on access accounts
s) Easily remove people from the system and have that removal propagate to all systems, accounts, and privileges
t) System should be flexible enough the adapt to ever evolving DOE demands and standards
u) No manual intervention to reset a password (i.e. secret questions)
v) Self service ID Management as well as password reset
w) Personalized security icon to indicate to user of site hijack.
x) Industry standard browser support.
y) Biometric authentication
z) Hiring of someone individual sent HR their email address which would allow for sending of on board information. Updates of process have been more ineffective than effective.
aa) Making sure the right person get the correct information in a timely manner
ab) Filling out forms make available a computer / terminal in which they can imitate the account creation
ac) Have the ability to fill out forms online. Recruiters are requiring information prior to arriving on site. Is this an option for our process
ad) Not all hires show up the ability to have that process with a removal option would be helpful
ae) Take people out of the process make it an easy transition. Automation with a strong user interface
af) Everywhere and systems a person has access to and what systems they have accessed.
ag) Concern: people who need access but never come onsite
[bookmark: _Toc251748008]4. 	What pitfalls and risks do we have to watch out for?
This section wasn’t addressed during the brainstorming exercise.
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