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	This document is under the Change Management Control Policy.

	Description
	This document establishes the Document Management process and procedures for the Fermilab Computing Sector.  

	Purpose
	The purpose of this document is to establish a document management process for the Fermilab Computing Sector IT Service Management.  Adoption and implementation of this process provides a structured method to establish, update and communicate controlled documentation and to minimize the adverse impact on operational ability of the business due to incidents and problems caused by errors or outdated materials within the IT documentation.
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	[bookmark: _Toc405127291]Executive Overview – Document Management

	Goal
	· To adopt and implement a structured method to establish, update and communicate controlled documentation.
· To minimize the adverse impact on operational ability of the business due to incidents and problems caused by errors or outdated materials within the IT documentation.

	Objectives
	· Establish a standard process and set of procedures for creating or updating controlled documents.
· Establish a standard process and set of procedures for tracking and reviewing controlled documents at regular intervals.
· Establish a standard process and set of procedures for communicating information about new or changed documents.
· Create a standard set of document templates.
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Process Context Diagram – Document Management
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NOTE:  This graphic illustrates the basic interactions between this process or functions and the ITIL processes at a high level and does not represent detailed dependencies. 







	[bookmark: _Toc405127293]Process Flow – Document Management

	






	[bookmark: _Toc405127294]
Roles and Responsibilities – Document Management

	Roles
	Responsibilities

	Document Manager

	· Ensures review of all controlled documents on an annual basis.
· Monitors new or changed documents.
· Ensures documents conform to standard document templates.
· Approves final controlled document and posts or updates link in document repository.


	Service Owner or Process Owner
	· Carefully reviews document for currency and accuracy with changes tracked.
· Abides by Change Management document revision policy, obtaining the required approvals for the new or changed document.
· Posts or updates links to tracked documents in the document repository.


	 Service Level Manager 
	· Receives change and reviews document.
· Consults with the management team and with the service owner.
· Submits “applied” document to Document Manager.
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RACI Matrix – document Management 	

	
	
	R - Responsible
	 
	Role responsible for getting the work done
	
	
	
	

	A - Accountable
	 
	Only one role can be accountable for each activity
	
	
	
	

	C - Consult
	 
	The role who are consulted and whose opinions are sought 
	
	
	
	

	I - Inform
	 
	The role who are kept up-to-date on progress
	
	
	
	
	

	Process Activities
	Document Manager
	Service Owner or Process Owner
	Service Level Manager
	Change Manager
	 
	 
	 
	Change Manager
	Process Owner
	Service Level Manager
	Stake

	
	
	
	
	 
	
	
	
	
	
	
	holders
	

	 
	16.1 Enter New/Changing Controlled Document

	Go through Change Management as needed
	 
	R
	 
	A
	 
	 
	 
	 
	A
	 
	 

	Review document and grant approvals
	
	A
	R
	
	
	 
	 
	 
	A
	 
	 

	Approve final document
	R
	A
	
	 
	 
	 
	 
	 
	A
	 
	 

	Update in document repository
	R
	A
	 
	 
	 
	
	
	
	
	
	

	
	16.2 Change Document

	Go through Change Management as needed
	
	R
	
	A
	 
	 
	 
	 
	A
	 
	 

	Review document and approve
	 
	
A
	R
	 
	 
	 
	 
	 
	A
	 
	 

	Approve final document
	R
	A
	
	 
	
	 
	 
	 
	A
	 
	 

	Update in document repository
	R
	A
	 
	 
	 
	Update in document repository
	R
	A
	 
	 
	 

	 
	16.3 Annual Document Review

	Notify document owner to review
	R
	 
	
	 
	 
	 
	 
	 
	 
	 
	 
	

	Review document and follow steps in 16.2 as needed
	 
	R
	
	 
	 
	 
	 
	 
	 
	 
	 
	

	 
	16.4 Add/Update Tracked Document 

	Post/update in document repository
	-
	R
	 
	 
	 

	Add document to tracked document catalog
	R
	 
	 
	 
	 

	
	
	
	
	
	







	[bookmark: _Toc405127296]
16.1 Entering New Controlled Document Flow
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16.1 Entering new controlled document – Document Management

	Inputs
	· New processes or services requiring documentation

	Entry Criteria
	· A new controlled document is created.
· A revision is made to a controlled document.

	General Comments
	The purpose of this procedure is to ensure that the document is included in the Document Management Process and that it goes through the correct approval process.
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16.1 Entering new controlled document Narrative

	Step
	Responsible Role
	Action

	16.1.1
	Document Owner
	·  Determines whether the change is 
· A Simple change, as defined in the  Document Management Policy, does not need to go through Change Management
· A change that must go through Change Management, as defined by the Document Management Policy. If change must go through Change Management, follows Change Management process and procedures.
· Adds Service Level Manager as approver to change.

	16.1.2

	Service Level Manager
	· Receives change and reviews document
· Consults internally with Service Management team and with the Service Owner
· Submits tasks if needed
· Submits document to Document Manager.

	16.1.3
	Document Manager
	· Review document to ensure all needed information is present and entered correctly.
· If changes are required, sends document back to the Service Owner.
· If no changes are required, approves document.
· Posts approved document or link to approved document in DocDB
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16.1 Entering new controlled document Exit Criteria, Outputs

	Outputs
	· New document or link to document/s in document repository
· Documentation Management Communication (as needed)

	Exit Criteria
	· All necessary approvals are obtained.
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	Risk
	Impact

	Document Manager is not aware of a controlled document.
	The document is not included in the Document Management process.

	Document does not go through correct approval process. 
	Incorrect or out-of-date information is disseminated.
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16.2 Changing Controlled Document Flow  
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16.2 Changing Controlled Document Entry Criteria – Document Management

	Inputs
	· Changed process or service documents

	Entry Criteria
	· Document has changed either as a result of 
· The annual document review process
· Input from a user or procedural changes at any time that require document revision.
 

	General Comments
	· The purpose of this procedure is to ensure that the document goes through the correct approval process.
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16.2 Changing Controlled Document Narrative

	Step
	Responsible Role
	Action

	16.2.1

	Service Owner
	
· Determines whether the change is 
· A Simple change, as defined in the  Document Management Policy, and does not need to go through Change Management.
· A change that must go through Change Management, as defined by the Document Management Policy. 
· If change must go through Change Management, follows Change Management process and procedures.
· Adds Service Level Manager as approver to change.

	16.2.2
	Service Level Manager
	· Receives change and reviews document
· Consults internally with Service Management team and with the Service Owner
· Submits tasks if needed
· Submits document to Document Manager.

	16.2.3
	Document Manager
	· Review document in the document repository (or document/s that document repository links to) to ensure all needed information is present and entered correctly. 
· If changes are required, sends document back to the Service Owner.
· If no changes are required, approves document.
· Posts approved document in DocDB.
· Notifies the Service Owner, Service Level Manager and Customer that the Service Catalog Document has been published in DocDB.
· 



	[bookmark: _Toc405127304]



16.2 Changing Controlled Document Exit Criteria, Outputs

	Outputs
	· Changed document (or link to changed document) in document repository 

	Exit Criteria
	· Document (or link to document) published in document repository.
· Document Management Communication (as needed) 
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	Risk
	Impact

	Document does not go through correct approval process.
	Incorrect or out-of-date information is disseminated.








	[bookmark: _Toc405127306]
16.3 Annual Document Review Flow
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16.3 Annual Document Review Entry Criteria – Document Management

	Inputs
	· Due date for document review.

	Entry Criteria
	· Document requires annual review.

	General Comments
	· This procedure is to ensure that documents are reviewed regularly.
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16.3 Annual Document Review Narrative

	Step
	Responsible Role
	Action

	16.3.1
	Document Manager
	· Notifies service owner that tracked or controlled document is due for review.

	16.3.2
	Service Owner
	· Reviews document.
a. If document is tracked, service owner makes any changes and posts or links to document in DocDB.
b. If document is controlled, service owner follows procedures in 16.2. 
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16.3 Annual Document Review Exit Criteria, Outputs

	Outputs
	· Reviewed and possibly updated document.

	Exit Criteria
	· All necessary approvals are obtained.
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	Risk
	Impact

	Schedule of annual review is not maintained.
	Documents will not be regularly reviewed and incorrect or out-of-date information may be disseminated.










	
16.4 Tracking Document Flow

	






	

16.4 Track Document Entry Criteria 

	Inputs
	· New tracked document in document repository.

	Entry Criteria
	· New tracked document is posted or linked to in document repository, most often, along with service catalog documents.

	General Comments
	· This procedure is to ensure that we know what tracked documents we have.



	



16.4 Track Document Narrative

	Step
	Responsible Role
	Action

	16.4.1
	Service Owner
	· Posts tracked document or link to tracked document in document repository

	16.4.2
	Document Manager
	· Lists tracked document on spreadsheet.



	



16.4 Track Document Exit Criteria, Outputs

	Outputs
	· Tracked document.

	Exit Criteria
	· Document cataloged on spreadsheet.



	16.4 Tracked Document Risks

	Risk
	Impact

	Tracked document catalog is not maintained.
	We will not have a full list of service management documents, potentially resulting in documents not being reviewed and becoming outdated.

	Service owner treats a document as tracked, while it should be controlled.
	Document does not go through Change Management and the associated reviews, potentially resulting in incorrect or inconsistent documentation or improper formatting.










			Evidence

	Internal Audit Checklist Items
	Is Shall statement met?
	Comments/Evidence

	
	Yes
	No
	

	A documented procedure SHALL be established to define the controls needed for the identification, storage, protection. retrieval, retention and disposal of records.

	☒	☐	From the Document Management Policy:
“Records are governed by the Fermilab Records Management Policy (http://www.fnal.gov/directorate/Directors_Policy/records_management.shtml). No Service Management documents are considered records.
The Document Management process and procedures are applied to all other elements of Service Management including:
· Managed Process documents 
· Managed Service documents
Any document that may impact Computing’s ability to deliver agreed-to services”

	Records SHALL be legible, readily identifiable and retrievable.

	☒	☐	From the Document Management Policy: 
“Records are governed by the Fermilab Records Management Policy (http://www.fnal.gov/directorate/Directors_Policy/records_management.shtml). No Service Management documents are considered records.
The Document Management process and procedures are applied to all other elements of Service Management including:
· Managed Process documents 
· Managed Service documents
Any document that may impact Computing’s ability to deliver agreed-to services”

	A documented procedure, including the authorities and responsibilities, SHALL be established to define the controls needed to:
a) create and approve documents prior to issue;
b) communicate to interested parties about new or changed documents;
c) review and maintain documents as necessary;
d) ensure that changes and the current revision status of documents are identified;
e) ensure that relevant versions of applicable documents are available at points of use;
f) ensure that documents are readily identifiable and legible;
g) ensure that documents of external origin are identified and their distribution controlled;
h) prevent the unintended use of obsolete documents and apply suitable identification to them if they are retained.

	☒	☐	a) Document Management Process and Procedures – See Roles and Responsibilities section
b) Document Management Policy – See Communication section
c) Document Management Process and Procedures, Document Management Process and Procedures, Controlled and tracked documents list
d) DocDB keeps all previous versions of documents.
e) Document Management Policy
f) We do not control documents of external origin. The Document Management Policy defines the documents that are controlled.
All controlled documents are listed in Controlled and tracked documents list
g) Document Management Policy : “Tracked documents should be should be clearly identified as such in the document repository or shall be removed from the document repository. Whether or not such a document is obsolete is solely at the discretion of the Process Owner or Service Owner.”


	Is there evidence, Document Management flow is being followed?
	☒	☐	The  list of Controlled and tracked documents  includes change numbers for controlled documents and the date of last review.

	4.3 – The service provider shall establish and maintain documents, including records, to ensure effective planning, operation and control of the SMS.  (Annual document review for all control documents and their associated changes.)
	☒	☐	The Service Management System Plan governs which documents are managed and which among these must be controlled or tracked


	Notes:
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	Document Name
	Description
	Relationship

	Fermilab Document Management Process and Procedures
	Process
	This document

	Fermilab Document Management Policy
	Policy associated with this document
	Defines policy on controlled documents owned by Computing

	List of controlled and tracked documents 
	Schedule of document reviews
	Supporting documentation

	Fermilab Change Management Process and Procedures
	Change Management Process associated with this document
	Defines process and procedures for new and changed documents.

	Fermilab Service Level Management Process and Procedures
	SLM Process associated with service documents
	Defines procedure for posting service documents
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