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[bookmark: _Toc424229251][bookmark: _Toc424231650][bookmark: _Toc18485012]EXECUTIVE SUMMARY
[bookmark: _Toc254867545][bookmark: _Toc254867882][bookmark: _Toc254868120][bookmark: _Toc254868232][bookmark: _Toc254874262][bookmark: _Toc254875695]This document provides details and commitments of the FermMail Service Area and Service Offerings.
The descriptions of the Service Area and Service Offerings together with their service commitments and targets, owner, support organization and the type of Foundation Service Level Agreement that they conform to, are maintained and controlled in the CMDB under change control.  This document contains the approved service parameters extracted from the CMDB at the time of approval of the document.  Future versions of this document will contain url’s to reports from the CMDB (Service Now) rather than embedded tables of data extracted under change control.
In addition to those parameters, common to all Services, this document contains specific terms and conditions of the services for this Service area
This document, together with the applicable Foundation Service Level or Operational Level Agreement, forms the Service Level Agreement “SLA” or Operational Level Agreement “OLA” (for internal service offerings) for these services with the Fermilab community.  Taken together they fully describe the responsibilities of the Service Owner, Customer(s) and Users, the Service Levels, Service Commitments, Service Support and Service breach procedures, computer security responsibilities, and specific terms and conditions for the services described below. 
0. [bookmark: _Toc254867552][bookmark: _Toc254867889][bookmark: _Toc254868127][bookmark: _Toc254868239][bookmark: _Toc254874269][bookmark: _Toc254875696][bookmark: _Toc424229252][bookmark: _Toc424231651][bookmark: _Toc18485013]SERVICE AREA OVERVIEW

	FermiMail 

	Paul Lauss

	FermiMail services provide enterprise email and calendaring capabilities to all Fermilab employees, as well as those contractors and visitors who are granted rights to use the service. In addition a forwarding service is provided for visitors, contractors, users and retirees, Chat and Mail List services are avilable to all employees and others with entitlements. 

	ISO 20000 Certified




Account is defined as individually held username and password credentials within the SERVICES Active Directory that allows users to authenticate themselves and gain access to one or more Services within Fermilab. Accounts cannot normally be accessed by more than one person without Administrative cause. 
Mailbox is defined as a service from which a user can send and receive email . The user can gain access to the Mailbox by authenticating with an Account. A Mailbox is generally held by a single user but it is allowable to have it accessed by multiple users. 
The following describes the details of each of the Services offered by the FermiMail Service Owner and is not meant to imply that each service is or can-be offered on an individual basis. Please refer to the Service Offerings to see each service in a packaged form. 


	Service Offering
	Short Description
	Offered
	Owner

	 Email (FermiMail) - Standard
	
The email part of this service is described in details below:
Entitlements
· Mandatory for all Employees (N Badges)
· Available to Visitors (V Badges) and Contractors (C Badges) upon request of their experiment spokesperson or Fermilab manager. If requested, it will replace their Mail Forwarding Service.
· Available to Fermilab Retirees with a badge type that allows computing privileges.
Features
· Email addresses will use the format username@fnal.gov where username matches their account name.
· Ability to receive and send email using their assigned @fnal.gov address.
· Anti-Virus/Anti-SPAM (AV/AS) Filtering Service (standard feature)
· Near 100% capture rate on viruses
· Multi-layered anti-spam filters that will tag suspect mail and deliver it to the “Junk Email” folder of users’ mailboxesActiveSync Service
· Exchange Access for mobile devices
· Available to all Exchange Mailbox users by default
· Open to user-owned and Fermilab-owned mobile devices
· The ability to remotely wipe a personal device, should it be lost or stolen, is available to the Exchange Mailbox User. Note that this wiping service cannot be disabled.
· Shared Mailbox (on request)
· Exchange mailbox that is shared by multiple people.
o All users of this service must already have an Exchange Mailbox associated with their account.
· Mail Contact (restricted)
· Restricted for use by Mail Lists not managed by the Exchange Server and as a forward service as defined within the MX Record Policy; available to employees of any badge type.
· An entry in Active Directory address book will be created.
· No credentials are associated with this address book entry.
· All Fermilab address book users will be able to see and use this entry.
· All services are offered in compliance with the Email Policy https://cd-docdb.fnal.gov:440/cgi-bin/ShowDocument?docid=3978.
· The calendaring part of this service is described below:
· Calendar users must already use mailbox service
· Personal calendar
· User-owned calendar to track appointments and meetings
· Access is available via supported clients
· Created by default with the existence of an Exchange mailbox
· Meeting/Conference room management
· Customizable to fullfil the room owner’s needs; exact options will be reviewed with the requestor at the time of the request.

	Customer-facing
	 Paul Lauss

	Mail Forwarding Service - Standard
	 
• The email forwarding service is provided to all badged visitors and contractors by default. This service is also available to Fermilab retirees with a badge type that allows computing privileges.
• Email forwarding can be replaced by a Fermilab mailbox for authorized visitors or contractors (See Email Policy for details).
• Fermilab employees (those who have N Femilab badges) are not eligible for this service.
• Features
· Email addresses are of the format username@fnal.gov where username matches a user’s Fermilab account name.
· Users will not be able to send emails using their username@fnal.gov address.
· Emails sent to a user’s username@fnal.gov address will be forwarded to a third party email address, as determined by the visitor or contractor. For visitors, this third party email address is expected to be their email address in their home institution. For contractors, this email address is expected to be their email address in their contracting company.

	Customer-facing
	Paul Lauss

	Mail Lists (LISTSERV) - Standard
	
• This mailing list service is currently provided through listserv. To request a new mailing list, make changes to an existing mailing list, or to find more information about the mailing lists you have subscribed to, go to https://listserv.fnal.gov.

	Customer-facing
	 Paul Lauss

	Instand Messaging (chat) - Standard
	
• This service is available to all Fermilab employees, contractors and visitors (i.e., to all users with an active SERVICES account).
• This service offers individual or group chat rooms.
• This services uses the XMPP protocol.

	Customer-facing
	  Paul Lauss




[bookmark: _Toc424229253][bookmark: _Toc424231652][bookmark: _Toc18485014]SERVICE OFFERINGS
Email (FermiMail) - Standard
[bookmark: _Toc424229255][bookmark: _Toc424231654]


The calendaring part of this service has the following: 
Entitlements:
· Must have Mailbox service 
Features:
· Personal Calendar
· User owned calendar to track appointments and meetings.
· Access is available via supported clients.
· Created by default with the existence of an Exchange Mailbox.
· Meeting / Conference Room Management
· Customizable to the room owner’s needs; exact options will be reviewed with the requestor at the time of the request.
· Each room will be configured to the needs to the room owners.
· An Exchange Mailbox is required to be a room owner and use this service

	Other Information
	Refer to the email policy (https://cd-docdb.fnal.gov:440/cgi-bin/ShowDocument?docid=3978) for other details pertaining to email usage.

	Type of SLA
	Based on Foundation SLA and Underpinning Contract Agreement

	Service Criticality Tier   1
	Recovery in < 4 hours

	Supported by
	FermiMail Support

	Off hours support:24by7   Critical Incidents allowed    ISO 20000 Certified





Mail Forwarding Service (FermiMail) - Standard


	Other Information
	 

	Type of SLA
	Based on Foundation SLA and Underpinning Contract Agreement

	Service Criticality Tier   1
	Recovery in < 4 hours

	Supported by
	FermiMail Support

	Off hours support:24by7   Critical Incidents allowed    ISO 20000 Certified



Mail Lists (LISTSERV) - Standard

	Other Information
	 

	Type of SLA
	Based on Foundation Agreement

	Service Criticality Tier   1
	Recovery in < 4 hours

	Supported by
	FermiMail Support

	Off hours support:8to17by5   Critical Incidents allowed    ISO 20000 Certified



[bookmark: _Toc18485018]Instant Messaging (chat)

	Other Information
	Messaging configuration instructions can be found at http://computing.fnal.gov/ and the list of usernames you can connect to can be found at http://tele.fnal.gov/ by searching for the individual you wish to chat with.

	Type of SLA
	Based on Foundation Agreement

	Service Criticality Tier   4
	Recovery in < 4 days

	Supported by
	FermiMail Support

	Off hours support:8to17by5   Critical Incidents none    ISO 20000 Certified



[bookmark: _Toc424229257][bookmark: _Toc424231656][bookmark: _Toc18485019]  SERVICE CAPACITY

[bookmark: _Toc18485020]Business Capacity Management 
The objective is to translate business needs and plans into capacity and performance requirements for Computing services and infrastructure, and to ensure that future capacity and performance needs can be fulfilled.
As a contracted service from Microsoft, the Business Capacity is the number of licensed purchased to access the service. 
[bookmark: _Toc18485021]Service Capacity Management 
The objective is to manage, control and predict the performance and capacity of operational services. This includes initiating proactive and reactive action to ensure that the performances and capacities of services meet their agreed targets. 
Overall Service Capacity is outside the scope of FermiMail support and is the capacity of Microsoft’s Office 365 cloud service infrastructure.  On a quarterly basis we review the number of licenses that we have and determine acitons.  Annually we identify if we need to increase licenses on the Microsoft Enterprise Agreement.
[bookmark: _Toc465242020][bookmark: _Toc465419769][bookmark: _Toc465420325][bookmark: _Toc465420397][bookmark: _Toc465420456][bookmark: _Toc465420503][bookmark: _Toc465420556][bookmark: _Toc465420603][bookmark: _Toc465420668][bookmark: _Toc465420715][bookmark: _Toc465420762][bookmark: _Toc465420815][bookmark: _Toc465422316][bookmark: _Toc465667674][bookmark: _Toc18485022]Component Capacity Management 
The objective is to manage, control and predict the performance, utilization and capacity of IT resources and individual IT components. 
Component Service Capacity just a review monthly of the number of licenses being utilized by monitoring the following report  https://portal.office.com/adminportal/home#/licenses.  If we are within 10% of licenses used, we would execute the quarterly review and determine if we need to add more licenses.
[bookmark: _Toc424229258][bookmark: _Toc424231657][bookmark: _Toc18485023]BUSINESS REQUIREMENTS, SERVICE ENTITLEMENTS AND COST 
[bookmark: _Toc18485024]Business Requirements
Robust, reliable and secure email, calendaring, chat and mail list systems are essential for every business and institution. 
In the annual budget process the business requirements are reviewed and aggregated so that the FermMail Service Area owner may plan adequate technical resources to meet the business needs.  Refer to:   
· Tactical Plan and Budget process described in Financial Management Policy and Procedures (see docdb#4112)
· Capacity Plans (see docdb#4047)
· Business Impact Assessment (see docdb#5615) 
· Continuity of Operations Plans (see docdb#5097,4969 and #4571)	 
[bookmark: _Toc18485025]Service Entitlements
[bookmark: _Toc212977953][bookmark: _Toc213019262][bookmark: _Toc254867569][bookmark: _Toc254867906][bookmark: _Toc254868144][bookmark: _Toc254868256][bookmark: _Toc254874290][bookmark: _Toc254875713][bookmark: _Toc424229271][bookmark: _Toc424231658]Service Entitlements are defined in the applicable Foundation Service Level Agreement.  Exceptions to those entitlements (if any) are listed below.
[bookmark: _Toc18485026]Service Charging Policy
	 Email (FermiMail)

	 
	no charge

	Mail Forwarding Service (FermiMail)

	 
	no charge

	Mail Lists (LISTSERV)

	 
	no charge

	 Instant Messaging (chat)
	 

	 
	no charge



[bookmark: _Toc424229263][bookmark: _Toc424231666][bookmark: _Toc18485027]SERVICE REQUESTS
[bookmark: _Toc424229264][bookmark: _Toc424231667][bookmark: _Toc18485028]Standard Requests
	Service Catalog Items
	 

	Service Offering
	Catalog Item

	 Email (FermiMail)
	 Share Mailbox

	 Instant Messaging (chat)
	 Instant Messaging Application

	Mail Lists (LISTSERV)
	



[bookmark: _Toc18485029][bookmark: _Toc424229266][bookmark: _Toc424231669]SERVICE COMMITMENTS
Except as otherwise stated below the Availability commitments and targets and the Service Level commitments and targets for both response and resolution of Incident (something is broken) and Request tickets is as described in the applicable Foundation Service Level or Operational Level Agreement.
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[bookmark: _Toc424229265][bookmark: _Toc424231668][bookmark: _Toc18485030]Service Availability


Service availability is measured as an uptime percentage during the expected service availability window.  An Outage implies service unavailability and negatively impacts availability measurements.  An Outage during an ‘agreed to maintenance window’ does not impact the availability measurement.
Email (FermiMail) - Standard
· Maintenance Window – None.
[image: ]
 Mail Lists (LISTSERV) - Standard
· Maintenance Window – Periodic maintenance of the underlying server system when patching or updates are needed
[image: ]
 Mail Forwarding Service (FermiMail) - Standard
· Maintenance Window – None.
[image: ]
Chat
· Maintenance Window – Periodic maintenance of the underlying system for patching or updates

[image: ]
[bookmark: _Toc18485031]Other Service Levels

[bookmark: _Toc18485032]SERVICE SUPPORT
[bookmark: _Toc424229267][bookmark: _Toc424231670][bookmark: _Toc18485033]Requesting Service Support
Access to all Computing IT services should be requested through the Service Desk, via the ServiceNow application, or by phone (630-840-2345). More information about requesting service can be found in the Self Service section of ServiceNow.
Unless otherwise noted Support Availability is 8:00AM to 5:00PM Monday to Friday excluding holidays
Special Support Coverage
Requests for changes in support coverage should be made by opening a request with the Service Desk a minimum of 7 days before the coverage change is needed.
These requests must be negotiated and are subject to approval based on the staff available at the time and the nature of the additional support.	
[bookmark: _Toc528464564][bookmark: _Toc531588484][bookmark: _Toc149634279][bookmark: _Toc213019260][bookmark: _Toc254867568][bookmark: _Toc254867905][bookmark: _Toc254868143][bookmark: _Toc254868255][bookmark: _Toc254874289][bookmark: _Toc254875712][bookmark: _Toc424229270][bookmark: _Toc424231671][bookmark: _Toc18485034]Customer requests for Service Enhancements
The Service Owner will respond to requests for service enhancements received with appropriate advance notice within 7 business days. 
[bookmark: _Toc424229259][bookmark: _Toc424231659][bookmark: _Toc18485035]SERVICE LIFECYCLE
Creation
· Access to email will be provided to new users as part of the new hire setup.
· Access to Messaging will be provided to new users upon request to the Service Desk.
Removal
· Mailboxes associated with Accounts that are no longer in use by an active employee are cleaned up as their SERVICES account expires.
Refer to the email policy (https://cd-docdb.fnal.gov:440/cgi-bin/ShowDocument?docid=3978) for other details pertaining to email usage.
 
[bookmark: _Toc424229260][bookmark: _Toc424231660][bookmark: _Toc18485036]RESPONSIBILITIES
[bookmark: _Toc424229261][bookmark: _Toc424231661][bookmark: _Toc18485037]General Responsibilities
The applicable Foundation Service Level agreement defines the general responsibilities of the User, Customer and Service Owner including Computer Security responsibilities.  It describes how to report incidents and the responsibilities with respect to service tickets.

[bookmark: _Toc18485038][bookmark: _Toc424229262][bookmark: _Toc424231662]Service Specific Responsibilities
[bookmark: _Toc424231663][bookmark: _Toc424631004]CUSTOMER RESPONSIBILITIES
See User
[bookmark: _Toc224182442][bookmark: _Toc424231664][bookmark: _Toc424631005]USER RESPONSIBILTIES
The users agree to:
· Follow all policies as stated within the currently approved Email Policy Document. (https://cd-docdb.fnal.gov:440/cgi-bin/ShowDocument?docid=3978)
[bookmark: _Toc224182443][bookmark: _Toc424631006]SERVICE OWNER
General responsibilities:
· Follow all policies as stated within the currently approved Email Policy Document
· Maintain the Email & Messaging Service
[bookmark: _Toc424229268][bookmark: _Toc424231672][bookmark: _Toc18485039]   SERVICE CONTINUITY
[bookmark: _Toc503156629][bookmark: _Toc503156693][bookmark: _Toc503156744][bookmark: _Toc503671484][bookmark: _Toc503674439][bookmark: _Toc504366411]Computing has created an overall IT Service Continuity Management Plan that covers the key areas that each individual service area would rely upon in a continuity situation such as command center information, vital records, personnel information.  
	Recovery Objectives
	RTO
	RPO

	Service offering
	 
	 

	 Email (FermiMail)
	4 hours
	4 hours

	Mail Forwarding Service - Standard
	4 hours
	4 hours

	Mail Lists (LISTSERV) - Standard
	4 hours
	4 hours

	 Instant Messaging (chat) - Standard
	4 days
	n/a



Recovery Time Objective (RTO)  is defined as the length of time processes could be unavailable before the downtime adversely impacts business operations.
Recovery Point Objective (RPO) is defined as the maximum interval of data loss since the last backup that can be tolerated and still resume the business process.

10.1 [bookmark: _Toc465103242][bookmark: _Toc18485040]Recovery Strategy
FermiMail is in the cloud and relies on Microsoft’s Office 365 cloud service infrastructure.  Any service continuity events outside of Fermilab as long as an authentication server is up and running, people will be able to access FermiMail.  Mail Forwarding and Mail lists rely on Virtual Server Hosting availability in FCC2.  If that data center and services are available, these services will also be available.  Microsoft has a recovery plan that they would execute in the event they encounter a continuity situation.  We do not execute that plan.  
10.1.1 [bookmark: _Toc18485041]Initial recovery strategy
There are no steps that can be accomplished until Authentication becomes available.  
[bookmark: _Toc465103244][bookmark: _Toc18485042]10.1.2	Overall recovery strategy
The strategy would be to get Authentication up and running as quickly as possible.  Once that is available, FermiMail is available.  We can recover the virtual servers for Mail Forwarding and Mail Lists on any VM host.  The strategy would be to restore a backup on an available VM host. 
[bookmark: _Toc465103248][bookmark: _Toc18485043]10.2 Recovery Scenarios
[bookmark: _Toc465103249][bookmark: _Toc18485044]10.2.1           Building not accessible (Data Center Available)
FermiMail would execute its recovery strategy if the Data Center failure is in FCC2.  Otherwise, there is no impact.
10.2.2 [bookmark: _Toc465103250][bookmark: _Toc18485045]Data Center Failure (Building Accessible)
[bookmark: _Toc465103251]FermiMail would execute its recovery strategy if the Data Center failure is in FCC2.  Otherwise, there is no impact.
10.2.3 [bookmark: _Toc18485046]Building not accessible and Data Center Failure
FermiMail would execute its recovery strategy if the Data Center failure is in FCC2.  Otherwise, there is no impact.  If total disaster and FCC2, FCC3, and GCC data centers are not available, we just need to have Authentication so FermiMail Mailbox service offering is available.  Mail forwarding and Mail list service offerings would not be recovered until one of those data centers are available. 
10.2.4 [bookmark: _Toc465103252][bookmark: _Toc18485047]Critical recovery team not available
FermiMail support staff are not critical in the recovery steps because once Authentication is available, FermMail will work.  Recovery of the virtual servers for Mail Forwarding and Mail lists requires Virtual Server Hosting to restore.  Microsoft can provide support to other technicians if needed.  


10.2.5 Workforce completely remote, 30+% of staff ill)
	

	Maintain periodic contact with the Command Center on Zoom (ID: 840 911 9110)

	In the event of an outage, coordinate with the Command Center to restore services as described in Computing Continuity Plan and procedures

	When suspending or restoring Services, coordinate with the Command Center.   
All email services are expected to run at fill capacity
Staff works remotely, except for the following activities:
     o Component swaps where no other group can be leveraged (drives, controllers, power supplies, etc.
Suspended/Reduced Services:  none



10.3 [bookmark: _Toc465103254][bookmark: _Toc18485049]Return to Operations
1. There are no recovery steps required for return to operations.  
2. Team would verify that email is sending and receiveing emails internally and externally.  
3. Team would verify that Mail Forwarding and Mail List service offerings have activity.


11 [bookmark: _Toc254867566][bookmark: _Toc254867903][bookmark: _Toc254868141][bookmark: _Toc254868253][bookmark: _Toc254874287][bookmark: _Toc254875710][bookmark: _Toc212977954][bookmark: _Toc213019266][bookmark: _Toc254867570][bookmark: _Toc254867907][bookmark: _Toc254868145][bookmark: _Toc254868257][bookmark: _Toc254874291][bookmark: _Toc254875714][bookmark: _Toc424229272][bookmark: _Toc424231677][bookmark: _Toc18485050]SERVICE MEASURES AND REPORTING
[bookmark: _Toc18485051]11.1 Standard Service Measures and Reports
The Service Offering dashboard is available in the service desk application under the report section. The dashboard measures each offering for each service against the incident response and resolution times and request response times defined in section 6 of this document. The dashboard shows performance trending for the Service Offerings on a weekly/monthly/yearly basis.

The Service Offering dashboard is available to Service Owners and Providers, Business Analysts, Process Owners and Senior IT Management.  

Service Level breaches are identified in the service offering dashboard and are monitored by the Service Owners, Incident Manager and Service Level Manager.
Customer Reports are available in ServiceNow in the Service Management Reports section.
11.2 [bookmark: _Toc18485052]Service specific Measures and Reports
Monthly metrics are availabile on the department Metrics page at https://fermipoint.fnal.gov/organization/cs/ccd/ncs/SitePages/Metrics.aspx.
Other Capacity quarterly reports available are listed below:

	Document Name and Version
	Description
	Location

	Quarterly Capacity Reports
	Capacity Report for FermiMail 
	CD-DocDB 4310


		Version: Error! Unknown document property name. Error! Unknown document property name.
Computing Service Catalog Document
 CS-doc-4310


1
Revision Date: Error! Unknown document property name.		
Page 18 of 18
The official version of this document is in the CS Document Database (DocDB).
Fermi National Accelerator Lab Private / Proprietary 


[bookmark: _Toc212977957][bookmark: _Toc213019272][bookmark: _Toc233013684][bookmark: _Toc424229273][bookmark: _Toc424231678]
[bookmark: _Toc18485053]APPENDIX A: SUPPORTED HARDWARE AND SOFTWARE
[bookmark: _Toc424229275][bookmark: _Toc424231680][bookmark: _Toc213019269][bookmark: _Toc233013686]The Email & Messaging clients and hardware that will be supported are defined to the following.
· Supported versions of Microsoft Outlook on supported Windows operating systems (see Desktop Services service area)
· Supported versions of Microsoft Outlook on supported OS X operating systems (see Desktop Services service area)
· MacMail on OS X (see Desktop Services service area)
· Outlook Web Access (OWA) via https://email.fnal.gov/ on all browser/OS combinations supported by Fermilab.
· No other client/OS combinations are supported.
[bookmark: _Toc18485054]APPENDIX B: SLA and OLA CROSS-REFERENCE 
The services in this Service Area depend on the following IT Services to operate within their respective SLAs / OLAs. 
Critically depends on usually means that the Service Offering will be unavailable (or at minimum degraded) if the depends on Service Offering is unavailable.
Depends on means that there is a dependency for Availability and Continuity but the extent of the dependency can vary. 

A Table of Service Dependencies is stored in a separate file (FermiMail Service Dependencies) in the document database entry for this service area Docb#4310
[bookmark: _Toc18485055]APPENDIX C: SERVICE DEPENDENCY CROSS-REFERENCE 

A Table of Services that depend on Services in this service area is stored in a separate file in the document database entry for the Availability Process docdb#5614

[bookmark: _Toc18485056]APPENDIX D: UNDERPINNING CONTRACT (UC) CROSS-REFERENCE 

Vendor contracts directly supporting this service area, including contact information can be found in the Vendor Contract list under this service area 
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