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The purpose of this document is to consider, analyze and record risks to the delivery or operation of services.  This analysis is to be done annually, or more frequently if there are potentially significant changes in business, technical, regulatory, security or financial conditions.  
The Service Area owner shall consider risks to meeting Service Level Commitments.  Consider whether the dependencies on other services and underpinning contracts pose new risks. 
1. Lab and Customer environment
Risk: Single ISP provider (ESnet) presents a risk to WAN connectivity. However, the cost of mitigating this risk is cost prohibitive and we accept this risk.
2. Availability and Continuity
There is no significant risk of availability due to implemented redundancy within the network.
3. Capacity
We provision the network to stay ahead of current capacity needs.
4. Incident and Request Response and Resolution
No significant risk.
5. Security
The network depends on defense in depth, such as security controls, host firewalls, scanners, etc. to mitigate security risks.  
6. Financial or Contractual
Risk: Significant increases in cost for vendor maintenance contracts and equipment represent a financial risk.  We use RFP process for large cost items and continually evaluate other vendors for suitability and potential competition.

Recommendations:
for changes in Service Levels or risk mitigation actions, other than those already considered and accepted as part of the annual budget process (such as staffing levels)
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