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The purpose of this document is to consider, analyze and record risks to the delivery or operation of services.  This analysis is to be done annually, or more frequently if there are potentially significant changes in business, technical, regulatory, security or financial conditions.  
The Service Area owner shall consider risks to meeting Service Level Commitments.  Consider whether the dependencies on other services and underpinning contracts pose new risks. 
1. Lab and Customer environment

2. Availability and Continuity

3. Capacity
Licenses are reviewed and harvested.  If additional licenses are needed, computing would consider purchasing more.

4. Incident and Request Response and Resolution
Our support agreement with Zoom doesn’t account for incident response/resolution or request response.  This risk is accepted and addressed if needed.

5. Security
Publicly accessible meeting ID’s with a password, meeting link with encrypted password, and join before host enabled can allow unauthorized users to hijack and use the meeting.  Mitigations are in place, but it can still occur because individuals can still post meeting information on publicly accessible repositories.

Terminated user accounts as necessary. 

6. Financial or Contractual
  Further cost will be incurred if capacity is reached and may be charged back to organizations.


Recommendations:
For changes in Service Levels or risk mitigation actions, other than those already considered and accepted as part of the annual budget process (such as staffing levels)
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