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The purpose of this document is to consider, analyze and record risks to the delivery or operation of services.  This analysis is to be done annually, or more frequently if there are potentially significant changes in business, technical, regulatory, security or financial conditions.  
The Service Area owner shall consider risks to meeting Service Level Commitments.  Consider whether the dependencies on other services and underpinning contracts pose new risks. 
1. Lab and Customer environment
a. No risks identified
2. Availability and Continuity
a. There are no requirements from the customers needing full disaster recovery scenarios.  In the event there is a disaster scenario where loss of all servers and data occurs, we would have to rebuild from scratch.  There is no contingency in place for this scenario. For all other contingency scenarios we have high availability and redundancy and quick recovery options.   For critical web sites, they have their own contingency plan to use external resources. This is a low risk of occurring. The laboratory accepts this risk and has not provided funds to put a disaster recovery plan in place for this service.
3. Capacity
a. No risk to capacity as the infrastructure was recently upgraded and has a lot of capacity.  Mechanisms are in place to track capacity usage and we are equipped to address any capacity risks quickly.  This is a low risk. 
4. Incident and Request Response and Resolution
a. Maintenance objectives assume a normal service growth as outlined in the Central Web Hosting Capacity Plan.
b. Maintenance objectives assume that any new requirements/enhancement requests to the web service (such as internally unsupported content management software) will be addressed by the strategic objectives and will not be retro-fitted into the existing web infrastructure.

5. Security
a. Increasing risk of cyber-attacks on web sites, has increased the need for projects, experiments, and other groups at the lab to move to our centrally managed service.  We provide the on-going security maintenance if they use our service.  This will likely increase demand.  With the recent upgrade of the service we are equipped to handle the demand. This is a low risk.
b. Detailed security risk assessments have been reviewed and approved by the Computer Security Board
i. Central Web Linux Security Risk Assessment - Service Now KB11374
ii. WordPress Security Risk Assessment – Service Now KB11374
iii. Tomcat Apache Security Risk Assessment – Service Now KB11374
6. Financial or Contractual
a. No risks identified.
Recommendations:
There are no recommendations for changes in Service Levels or risk mitigation actions, other than those already considered and accepted as part of the annual budget process (such as staffing levels).
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