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Purpose
This document is a high-level overview of some services provided by Computing.  It will communicate service descriptions and the service levels that Computing is capable of managing based on current funding. Signature by laboratory executive management indicates agreement that these services have been reviewed, communicated.  The yearly review also facilitates  agreement that these services are provided and used by Fermilab users.   Also included in this document, is a summary report of Computing’s Business Continuity Recovery Capabilities for the business processes the laboratory has deemed as required within twelve hours in a continuity situation.
Scope of Services 
Fermilab Computing provides services that are consumed by Fermilab users.  This service level agreement has been aggregated into a summary format for the services which are ISO20000-certified. Appendix A includes details regarding incident and request response and resolution times. 
Appendix B includes links to the detailed service level agreements for all computing services.
Assumptions and Disclaimers
The service levels described in this document apply for support of services consumed at the local (Batavia, IL) campus and do not specifically cover remote Fermilab sites.   The service availability and support levels are the target service levels that were identified based on the current service implementations, resources and a high-level assessment of historical performance.   Service performance will be evaluated against these levels going forward to validate each service’s ability to deliver at these levels and to initiate investigation of any identified gaps to identify causes, correct them and possibly adjust these service levels as needed in the future.  For a more detailed evaluation or understanding of the service level for a specific service, please review the applicable service level agreement.  
Services Summary
Service Desk 
· Description:  Provides a single point of contact for questions, technical incidents, service requests, user communications and account creation/authorization tasks. 
· Entitlement:  Online access to Service Desk web application, phone, walk-in and remote access support is available to the Fermilab community.
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.  Critical incidents are handled by on-call rotation 24x7.
· Service Availability:  The Service Desk web application, ServiceNow, is available 24x7, 365 days per year.
Authentication and Directory Services
· Description:  Enables end-user password management with the Self-Service Password Rest application.  In addition, provides central authentication to computing resources and support for EDUROAM.
· Entitlement: The Self-Service Password Reset application is available to all users with the appropriate accounts. 
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.    
· Service Availability: 24x7, 365 per year.  Critical incidents are handled by on-call rotation 24x7.

Central Web Hosting 
· Description:  The Central Web Hosting Service provides an enterprise-level web service 
· Entitlement:   All employees and approved visitors wishing to serve content on the Internet
· Support Availability: Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays
· Service Availability: 24x7, 365 days per year
Data Center Services
· Description:  Provides core services in support of operation of 3 computing centers and one communications room at Fermilab that together include over 28,000 square feet of space for computing equipment that provides Information Technology services.
· Entitlement:  Fermilab Computing Professionals
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.   Critical issues are handled by on-call rotation 24x7.
· Service Availability: 24x7, 365 per year
Database Hosting 
· Description:  Provides Oracle, SQL Server, MariaDB, PostgreSQL and MySQL database hosting for the laboratory.
· Entitlement: 
· Oracle is available for applications which require Oracle databases and/or require minimal downtime, high availability and escalated vendor support (escalated support provided by Oracle). 
· SQL Server is available for applications which require SQL Server databases and/or require minimal downtime, high availability and escalated vendor support (escalated support provided by Microsoft). 
· PostgreSQL, MariaDB and MySQL are open-source solutions available when escalated vendor support is not required and maintenance costs associated with proprietary databases is deemed undesirable or cost prohibitive. 
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays, for Oracle, SQL Server, MariaDB, PostgreSQL and MySQL standard support. 24x7 support for critical Oracle, SQL Server and PostgreSQL databases is available with negotiated enhanced support via 24x7 monitoring/alerting and on-call rotation. 24x7 support for MySQL is currently not available.
· Service Availability:  24x7 for Oracle, SQL Server, MariaDB, PostgreSQL and MySQL. 
Desktop Services 
· Description: Provides services including the purchase, installation, troubleshooting (remote and desk-side), and disposal services for Windows and Macintosh hardware platforms (desktops and laptops) and associated application software. Support for other Fermilab-owned desktop peripheral devices. Installation and configuration desktop or laptop systems based on pre-defined standards and configurations. Also provides limited advisory and support for email configuration and access to the Fermilab network for handheld mobile devices such as iPhone and a limited selection of Android and Windows Mobile devices and tablets designated for specific department’(s’) operational purposes
· Entitlement: available to the Fermilab community
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays
· Service Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays

Engineering Support Services
· Description:  Provides lab wide engineering, design and manufacturing services.  Engineering services include installation, support and troubleshooting of computer-aided engineering (CAE) software packages such as Teamcenter, ANSYS, NASTRAN and COMSOL.  Design services include installation, support and troubleshooting of computer aided-design (CAD) software such as NX and AutoCAD.  Manufacturing services include installation, support and troubleshooting of computer-aided manufacturing (CAM) software.
· Entitlement:   Engineering professionals associated with Fermilab
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays  
· Service Availability: 24x7, 365 per year

FermiMail 
· Description:  Provides integrated email and calendaring services that are accessible on all supported operating systems and browsers
· Entitlement:  FermiMail services provide enterprise email and calendaring capabilities to all Fermilab employees as well as those contractors and visitors who are granted rights to use the service. In addition, a forwarding service is provided for visitors, contractors, users and retirees. Chat and mail list services are available to all employees and others with entitlements.
· Support Availability:   Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays
· Service Availability: 24x7, 365 days per year

Data Center Systems
· Description:  Install/move/add/change of servers, racks/power distribution units, consoles and network cabling. These services may include support and repair of IT assets currently under warranty, IT assets that may roll off of warranty during the term of the support agreement or IT assets that are no longer under warranty.
· Entitlement:  Fermilab Computing Professionals.
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.   Critical issues are handled by on-call rotation 24x7.
· Service Availability: 24x7, 365 per year
IT Server Hosting
· Description:  Provides centrally managed Windows, Linux and Solaris servers.
· Entitlement:  Fermilab Computing Professionals.
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.   Critical issues are handled by on-call rotation 24x7.
· Service Availability: 24x7, 365 per year
Managed Print
· Description:  Managed Print Services provides core printing services and copier management.
· Entitlement: Fermilab community
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.   Critical issues are handled by on-call rotation 24x7.
· Service Availability: 24x7, 365 per year
Network Services
· Description:  Provides network infrastructure and support for the Fermilab campus, wireless access to the Fermilab network and guest access to Fermilab Internet.  
· Support Availability: Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays for client issues.  Critical networking is handled by on-call rotation 24x7.
· Service Availability: 24x7, 365 per year



Networked Storage 

· Description:  Provides storage options for organization file storage and backup and restore options depending on the storage option selected.
· Entitlement:   Members of the Fermilab community
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays
· Service Availability: 24x7, 365 per year
Scientific Collaboration Tools
· Description:  Provides solutions, software and consulting for a range of tools either developed at Fermilab or acquired from the public domain.
· Entitlement:  Fermilab scientific community
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.  High-impact issues may have an enhanced response agreement.   
· Service Availability: 24x7, 365 per year
Scientific Linux Engineering
· Description: Scientific Linux Systems Engineering provides Linux and DAQ Infrastructure engineering.  System management services are also provided for  for scientific/experiment computing.
· Entitlement:  Fermilab Scientific Community
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.  Off-hours support for high-impact issues are negotiated with each experiment.
· Service Availability: 24x7, 365 per year 
Scientific Data Storage and Access
· Description:  Provides direct file-based tape storage, called Enstore, and disk cache storage, called dCache, (both tape-backed and non-tape backed). These offerings have tiers of service that accommodate different needs of customers.
· Entitlement:  Fermilab Scientific Community
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays   
· Service Availability: 24x7, 365 per year

Video Conferencing 
· Description:  The video conferencing service provides support to facilitate communication for Fermilab users with their on-site or off-site collaborators.
· Entitlement:  The Fermilab Community
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays. Off-hours and weekend support is negotiable.
· Service Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays

Virtual Server Hosting
· Description:  Provides a centrally managed Infrastructure for hosting virtual machines.  
· Entitlement:  Fermilab Computing Professionals
· Requirements:  Systems must run Microsoft Windows, SLF/Red Hat Linux
· Support Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.   
· Service Availability:  Mon. through Fri., 8 a.m. to 5 p.m., excluding lab holidays.  Critical issues are handled by on-call rotation 24x7.











Appendix A. Service Commitments
The targets defined below describe the minimum service levels applicable to the Services in this document.  There may be further  target definitions described in service-specific documents.

Service levels and commitments, when applied in the context of a service, are a warranty which ensures that the service is available when needed and fixed promptly when not usable.
[bookmark: _Toc432076243]INCIDENT AND REQUEST PRIORITIES 
The priority for incidents (something is broken) and requests (something is needed) is determined by a combination of the impact and the urgency. The impact is driven by how many people are affected, and whether there is a serious business or financial loss at risk. The urgency is driven by whether the user can perform other tasks or use a workaround for a time, or whether a time-critical task is blocked.  The priority determines the service response and restoration targets.
The priority of a ticket may be adjusted by service personnel after consultation with the user.
The table below provides priority guidelines.
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An incident is any event, not part of the standard operation of a service, which causes or may cause an interruption to or a reduction in the quality of that service.  Service restoration is the action of resolving an incident permanently or via an acceptable workaround.
[image: ]
A critical incident is the highest priority incident, one in which a highly visible and important service is no longer operable and there is no acceptable workaround. The exact definition of what constitutes a critical incident is defined   by each service.
SERVICE REQUEST FULFILLMENT
A request, in a service management context, is a request for information, a standardized change to a service or access to a service. Unlike an incident, a request usually does not involve the interruption or threat of interruption of an already provisioned service.
Each service, within its service catalog document, may define standard requests which are available in the service management web application.  Each standard request may have further defined fulfillment targets.
Since restoring established services takes precedence over provisioning new services, service restoration tends to be treated with greater urgency than request fulfillment.
Should the execution of a request require an interruption or represent a significant risk to an already provisioned service, computing, in conjunction with the service provider, may elect to defer the delivery of the request to the next scheduled maintenance window for the service.
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Appendix B. Service Catalog Document links
· Foundation (CS DocDB 4042)
· Service Desk (CS DocDB 4591)
· Asset and Material Management (CS DocDB 6140)
· Authentication and Directory Services (CS DocDB 4314)
· Backup and Restore (CS DocDB 4315)
· Central Web Hosting (CS DocDB 4321)
· DAQ and Engineering (CS DocDB 5701)
· Data Center Services (CS DocDB 5475)
· Data Center Systems (CS DocDB 4773)
· Database Hosting (CS DocDB 4664)
· Desktop Services (CS DocDB 3716)
· Distributed Computing (CS DocDB 5840)
· Engineering Support Services (CS DocDB 5161)
· FermiMail (CS DocDB 4310)
· FermiWorks (CS DocDB 5419)
· High Performance Computing (CS DocDB 5700) 
· High Throughput Computing (CS DocDB 5841)
· IT Service Hosting (CS DocDB 4316)
· Managed Print (CS DocDB 5254)
· Network Services (CS DocDB 4312)
· Networked Storage (CS DocDB 4311)
· Procurement Services (CS DocDB 5378) 
· Scientific Collaboration Tools (CS DocDB 5413)
· Scientific Data Management (Cs DocDB 5653)
· Scientific Data Storage and Access (CS DocDB 5032)
· Scientific Database Applications (CS DocDB 5653)
· Scientific Linux Engineering (CS DocDB 5316)
· Scientific Production Processing  (CS DocDB 5563)
· Scientific Server Infrastructure (CS DocDB 5845)
· Scientific Software Infrastructure (CS DocDB 5834)
· Video Conferencing (CS DocDB 4313) 
· Virtual Server Hosting (CS DocDB 4612)



Appendix F. Glossary
· Description:  Short description of service from customer point of view. 
· Entitlement:  Who can consume the service 
· Requirements:  Any items/approvals need to use the service.
· Support Availability: When support resources are available to provide technical support.  If an incident or request is opened after business hours, it will be handled on the next business day. Only certain services provide support after business hours of 8x5. 
· Service Availability:  Describes the timeframe that a service is generally designed for use.  It does not mean support is available during that same timeframe; support availability must be referenced for that information.  Each service level agreement will define the availability target (i.e., percentage of uptime) for a specific service. 
Appendix G.  Computing Recovery Capabilities for Critical Business Processes
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