2017 Service Area Risk Assessment
[bookmark: _GoBack]Service Area Risk Assessment
Service Area: Scientific Data Storage and Access
Author: Rafael Rocha
Date: 6/26/2017
The purpose of this document is to consider, analyze and record risks to the delivery or operation of services.  This analysis is to be done annually, or more frequently if there are potentially significant changes in business, technical, regulatory, security or financial conditions.  
The Service Area owner shall consider risks to meeting Service Level Commitments.  Consider whether the dependencies on other services and underpinning contracts pose new risks. 
1. Lab and Customer environment

2. Availability and Continuity

	Threat
	Vulnerability
	Asset
	Impact
	Likelihood
	Risk
	Control Recommendations

	HIGH
Losing Software Developers / Software Knowledge

	MEDIUM
Software developers are near to retirement age.

	CRITICAL
Enstore.
dCache.
	CRITICAL
No further developer support on Enstore and dCache systems.

	MEDIUM
	HIGH
Potential incapability of attending to new software issues.
	Hire new developers and spread knowledge among current developers.

	HIGH
Budget constraints vs required capacity
	HIGH
Experiments (without CMS) project to use 48PB (3 times more than FY17)
	CRITICAL
Tape libraries storage capacity
	CRITICAL
Not enough space to hold experiments data.
	MEDIUM
	MEDIUM
Oracle ending dev of our current tech and budget constraints
	Get other vendor libraries and migrate data (on going). Increase budget for tape media and replace the remaining Oracle libraries or upgrade them to LTO-8 drives.

	LOW
Tape offers 99.99% of data integrity and reliability. 
	LOW
0.001% of incidence of having unrecoverable files due to the nature of the storage solution
	CRITICAL
Files stored in tapes.
	MEDIUM
Possible unrecorable files if they cant´t be recovered by any alternative methods.
	LOW
	LOW
Unrecoverable files due to tape nature happens with an incidence of 0.001%
	We already have retention policies in dCache that provides an additional protection layer. Nevertheless there is no mechanism that ensures not having incidences. 


 
3. Capacity
Section 2. above applies to capacity as well. 

4. Incident and Request Response and Resolution
	Threat
	Vulnerability
	Asset
	Impact
	Likelihood
	Risk
	Control Recommendations

	HIGH
Losing Operations Staff / Operations Knowledge

	MEDIUM
¾ of the operations staff  are near to retirement age.

	CRITICAL
Enstore.
dCache.
Tape libraries
	CRITICAL
No further operations support on Enstore, dCache and tape libraries systems.

	MEDIUM
	HIGH
Potential incapability of attending new operation issues on time.
	Hire new operations personnel and spread knowledge among current staff.

	HIGH
Work overload as hardware and users are increasing and personnel decreasing.
	MEDIUM
Operations staff has lost 3 members: 2 retiring, 1 as reorg and only 1 was backfilled.
	CRITICAL
Enstore, dCache, Tape libraries
	CRITICAL
Staff is getting too busy with user related tasks leaving no room for attending other issues like automatization or sometimes getting tickets/tasks done on time
	HIGH
	HIGH
Potential incapability of attending new operation critical issues on time.
	Hire new operations personnel and spread knowledge among current staff.



5. Security

6. Financial or Contractual

Recommendations:
We have been working with Oracle and other tape hardware vendors to get pricing in order to see what may be possible in FY17-FY19. 
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