Enterprise Engineering Applications - Change Risk Classification Guidance
This document provides guidance for determining the risk associated with a change.  Within Change Management, the level of scrutiny of a change is a function of its risk.   
1. Work 
Day-to-day work is made up of very low risk activities.  Day to day work is not tracked and entered into the Service-Now Change Management System.  Work should be tracked via a Service-Now Incident Ticket or Service-now Request Ticket.  Work can be performed at any time and is not restricted to normal maintenance windows.  Changes governed by other policies (for example computer security incident response actions) are considered work.
Approval Required: 

None 
Guidance: Changes to process and policy documents that are editorial in nature and do not materially affect work or decisions and does not affect workflow/business processes outside your group.  Changes to data, which are considered normal operations of the system, are also categorized as work.  Changes to data via data entry forms or the running of established production scripts/programs.  Anything that requires a Harvest/CVS package is NOT considered work.
Engineering Application Examples:

· Adding a new user to Teamcenter via established scripts/screens.

· Installing established engineering application(s) to a client workstation.

· Install Java for use with engineering applications

· Modify Teamcenter List Of Values (LOV’s) using update scripts


2. Standard Change (Risk Level 2)
Standard Changes are low risk, routine changes to the production system performed according to a template that has successfully navigated the Proposed Standard Change process at least once.  Standard Changes must be moved to production during the group’s standard maintenance window for moving changes into production. 

Initial Approval Required:
 
Authorization to build

Group Leader or Line Manager
Approval to go live

Pre-approved
Final Approval Required: 

Authorization to build 
Pre-approved

Approval to go live

Pre-approved
Guidance: Changes to software of limited audience, function, and low engineering risk with little potential to embarrass the division/lab.  The change shall not include any underlying database schema changes or update/change data.  Administrative actions limited to data and configurations for one application.
Engineering Application Examples:

· Decommissioning servers that are no longer in use.
· Update a FlexLM license file for an engineering application
· Upgrade FlexLM to a new minor version

· Minor BMIDE updates 
· Minor adjustments to a Teamcenter workflow

· Install a new Teamcenter feature (subset of a module)

· Install a NX maintenance patch
3. Proposed Standard Change (Risk Level 3)
Proposed Standard Changes are standard changes going through the Service-now change process for the first time or second time.  Once a group has successfully navigated the process at least once, it will be approved for standard changes.
Initial Approval Required:
 
Authorization to build

Group Leader or Line Manager
Approval to go live

Group Leader or Line Manager
Final Approval Required: 

Authorization to build 
Change Manager

Approval to go live

Release Manager then Change Manager
Guidance: See Standard Change Guidance.
Examples:

· See Standard Change Examples


4. Minor Change (Risk Level 4)
Minor Changes are non-routine, low risk changes to programs or applications that have limited impact.  Domain-specific judgment shall be used to identify minor changes.  Minor changes should pass the following risk screen:
· The staff reasonably expected to plan and implement a minor change have experience implementing equivalent changes.  
· The change does not consume substantial people or technical resources, and those resources are expected to be available. 
· There is high confidence that a back out plan can be developed and executed, if needed.
· The change is NOT directly responsive to an external requirement, such as a DOE finding.
· The change does NOT significantly affect a large number of users, or a large experiment, an important facility, or an important process or function of the laboratory.  Changes completely supported by redundant and fault tolerant infrastructure of sufficient capacity need not be major.
· The change changes flow of money or tangible resources into or out of the laboratory at a level that does not exceed similar changes performed by the expected staff planning or implementing this change.
Minor Changes must be moved to production during the window that was approved by the Change Manager.
Initial Approval Required:
 
Authorization to build

Group Leader or Line Manager
Approval to go live

Group Leader or Line Manager
Final Approval Required: 


Authorization to build 
Change Manager (Pre-approved when tool is capable) via CAB
Approval to go live

Release Manager then Change Manager via CAB
Guidance: Minor upgrades to existing applications where the Engineering support group or a Business Analyst is doing analysis or project management work for the implementation of new systems/applications with a limited number of users and/or minor impact to the organization.  The implementation of minor new functionality to existing systems/applications.
Engineering Application Examples:

· Upgrade Citrix to a new release
· Upgrade FlexLM to a new major version
· Implement a new Teamcenter module

· BMIDE changes that would update item/database schema

· Major re-write to a Teamcenter workflow

· Install a Teamcenter maintenance patch
5. Major Change (Risk Level 5)
Major Changes are high-risk program, policy, or application changes that typically affect a large user base, a significant set of users and/or experiment, require at least two FTEs for a year, have estimated costs of at least 50,000 and/or have a project manager assigned.  All changes, which are not Work, Standard, Minor, or Emergency, are Major.  Domain-specific judgment shall be used to identify major changes.
Major Changes must be moved to production during the window that was approved by the Change Manager.
Initial Approval Required:
 
Authorization to build

Group Leader or Line Manager
Approval to go live

Group Leader or Line Manager
Final Approval Required: 


Authorization to build 
Change Manager via CAB
Approval to go live

Release Manager then Change Manager via CAB
Guidance: Major upgrades to existing applications.  Implementation of new systems/applications.  The implementation of significant new functionality (releases) to existing systems/applications.  Packaged enhancements or upgrades (license server upgrades).
Engineering Application Examples:

· Teamcenter implementation to a new major version (Teamcenter version 9.1 to version 11.2)
· Implementing a new engineering application

· NX Upgrade to a new major release (NX 9 to NX 11)
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