
Teamcenter Technical Risk Assessment

This technical risk assessment examines the threats, vulnerabilities, risks, mitigations and residual risks for the Teamcenter service. The Teamcenter service is composed of systems, that connects and controls engineering specifications, design analysis, CAD drawings, safety documentation, and Quality Control reports in a central repository to allow for more efficient data sharing across organizations. The Teamcenter service is described in greater detail in the Teamcenter SLA CS Document 5161-

FNAL Teamcenter Service.
Risk ratings are described in the FNAL GCE Security Plan.

Service:  Teamcenter
Responsibility: SOS/EEA
Please complete a Threat/Vulnerability/Risk/Mitigation/Residual Risk for each component and sub-component of your service or process.

Threat: Password in txt file on tcapp21p.fnal.gov and tcapp22p.fnal.gov
Vulnerability: Need to have this file to run certain services upon startup.
Risk: (VERYLOW) Since this file is used on server and is only accessible by users cd-srv-cad, dcproxy, SYSTEM, and administrators, the risk is low. 
Mitigation: Only allow access to this file by administrators, system users and two service accounts.
Residual Risk: (VERYLOW)  This password is only used to start up services on the main Teamcenter server and only contains one word which is a password.
Threat: Username and Password in bat files on tcdis24p.fnal.gov
Vulnerability: Need to have this file to convert drawing files on the Teamcenter Dispatcher server after a part has been released.
Risk: (LOW) Since this file is used on server and is only accessible by users cd-srv-cad, dcproxy, SYSTEM, and administrators, the risk is low. 
Mitigation: Only allow access to this file by administrators, system users and two service accounts.
Residual Risk: (LOW)  The username and password used is for dcproxy a services account that controls the conversion utilities of our dispatch server.
Threat: Not enough operational support staff 
Vulnerability: Need to have additional staff to support daily operations and enhancement/defect requsts.
Risk: (MEDIUM) When group members are on vacation or ill work does not get done in a timely manner (no operational support backup) 
Mitigation: Hire an additional experienced FTE
Residual Risk: (N/A)  
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