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Abstract:

This document is an evaluation of the deployment, configuration and operation of the Virtual Organization Management Service (VOMS) by the Fermilab Campus Grid (FermiGrid) against the International Grid Trust Federation (IGTF) published Attribute Authority (AA) profile version 1.1.
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[bookmark: _Toc249158496]Executive Summary

This document was presented to ITGF/EUGridPMA meeting in Abbington, UK on 14-Jan-2014.  There was broad agreement from the reviewers (based on this evaluation document) that the The Virtual Organization Management Services (VOMS) operated by FermiGrid for several Virtual Organizations (VOs) are are in compliance with the IGTF Guidelines for Attribute Authority Service Provider Operations.    
1. [bookmark: _Toc249158497]Background

The Fermilab Campus Grid (FermiGrid) [ref 1] operates as a “Relying Party” of the International Grid Trust Federation (IGTF) [ref 2].  The IGTF is a body that establishes common policies and guidelines between its Policy Management Authorities (PMAs) members and ensures compliance to their Federation Document amongst the participating PMAs.

The IGTF does not provide identity assertions but instead ensures that within the scope of the IGTF charter the assertions issued by accredited authorities of any of its member PMAs meet or exceed an authentication profile relevant to the accredited authority.

The IGTF constituency consists of three member PMAs:
· the Asia-Pacific Grid PMA (APGridPMA);
· APGridPMA which covers Asia and the Pacific,
· the European Grid PMA (EUGridPMA)  which coverings Europe, the Middle East and Africa;, and 
· The Americas Grid PMA (TAGPMA) which coverings Latin America, the Caribbean and North America. 

All registered members in each regional PMA are also members of the IGTF. These include identity providers, CAs, and their major Relying Parties, such as the international Grid Deployment and Infrastructure projects.

Each member PMA holds regular meetings and manages email lists for discussion. The open IGTF meetings are held at the Open Grid Forum's regular meetings.

In addition to being a Relying Party, FermiGrid operates Virtual Organization Management Services (VOMS) for several Virtual Organizations (VOs) that in turn provide VO Attributes embedded in Grid proxies issued through the standard VOMS proxy creation interfaces (voms-proxy-init) [ref 3].

On 12-May-2012, the IGTF published their Guidelines for Attribute Authority Service Provider Operations [ref 4].  
2. [bookmark: _Toc249158498]Definitions

The following definitions are taken from the IGTF Guidelines for Attribute Authority Service Provider Operations:

	Keyword
	Definition

	AA
	An Attribute Authority. This is the body responsible for managing the binding between subjects and attributes within a Community. The AA selects an AASP to host AA services.

	AA service
	The technical entity that maintains bindings and issues attribute assertions.

	AASP
	An Attribute Authority Service Provider is an organization (or group within an organization) that runs Attribute Authority services for one or more Attribute Authorities on behalf of one or more defined Communities.

	Attribute
	An attribute is a named property associated with an entity.

	Subject
	A subject is an entity, whose identity can be authenticated, belonging to the scope of the AA.

	Attribute Assertion
	An attribute assertion is a statement, made by the Attribute Authority service about the attributes of a subject.


3. [bookmark: _Toc249158499]Introduction

This document is an evaluation of the deployment, configuration, and operation of the FermiGrid VOMS against the IGTF AA Profile V1.1.

At the present time, the Fermilab Campus Grid (FermiGrid) hosts Virtual Organization Management Services (VOMS) for the following Virtual Organizations:

	VO
	Type
	VO Description and URL

	auger
	Replica
	The auger experiment
https://voms.fnal.gov:8443/voms/auger

	cdf
	Master
	Fermilab CDF experiment
https://voms.fnal.gov:8443/voms/cdf

	cms
	Replica
	LHC Compact Muon Solenoid experiment
https://voms.fnal.gov:8443/voms/cms

	des
	Master
	Dark Energy Survey experiment
https://voms.fnal.gov:8443/voms/des

	dzero
	Master
	Fermilab D0 experiment 
https://voms.fnal.gov:8443/voms/dzero

	fermilab
	Master
	“Umbrella” VO for Fermilab employees and users
https://voms.fnal.gov:8443/voms/fermilab

	ilc
	Replica
	International Linear Collider
https://voms.fnal.gov:8443/voms/ilc

	lbne
	Master
	Long Baseline Neutrino Experiment
https://voms.fnal.gov:8443/voms/lbne

	lqcd
	Master
	Lattice Quantum Chromo-Dynamics
https://voms.fnal.gov:8443/voms/lqcd

	lsst
	Master
	Large Synoptic Space Telescope
https://voms.fnal.gov:8443/voms/lsst

	mcdrd
	Master
	Muon Collider Detector Research & Development
https://voms.fnal.gov:8443/voms/mcdrd

	nanohub
	Master
	NanoTechnology Online Simulation Hub
https://voms.fnal.gov:8443/voms/nanohub

	nees
	Master
	Network for Earthquake Engineering Simulation
https://voms.fnal.gov:8443/voms/nees

	osg
	Master
	The Open Science Grid
https://voms.fnal.gov:8443/voms/osg

	vlab
	Master
	Virtual Laboratory for Planetary Material
https://voms.fnal.gov:8443/voms/vlab



This document is an evaluation of the deployment, configuration, and operation of the FermiGrid VOMS against the IGTF AA Profile V1.1.

The IGTF AA Profile V1.1 describes the minimum requirements and recommendations for the operation by an AASP of an AA service issuing Attribute Assertions. The Community and/or the AA selects one or more AASPs and informs Relying Parties regarding the metadata of these AASPs. Attribute information is securely maintained by the AASP. Attributes are securely delivered on request to authorized information requestors. These attributes are typically aggregated with identity assertions from an Identity Provider and are then used for authorisation decisions.  To achieve sustainability, an AASP should operate AA services as a long-term commitment. An AASP must be supported and endorsed by its host organization.

The format of this document is to list the individual IGTF profile requirements in “italic text” preceded by the word “Requirement” also in italic text, and the FermiGrid evaluation response to the IGTF profile requirements in “normal” text preceded by the word “Response” in “normal” text.
4. [bookmark: _Toc249158500]Naming

Requirement:

Identifiers of the AASP and the AA must both be persistent and globally unique. The AA must use a defined naming scheme for subjects and attributes. Subject identifiers must be persistent and unique within an AA.

Response:

The identifiers issued by the FermiGrid AASP and AA are persistent and globally unique.  The format used by all VO VOMS servers hosted on the FermiGrid AASP and AA is:

/<vo name>/<optional vo group name>/Role=<role>/ Capability=<capability>

Some typical attributes issued by the FermiGrid VOMS servers are:

· /fermilab/grid/Role=NULL/Capability=NULL
· /fermilab/Role=NULL/Capability=NULL
· /fermilab/test/Role=NULL/Capability=NULL
5. [bookmark: _Toc249158501]Attribute Management and Attribute Release

Requirement:

The AA is responsible for the semantics, lifecycle and release policy of attributes stored or asserted by the AA service. The AA must document how it addresses these issues. The AASP must collect and make these AA documents available to Relying Parties.

Response:

VO administrators define the individual VO Attributes through the use of the appropriate VOMS web User Interface (UI).   The VO administrators then interface to the corresponding Grid (OSG or WLCG). 
6. [bookmark: _Toc249158502]Attribute Assertions

Requirement:

Assertions provided by an AA service must be integrity protected. They must either be signed by the AA service or be transmitted over an integrity protected channel where the server has been authenticated..  The assertion must be traceable back to the AA.

Response:

Assertions provided by any of the FermiGrid VOMS services are imbedded in cryptographically signed credentials issued by the AA service.  The assertions are traceable back to the AA using the “voms-proxy-info –all” command.  Example:

voms-proxy-info -all | grep issuer
issuer    : /DC=gov/DC=fnal/O=Fermilab/OU=Robots/CN=monitor1.fnal.gov/CN=cron/CN=Keith Chadwick/CN=UID:chadwick
issuer    : /DC=org/DC=doegrids/OU=Services/CN=http/voms.fnal.gov

The information disclosed by the above command shows that the robot user on system monitor1.fnal.gov associated with Keith Chadwick (Fermilab Kerberos UID chadwick) was issued by the FermiGrid VOMS server operating using service credentials associated with voms.fnal.gov issued by the DOEgrids CA.

Requirement:

The AA service must meet the confidentiality requirements of the Community and the AA release policy. This may mean that AA services require client authentication 
Aassertions that are bound to an authenticatable subject must only be issued to valid subjects.

Response:

The FermiGrid AA service meets the confidentiality requirements of the Communities that it serves and the Open Science Grid AA release policies.  Access to the FermiGrid AA services does require x.509 credentials, and only issues assertions that are bound to x.509 credentials are only with issued to valid subjects.

Requirement:

These guidelines do not require a revocation mechanism for attribute assertions.
Assertions without a specified lifetime are only guaranteed to be valid at time of issue. If the assertion contains a lifetime, this should be no more than 24 hours. The AA will be held responsible for an assertion during its entire lifetime.

Response:

The FermiGrid AA service does not implement a revocation mechanism for attribute assertions.  The default assertion lifetime for AAs issued by FermiGrid AA service is 12 hours.  Users may override this assertion lifetime using the following options to the voms-proxy-init command:

	Option
	Description

	-valid <h:m>                   
	Proxy and AC are valid for h hours and m minutes (defaults to 12:00)

	-hours H                       
	Proxy is valid for H hours (default:12)

	-vomslife <h:m> 
	Try to get a VOMS pseudocert valid for h hours and m minutes (default to value of -valid).


7. [bookmark: _Toc249158503]Relying Party Obligations

Requirement:

If a community uses AA services operated by multiple AASPs then Relying Parties must assess each of the AASPs individually.  Relying Parties must validate the integrity of attribute assertions and their binding to a valid subject at the time of reliance.  Relying Parties must rely on assertions with an explicit lifetime only for as long as they are valid.

Response:

This is an obligation on the Relying Parties, and it does not affect the operation of the FermiGrid VOMS service.  Fermilab as a Relying Party assesses each of the AA services “published” by the OSG through the standard OSG mechanisms.

Requirement:

Relying Parties must assess the risk of relying on assertions with no explicit lifetime and must not rely on them for longer than 24 hours after issuance.  Relying Party must validate all verifiable elements.

Response:

Again, since this is an obligation on the Relying Parties, and it does not affect the operation of the FermiGrid VOMS service.  Fermilab as a Relying Party validates all verifiable Attribute elements through the use of XACML based authorization and authentication tools.

8. [bookmark: _Toc249158504]Operational Requirements

Requirement:

An AA service system that issues attribute assertions must be a dedicated machine, running no other services than those needed for the AA operations and/or other security-sensitive services.  An AA service may be run in a virtual environment that has the same security for all services running in this environment and external users must not have interactive access to this environment.

Response:

The FermiGrid VOMS services are run on dedicated virtual machines that are only accessible via Kerberos based login credentials for system administration.  All actions by VO administrators occur via the VOMS web UI that uses x.509 credential based authentication.  External users do not have interactive access to this environment.

Requirement:

The AA service system must be located in a secure environment where access is controlled and limited to specific trained personnel.

Response:

The FermiGrid VOMS services are located in card reader access controlled computer rooms operated by the Fermilab Computing Sector.  Furthermore, the physical systems that host the FermiGrid VOMS server virtual machines are located in locked racks within the card reader access controlled computer rooms.
8.1. [bookmark: _Toc249158505]For AA services issuing signed assertions

Requirement:

The key used to sign assertions should be dedicated to assertion signing functions.
This key must not be shared between AASPs. A single AASP may use the same signing key for multiple AA services.  This key must have a strength equivalent to or better than an 2048 bit RSA key.  AASPs are encouraged to consider using an HSM to store the signing keys. Otherwise, when using software-based private keys these must be suitably protected by the operating system.  In either case the keys must only be accessible by the service and trained personnel with procedural controls.

Response:

The keys used to sign assertions are dedicated to the assertion signing functions:

[root@fg5x3 grid-security]# openssl x509 -in voms.fnal.gov-hostcert.pem -noout -text | grep 'Subject:'
        Subject: DC=org, DC=doegrids, OU=Services, CN=voms.fnal.gov
[root@fg5x3 grid-security]# openssl x509 -in voms.opensciencegrid.org-hostcert.pem -noout -text | grep 'Subject:'
        Subject: DC=org, DC=doegrids, OU=Services, CN=host/voms.opensciencegrid.org

and is are not shared with other AASPs.

The keys used by the FermiGrid VOMS services are 2048 bit RSA keys:

[root@fg5x3 grid-security]# openssl x509 -in voms.fnal.gov-hostcert.pem -noout -text | grep 'RSA Public Key'
            RSA Public Key: (2048 bit)
[root@fg5x3 grid-security]# openssl x509 -in voms.opensciencegrid.org-hostcert.pem -noout -text | grep 'RSA Public Key'
            RSA Public Key: (2048 bit)

The public certificate and private key are protected the suitable operating system permissions:

[root@fg5x3 grid-security]# ls -l voms.fnal.gov-host*.pem
-rw-r--r-- 1 daemon daemon 1637 Mar 22  2013 voms.fnal.gov-hostcert.pem
-rw------- 1 daemon daemon 1679 Mar 22  2013 voms.fnal.gov-hostkey.pem
[root@fg5x3 grid-security]# ls -l voms.opensciencegrid.org-host*.pem
-rw-r--r-- 1 daemon daemon 1675 Mar 22  2013 voms.opensciencegrid.org-hostcert.pem
-rw------- 1 daemon daemon 1675 Mar 22  2013 voms.opensciencegrid.org-hostkey.pem

The keys are only accessible by the service (running as the daemon user) and trained system administrative personnel using procedural controles.  As previously indicated, tThe FermiGrid VOMS services are run on dedicated virtual machines that are only accessible via Kerberos based login credentials for system administration.
8.2. [bookmark: _Toc249158506]For AA services providing attribute lookup

Requirement:

The AA service must provide for connections to its protocol endpoint via integrity protected and mutually authenticated channels.  The keys used to authenticate and integrity protect the channel must have a strength equivalent to or better than an 2048 bit RSA key. The keys must be suitably protected by the operating system or
an HSM, and must only be accessible by the service and trained personnel with procedural controls.

Response:

Refer to response under the “For AA services issuing signed assertions” section 8.1 above.
8.3. [bookmark: _Toc249158507]Network configuration

Requirement:

The network to which the AA service system is connected must be highly protected and suitably monitored.

Response:

The FermiGrid VOMS servers are connected to the Fermilab site network using the standard site protection services that include a variety of monitoring.
9. [bookmark: _Toc249158508]Site Security

Requirement:

The AASP should document the physical site security controls and maintain them in a state consistent with the security requirements of the hosted AAs.

Response:

The physical site security controls are documented in the Fermilab security plan documents that are reviewed on a periodic basis.  The application controls are also documented in the FermiGrid Authentication Services Minor Application plan that is also reviewed on a periodic basis.
10. [bookmark: _Toc249158509]Publication and Repository responsibilities

Requirement:

The AASP must publish the following metadata for each AA it hosts, to the Community and related relying parties:
· persistent contact details for the AASP, including at least one email address and one postal contact address
· those aspects of their operational environment which are relevant to the evaluation of the security and trust by the AAs and Relying Parties
· the signing certificate, where relevant, or the set of certificates up to a self-signed root;
· a URL of the AA service for general information

Response:

Fermilab publishes postal address contact information on the institutional web sites:
· http://www.fnal.gov
· http://www.fnal.gov/pub/contact/index.html

Fermilab also publishes email contact information for all employees through the Fermilab online telephone book:
[bookmark: _GoBack]
· http://www-tele.fnal.gov

Fermilab has registered the AASPs hosted by FermiGrid and the corresponding URLs with the OSG Information Management (OIM) service:

· https://oim.grid.iu.edu/oim
· https://oim.grid.iu.edu/oim/vo

Requirement:

The AASP should provide a means to validate the integrity of its roots of trust.
The repository must be run at least on a best-effort basis, with an intended continuous availability.  AAs must be informed if AASP procedures change.

Response:

The FermiGrid VOMS servers are operated using credentials issued by x.509 CAs that are accredited by IGTF.

The FermiGrid VOMS servers are operated in the FermiGrid high availability infrastructure (FermiGrid-HA2) that is documented in:

· http://cd-docdb.fnal.gov/cgi-bin/ShowDocument?docid=3739

The FermiGrid-HA2 infrastructure is a distributed high availability infrastructure that is physically present in two independent computer rooms (FCC-2 and GCC-B) operated by the Fermilab Computing Sector on the Fermilab site.
11. [bookmark: _Toc249158510]Audits

Requirement:

Any binding between subjects and attributes should be verifiable and auditable for a defined time period.  The AASP must record and archive all of the following for all of its hosted AA services:
· all requests for attributes
· all issued attribute assertions
· all login/logout/reboot/key activitions of the issuing machine
· any configuration change to the AA service relevant to the access control of the attribute repository
· any change affecting the binding between subjects and attributes

Response:

The FermiGrid VOMS services log all of the above actions in a combination of the VOMS service application logs, the system logs (syslogs), and ITIL change management processes.  The electronic logs (VOMS service and system logs) are forwarded to the Fermilab central logging service (clogger.fnal.gov) on an ongoing basis.  

Requirement:

The AASP must keep these records for at least 180 days after termination of the effects of the auditable event.

Response:

The VOMS service logs are retained on the VOMS servers for 30 days, the logs that are forwarded to the central logging service (clogger.fnal.gov) are retained for a minimum of one year and are searchable via the SPLUNK.  The logs are also archived to backup tapes that are retained “forever”.

Requirement:

The AASP must provide assistance to operational security teams during a security incident.

Response:

This is part of the standard Fermilab incident response procedure.

Requirement:

The AASP must accept being audited following reasonable requests from an AA and/or a Community it serves to verify its compliance with these guidelines.  The AASP should perform operational audits of its staff at least once per year. A list of AASP staff should be maintained and verified at least once per year.

Response:

The Fermilab operational security plans are audited by the US DOE on a periodic basis.   FermiGrid will accept reasonable requests by AAs or communities to verify the compliance with the IGTF AA Profile.  The Fermilab Computing Sector performs audits of all services on an ongoing basis.  The list of FermiGrid staff is maintained by Fermilab and verified in an ongoing basis as personnel assignments change.
12. [bookmark: _Toc249158511]Privacy and confidentiality

Requirement:

AASPs must define an appropriate privacy and data release policy compliant with the relevant legislation and the requirements of the Community or AA.

Response:

Fermilab is supported the United States Department of Energy (US DOE) under contract No. DE-AC02-07CH11359.  As a consequence, FermiGrid is operated under the US DOE and Fermilab Computing Sector policies.
13. [bookmark: _Toc249158512]Compromise and disaster recovery

Requirement:

The AASP must have an adequate compromise and disaster recovery procedure, and must be willing to discuss this with the hosted AAs or with an assessor. The AASP should be willing to disclose this to the Community or related Relying Parties.

Response:

As stated above, Fermilab operates the VOMS services in the FermiGrid-HA2 high availability infrastructure as well as performing periodic backups.  The distributed and redundant FermiGrid-HA2 infrastructure has allowed Fermilab to operate the VOMS services at 100% availability through several instances of “disaster” events (failure of electrical distribution systems, cooling failure, building failure, etc.).    Yes, there are classes of potential disaster events that could result in a disruption of service, but these potential disaster classes are extremely unlikely[footnoteRef:1], and development of procedures for that level of disaster recovery are “well above my pay grade”. [1:  An example of such a disaster would be the simultaneous destruction of both the FCC-2 and GCC-B computer rooms that are located ~1 mile / 1.6 kilometers apart.] 

14. [bookmark: _Toc249158513]Statement of compliance

Requirement:

Compliance with these guidelines may be claimed by the AASP itself or stated by a third party, such as an AA hosted by the AASP or a Community served by the AASP. The statement of compliance must identify who is making the claim or statement.
Relying parties should decide who they wish to trust to make statements of compliance.

Response:

This document is an evaluation of the deployment, configuration and operation of the Virtual Organization Management Service (VOMS) by the Fermilab Campus Grid (FermiGrid) against the International Grid Trust Federation (IGTF) published Attribute Authority (AA) profile version 1.1.
.

Requirement:

A statement of compliance may refer to these guidelines but must not use the name of the IGTF to endorse or promote the AASP or hosted AAs without specific prior written permission from the IGTF.

Response:

Fermilab and FermiGrid do not use the name of the IGTF to endorse or promote the VOMS services hosted by FermiGrid.
15. [bookmark: _Toc249158514]Evaluation Summary

The responses in Sections 4 to 14 of this document to the specific IGTF requirements demonstrate that the Virtual Organization Management Services (VOMS) operated by FermiGrid for several Virtual Organizations (VOs) are in compliance with the IGTF Guidelines for Attribute Authority Service Provider Operations V1.1.  

FermiGrid-VOMS-AA-Evaluation
January 14, 2014

FermiGrid-VOMS-AA-Evaluation
January 14, 2014
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