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The purpose of this document is to consider, analyze and record risks to the delivery or operation of services.  This analysis is to be done annually, or more frequently if there are potentially significant changes in business, technical, regulatory, security or financial conditions.  
The Service Area owner shall consider risks to meeting Service Level Commitments.  Consider whether the dependencies on other services and underpinning contracts pose new risks. 
1. Lab and Customer environment

No new risks – the environment changes continuously and has to be evaluated annually. 
2. Availability and Continuity
· Many of the Computing Sector services are critically dependent on the availability of the FCC2 data center, which has the highest reliability. However, the infrastructure has single points of failure and a lack of redundancy and in some circumstances could fail to meet the stated availability targets.  Mitigation of this risk would be too costly to consider 
· There are several potential disaster scenarios that could result in the (near) simultaneous loss of the FCC2 and the FCC3 data center these risks are accepted as they are too costly to mitigate
· The Data Centers are recognized as Tier I or below, which by definition means there are single points of failure throughout the infrastructure. 
· The electrical distribution fed from under the floor on FCC2 is being phased out. It is part of the older electrical infrastructure that includes a UPS with a projected EOL/limited or no support date of 2018. The entire electrical distribution is the oldest of any computing center and carries higher risk of failure
· Domestic water is required to maintain the environmentals for tape libraries in FCC2 and GCC Tape Robot Room.
· DOCDB documents that identify risks and proposed upgrades
· 2018 Computing Center Availability Document:
https://cd-docdb.fnal.gov:440/cgi-bin/ShowDocument?docid=6532
3. Capacity
No risks in this area
4. Incident and Request Response and Resolution
Changes to the depth of staffing represents a risk to response and resolution. However, the current staffing is sufficient for the Data Center Services. Building management activity can compete directly with resources available for Data Center Services. 
5. Security
Cyber Security is the responsibility of the computing service providers. Physical security is periodally audited, and improvements are made as deemed necessary. 

6. Financial or Contractual
The Data Center Service relies in large part on maintenance service contracts and therefore these contracts are critical to the successful delivery of the service. 
Recommendations:
for changes in Service Levels or risk mitigation actions, other than those already considered and accepted as part of the annual budget process (such as staffing levels)
The availability of the computing centers is critically dependent on the support provided by the Laboratory, most notably electrical power. The lack of electrical power will shut down GCC and put FCC and WH8-FC at risk of a shut down.
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