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[bookmark: _Toc428422197]SYSTEM IDENTIFICATION  

[bookmark: _Toc428422198]System Name/Title 
Fermilab identifier CSP- GSS-#### has been assigned to the system discussed throughout this Risk Assessment and will be referred to as Capriza. 
[bookmark: _Toc428422199]System Type
This system is Capriza, a mobile application creation tool.
[bookmark: _Toc428422200]Responsible Organization 
Fermi National Accelerator Laboratory
PO Box 500
Batavia, IL 60510
[bookmark: _Toc428422201]System Operational Status 
It is in the operational phase of its life-cycle.
[bookmark: _Toc428422202]General Description/Purpose 
Fermilab is in the process of implementing a tool that allows subject matter experts to create mobile applications, which will provide a simple interface into both modern and legacy web applications.  This includes applications running within and outside the Fermilab address space.  The service does not require the mobile application creator to develop code or utilize API’s to build an application, but instead provides a simple web-based designer tool.
After researching several products and going through the RFP process, Capriza was chosen for a number of reasons. They met our security, cost, usability, and architecture requirements. 
[bookmark: _Toc428422203]Security Overview/Service Compliance
[image: ]
[bookmark: _Toc428422204]System Architecture and Boundaries 
Capriza is a subscription-based SaaS solution.  Fermilab has chosen to deploy Capriza in a hybrid mode, which means a runtime agent server will be hosted at Fermilab.  The primary advantage of keeping the runtime agent server on premises is that it keeps all data onsite, including the browser cache. 
There are two main entities in the Capriza architecture: Capriza Management and Capriza Runtime.  The third entity is the Capriza Designer. Capriza Management provides for and manages all Capriza services, including authentication, authorization, meta-data storage/retrieval and analytics.  The Capriza Runtime is the entity which is involved in executing Zapps (Capriza Applications) against a web application when running them from mobile devices.  When a Zapp is executed, data is sent and fetched from back-end web applications to the mobile device.  A Zapp is really just an HTML5 application, which is suitable for use on mobile devices.
With the exception of the Runtime Agent (component hosted at Fermilab), the Capriza components reside on an Amazon Web Services (AWS) Virtual Private Cloud (VPC),  which is segregated from the rest of the Amazon cloud.  Access to Capriza resources is limited through HTTPS (port 443) on a load balancer, which connects to services on the back-end.
The Capriza Runtime is comprised of two components, the "Runtime Agent" and the "Relay Server". The "Runtime Agent" is a headless Firefox instance running the Capriza engine. The Runtime Agent is the core component performing most of the heavy lifting of transforming a standard web application into a mobile experience. The "Relay Server" is a server connecting mobile devices and Firefox instances serving as a runtime session bridge.
The Capriza "Secure Channel" is a virtual channel operating on top of the HTTP or HTTPS transport layer. All of the data transferred between the Runtime agent and the mobile device is AES256 encrypted using a randomly generated (per session) 256 bit key. According to Capriza “We're using a standard TLS channel between the mobile-relay-runtime, in which we transport the data encrypted using our proprietary secure channel.”  The data always remains encrypted between the mobile and runtime.
During the installation of the Runtime, the installer generates a random 2048 bit private/public RSA key pair. The key pair is used to exchange the secret key between the mobile device and the Runtime agent at every session initialization.
Runtime Steps (High-level – see tables below for more detail)
1. [bookmark: _GoBack]The mobile device connects to a runtime agent via the relay 
2. The runtime agent sends its public key  certificate to the mobile device 
3. The mobile device verifies the public key authenticity by comparing the fingerprints 
4. The mobile device generates a 256 bit random secret key 
5. The mobile device encrypts the generated secret key using the runtime agent public key and sends it to the agent 
6. The runtime agent decrypts the secret key using its own private key 
7. The mobile device and runtime agent encrypt all data between them with AES.256 using the shared secret key

Figure 1: Capriza Secure Chanel
[image: ]



Capriza Secure Channel – How It Works
	Installation

	· During the runtime agent installation in the customer environment, a new RSA Public/private key pair is generated
· The private key is safely stored in the organization and never shared with anyone (including Capriza)
· The organization sends to Capriza (via email or other method) the public key certificate for establishing trust
· Capriza stores the public key certificate fingerprint in the Management Server
· The trusted fingerprint is served to connecting mobile devices



Figure 2: Capriza Secure Chanel (Runtime Steps)
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	Runtime (ECDH)

	1) The mobile device connects to a runtime agent via the relay 
2) The runtime agent generates a random elliptic curve public/private key pair (Elliptic curve Diffie–Hellman)
3) The runtime agent connects to the relay and provides (1) the elliptic curve public key (2) the public key signature (signed using the installed private key)
4) The mobile device generates a random elliptic curve public/private key pair 
Note: Keys newly generated on every Zapp run. The private, public and secret keys are only stored in memory during the Zapp session, so there is virtually nothing for a hacker to steal.
5) The mobile device connects to the relay and provides the elliptic curve public key
6) Both the mobile device and the runtime agent simultaneously receive the other party’s public key
7) Both the mobile device and the runtime agent validate the other party’s public key. 
Note: The client verifies the runtime using the signature. The runtime verifies the client by contacting the API and verifying the clients' public key directly.
8) Both the mobile device and the runtime agent derive the shared secret key from their own public/private keys and the other party’s public key (using AES-256 symmetric-key algorithm)
Note: The mobile device and runtime agent use AES-256 to encrypt/decrypt all data passed between them














Figure 2:  Capriza Architecture and Security Diagram (On Premise Model) 
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Table 1: Information Stored on the Capriza Cloud
	Data Type
	Description
	Responsible Component/Physical Location
	Method of Persistence

	Service Metadata
	Various relational data types which comprise the Capriza service model, including, for example, users, organizations, user groups, domains, Zapp information, etc.  
	Capriza Mgmt/Capriza Cloud
	MySQL relational database.  

	Application Runtime Model
	XML data structure, which contains the application model, captured during design time by the Capriza Designer.  The model contains references to web controls based on interrogating the browser DOM using xpaths, object IDs, class IDs, labels and other DOM attributes. 
	Capriza Mgmt/Capriza Cloud
	Service Metadata Database. XML is stored as a binary object, and is AES.256 encrypted using a unique key to each and every organization.  

	Session Token
	A session token is issued upon successful 
authentication with Capriza or an 
associated IdP. A valid token is required to access each and every component in the Capriza service.  
	Capriza Mgmt/Capriza Cloud
	Key value store using Redis. Token expires after 7 days of 
inactivity or according to SAML assertion response condition (if 
specified) 

	Runtime sessions and availability
	Each Relay Server reports the status of all Runtime Agents back to Capriza Mgmt for the purpose of centralized monitoring, management and load balancing.  
	Capriza Mgmt/Capriza Cloud
	Key value store using 
Redis. 

	Mobile activity events
	Events generated by the Zapp during user interaction for the purpose of supporting usage metrics and analytics. The events may contain source IP addresses, browser agent, URIs, and custom data (optional).  
	Capriza Mgmt/Capriza Cloud
	Document database 
using mongoDB  

	Public key certificate fingerprint
	Secure channel only – The public key 
Fingerprint is stored in Capriza Management to validate authenticity of the Runtime Agent.   
	Capriza Mgmt/Capriza Cloud
	MySQL relational 
database 

	Capriza Credentials
	· Credentials used to access the Capriza cloud service 
· SHA1 hash of password 
	· Mobile browser/ 
Mobile Device 
· Capriza Mgmt/ 
Capriza Cloud 
	· Browser cookie on the mobile device 
· MySQL relational database 

	Application Credentials
	Credentials used to access the enterprise application associated with the Zapp
	Mobile browser/ 
Mobile Device 
	Browser cookie on the mobile device. Password storage policy is controlled by a master admin switch 

	Source Code & Binaries
	Source code, binaries and libraries for the various Capriza system components
	Mobile, Runtime Agent, Designer, Capriza Mgmt/Capriza Cloud and On-premise
	Stored on AWS S3 highly available shared drive, served via web server over HTTPS





[bookmark: _Toc428422205]Risk Identification & Methodology
A threat is the potential for a particular threat-source to successfully exercise a particular vulnerability. 
A vulnerability is a weakness that can be accidentally triggered or intentionally exploited. 
A threat-source does not present a risk when there is no vulnerability that can be exercised.
[bookmark: _Toc428422206]Likelihood Determination, Impact Analysis, and Risk Level
The likelihood that each vulnerability will be exploited and the impact of a successful exploit is indicated by the pair of rankings associated with each vulnerability below. Following each vulnerability is the risk level obtained by using the following matrix:
	
	Impact

	
	Low
	Medium
	High

	Threat Likelihood
	Low
	Low
	Low
	Low

	
	Medium
	Low
	Medium
	Medium

	
	High
	Low
	Medium
	High



[bookmark: _Toc428422207]Threat Source Identification
There are no threat sources which have not been identified in the Risk Assessment for the General Computing Enclave.
[bookmark: _Toc428422208]Motivation and Threat Actions
There are no motivations and threat actions which have not been identified in the Risk Assessment for the General Computing Enclave.
[bookmark: _Toc428422209]Residual Risk Definition
Residual risks are divided into categories based on expected frequency of occurrence after full implementation of all security controls.  We consider an occurrence rate to be:
LOW 			if it is expected to happen <10 times per year
VERY LOW 		if it is expected to happen <1 time per year 
EXTREMELY LOW	if it is expected to happen <1 time per five years 

[bookmark: _Toc428422210]Identified Risks, Mitigations, and Residual Risks
This document will cover both the components hosted by Capriza and the on premise runtime server components at Fermilab. 
Capriza defines 3 entities that should be addressed:
1. Capriza Management
2. Capriza Runtime (Relay Agent and Runtime Agent)
3. Capriza Designer
[bookmark: _Toc428422211]General Risks
[bookmark: _Toc428422212]Risk: Sensitive Information Stored on Mobile Device 
(VERY LOW)
Threat & Vulnerability:  When an end-user running a mobile application accessing a backend system with sensitive information (or anything undesirable for a mobile device), data from the backend system could be stored on the mobile device.
Mitigation:  Capriza apps (aka “Zapps”) are lightweight HTML5 mobile experiences, running within a mobile browser and do not leave behind a footprint; once the Zapp is terminated, no trace of the data used is left on the device.  With the On-Premise architecture Fermilab has chosen, any data cached by a browser connected to a backend server would be resident on the Runtime Agent server located onsite.
Residual Risk: (EXTREMELY LOW) The risk of someone using a screen capture tool, camera, or writing utensil would still exist, but only when a user has an active session open.  This could be against lab policy in cases where the data being presented contained protected PII.
[bookmark: _Toc428422213]Risk: Session Hijacking or Sniffing (i.e. man-in-the-middle attack)
(VERY LOW)
Threat & Vulnerability:  Network communications between the Capriza cloud, Fermilab web servers, and mobile devices is vulnerable to a number of hacking or sniffing attacks by an unauthorized third party.  These threats can be elevated when data between user devices and web servers crosses multiple public networks.
Mitigation:  Capriza provides end-to-end data privacy & protection.  Capriza does not store nor cache customer private data in its cloud or anywhere along the path. Data-in-transit is kept hidden at all times to the constituents along the data path, including public networks, infrastructure providers and the Capriza cloud. This is achieved by encrypting the data all the way from the application touchpoint to the mobile device, using a private-public key scheme coupled with strong encryption.  See the Capriza Secure Channel diagram (Figure 1 above) for more information.
Residual Risk: (EXTREMELY LOW) 
[bookmark: _Toc428422214]Risk: Lack of access to Mobile Application Portal (Management and Relay Agent)
(VERY LOW)
Threat & Vulnerability:  Service outage at cloud provider due to DoS attack, service compromise or environmental issue.
Mitigation:  
Capriza maintains a number of sophisticated monitoring systems including: 
· NewRelic (www.newrelic.com)
· Monit (www.mmonit.com )
· Pingdom (www.pingdom.com)
· Graphite (graphite.wikidot.com)
· Nagios (www.nagios.org)
Using  various  methods,  these  systems  are  designed  to  monitor  the  health  and availability  of  all  infrastructure  components  and processes  including  networks, systems, and services.  Capriza  monitoring  systems  are  designed  to  generate  automatic  alerts  that  notify personnel of any pre-defined event. Notifications can be delivered via email or mobile phone, using the PagerDuty (www.pagerduty.com) alerting system. Alerts are designed to ensure that actions are taken to restore normal operation.  In some situations, Monit invokes automatic recovery of processes and restores normal operation with no manual action required.
In addition to the above mentioned tools, system administrators routinely audit system logs in order to identify any abnormal patterns like failed login attempts, possible DoS (Denial of Service) attack attempts, etc.
Residual Risk: (EXTREMELY LOW) 

[bookmark: _Toc428422215]Risk: Unauthorized access through Capriza Management Portal
(VERY LOW)
Threat & Vulnerability:  A compromised management account could allow an attacker privileged access to the management portal.  Since the management portal is generally accessible through the Internet, which includes allowing public and loosely managed systems, there is likely a greater risk of credential exposure.  
Mitigation:  
· Capriza will be setup to use central authentication (SERVICES domain) at Fermilab.  The Capriza service will only allow users to logon only after they are authenticated by the SERVICES domain, but will not store their credentials.
· Authentication attempts are logged centrally and reviewed and analyzed periodically.   Use of permissions is audited as well.
· Capriza sessions are always encrypted (HTTPS/Capriza Secure Channel).
· Even if an attacker gained access, no credentials allowing access to the applications at Fermilab are stored in Capriza.
· A session token is issued upon successful authentication with Capriza or an associated IdP. A valid token is required to access each and every component in the Capriza service.  
· Capriza has 3 user levels to limit access:
Residual Risk: (EXTREMELY LOW) There still exists the possibility that an attacker could take over a session (i.e. via remote control tools) and bypass the controls provided by the Capriza Management portal.  Avoiding performing management functions from public or loosely managed machines should significantly reduce this risk.
[bookmark: _Toc428422217]
Risk: Unauthorized access to On-premise Runtime Server
(VERY LOW)
Threat & Vulnerability:  The Capriza Runtime Server will be located at Fermilab, running on a Fermilab standard build of Red Hat Enterprise Linux.  The possibility exists that an attacker could remotely gain access and compromise this system either through SSH or the Capriza engine/runtime agent software.
Mitigation:  
· IPTABLES will restrict network access, limiting only the ports required by the Capriza application from the Capriza Relay server (cloud-hosted) and to the source applications either through a SaaS provider or a Fermilab legacy application.  Core services (DNS, NTP, Authentication, Monitoring, etc.) will also be allowed.  
· The runtime server will use Kerberized SSH, restricted to server management systems onsite.
· Runtime server sends all log data to central syslog facility (clogger.fnal.gov).
· The runtime server will have OS patches applied on a monthly basis.
· Vendor software updates or upgrades will be applied when they become available for general release.
· The runtime server is monitored using SolarWinds and Nagios/Check_MK.
· All of the data transferred between the Runtime agent and the mobile device is AES256 encrypted using a randomly generated (per session) 256 bit key. During the installation of the Runtime, the installer generates a random 2048 bit private/public RSA key pair. The key pair is used to exchange the secret key between the mobile device and the Runtime agent at every session initialization.  All traffic is goes over the HTTPS transport layer.
Residual Risk: (EXTREMELY LOW) 
Authentication Risks
[bookmark: _Toc428422218]Risk: End-User Authenticating via SSO Credentials
(VERY LOW)
Threat & Vulnerability: The use of manually typed credentials carries with it a number of risks; it can be captured by key loggers, man-in-the-middle attacks, or the password could be so simple as to be easily guessed.  This leaves the software vulnerable to the extent that whatever permissions the credentials had, can be used to damage or expose contents.
Mitigation: 
· We use an SSO (SERVICES Domain) for authentication to the Capriza website.  This hands off the authentication entire process first to a central source at Fermilab.  This is used by administrators accessing the Capriza management tools and users accessing Zapps.
· Access to a website is granted if they have authenticated to the SSO and they are a member of a group within the SERVICES Domain.  Even if they present correct credentials for that Domain, if they are not granted access to the site or a given application (Zapp), they cannot get in.
· We do not allow stand-alone accounts to access Capriza resources, eliminating the possibility that an account with a weak password can be created, giving a hacker an easy path into the website.
Residual Risk: (EXTREMELY LOW)   No other risks specific to using SSO with Capriza are known at this time.
[bookmark: _Toc428422219]Privacy Risks
[bookmark: _Toc428422220][bookmark: _Toc325708333]Risk: Data Privacy (Information maintained by the cloud provider is compromised)
(VERY LOW)
Threat & Vulnerability:  Cloud provider has inadequate administrative, physical, and technical safeguards, which could lead to information being compromised by an unauthorized third party.
Mitigation:  Applications are accessed through a cloud service which is ISO 27001 compliant and utilizes world-class security practices. ISO 27001 compliance certificate was issued on October 1st, 2013.  ISO 27001 is a standard for Information Security Management Systems (ISMS), published in 2005 by the International Organization for Standardization (ISO).  Capriza does not store nor cache customer private data in its cloud or anywhere along the path.
[bookmark: _Toc428422221]Residual Risk: (EXTREMELY LOW) Because no data is cached or stored in the Capriza cloud, additional risks are extremely low.
Sources:  
www.capriza.com
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