Addendum to Security Guidelines for Intensity Frontier (IF) Experiments
Offline Production [ID 5644]

Currently, NOVA offline production job submission is launched from individual accounts. Each
production operator uses its individual kerberos principal to submit jobs related to NOvA
experiment production. The production shared account: novapro is now used only for monitoring
data services.

As an exception to the security guidelines established for Intensity Frontier experiments, NOvA
experiment is allowed to have 17 individual kerberos principals in the .k5login associated to the
shared account: novapro.

The security controls established and executed by NOVA experiment are enough to guarantee
traceability on any activity launched from the shared production account.

Annually, NOvA Offline Production Coordinator should review the .k5login file in the shared
account: novapro making sure it contains 17 individual kerberos principals at most and report its
findings to Mine Altunay (maltunay(@fnal.gov) Fermilab SCD Security Coordinator and leader
of SCIS group.

The above variances are accepted and incorporated as exceptions to the existing Security
Guidelines for the Intensity Frontier Experiments Offline Production.
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