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[bookmark: _Toc455486253]SYSTEM IDENTIFICATION  
[bookmark: _Toc455486254]System Name/Title 
Fermilab identifier CSP- GSS-5736 has been assigned to the system discussed throughout this Risk Assessment and will be referred to as the Business Systems Source-to-Pay Transfer system (BSS2PT).
[bookmark: _Toc455486255]System Type
This system is utilized by the Information Systems HR Major Application (MA) and is contained in the General Computing Environment.
[bookmark: _Toc455486256]Responsible Organization 
Fermi National Accelerator Laboratory
PO Box 500
Batavia, IL 60510
[bookmark: _Toc455486257]System Operational Status 
It is in the operational phase of its life-cycle.
[bookmark: _Toc455486258]General Description/Purpose 
The BSS2PT provides a secure environment for moving data between Fermilab’s on premise Oracle E-Business Suite, Vinimaya’s virtual marketplace and numerous vetted vendor sites. This risk assessment should address the security built into Oracle’s iProcurement punch-out and XML PO Transmission.  The main component of the BSS2PT is a pair of proxy servers running on Red Hat Enterprise Linux.  Outbound connections are handled by a Squid proxy service.
[bookmark: _Toc455486259]System Architecture and Boundaries
[bookmark: _Toc455486260]System Inventory
Table 1: Source to Pay Proxy Service (BSS2PT) systems
	Hostname
	Function
	Physical Location
	Hardware
	Operating System

	F5-BIGIP cluster proxebs-dev-qa.fnal.gov and proxebs-prd.fnal.gov
	Load balancing and failover
	FCC2 and FCC3
	F5 BigIP 
	F5 TMOS

	proxebs01.fnal.gov
	Proxy Server (Squid)
	FCC VM Cluster
	VMware vSphere
	Red Hat Enterprise Linux 6

	proxebs02.fnal.gov
	Proxy Server (Squid)
	FCC VM Cluster
	VMware vSphere
	Red Hat Enterprise Linux 6



Three Oracle servers (cdebsdb03.fnal.gov, cdebsdb02.fnal.gov and cdebsdb01.fnal.gov) utilize the proxy servers to communicate with the supplier and vendor indirectly.

Figure 1: Source-to-Pay Architecture and Boundaries 
[bookmark: _Toc455486261]Description
The BSS2PT service utilizes multiple proxy services.  Outbound connections initiated by the EBS servers will be proxied through Squid, which provides fairly granular configuration options.  Squid will be used for customer-to-vendor communications (catalog lookups, purchase orders and the like). 
The BSS2PT consists of two identical Linux servers (proxebs01 and proxebs02) pooled behind an F5-BigIP load balancer.    Because the pool members are identical, we can lose a pool member or bring down a pool member for scheduled patching without disrupting any EBS work flows.
The load balancer provides 2 VIPs (proxebs-dev-qa and proxebs-prd).  One VIP handles connections from both the DEV and QA EBS servers to/from outside vendors and the other VIP handles connections from the PRD EBS server to outside vendors.   
The back-end Linux pool members each run two Squid web proxy instances, with each instance listening on a dedicated port.   The first Squid instance proxies web requests from both the DEV and QA EBS servers to outside vendors.  The second Squid instance proxies requests from the PRD EBS server to outside vendors.   
The BSS2PT lies outside of the Palo Alto financial firewall.  The financial firewall has been modified to allow the EBS servers to contact the BSS2PT on specific ports.   Both Linux servers also have local Linux IPTABLES firewalls that restrict access only servers on the FNAL financial (131.225.26.X) subnets.  In addition, each Squid instance further restricts access to the specific EBS server(s) that the instance services.   
The BSS2PT proxy servers are primarily pass-through routing servers. However, some web data is cached locally by Squid to improve performance.  Since there is no PII involved, this local cache is not considered a risk.
[bookmark: _Toc455486262]Security Controls
· For all SSL communications, digital certificates will be stored in Oracle Wallet Manager. The following digital certificates are required:
· Root or Intermediate certifications of all well-known Certificate Authorities
· Client Certificate
· Certificate of CA authority who signed the client certificate
· Password for accessing client certificate or the Oracle Wallet manager.
· Console logins to all servers are permitted only to those with VM infrastructure access and a valid account to the system.  Direct administrative (root) console access is permitted with passwords that are known only to ESO-USS system administrators.
· Network login to the RHEL servers for management is permitted via SSH is permitted only to ESO-USS system administrators.  SSH access to the Linux proxy servers is protected by Kerberos and limited to FNAL IPs only.   In the near future SSH access will be further restricted by a requirement that the session originate on a two-factor FNAL administrative terminal server protected by two-factor authentication.
· Authentication to BSS2PT systems utilizes centralized, lab-wide authentication services (Kerberos/Active Directory).
· Backups of all servers are taken on a nightly basis the evening of each business day, and retained for 30 days.
· Patching and software installation for Linux transfer server is performed on the Red Hat Linux servers on a monthly basis, which includes errata/updates issued by Red Hat.  This is managed centrally by a Red Hat server running Red Hat Network Satellite.
· All patches that are of an urgent nature, as identified by the Vendor and/or Computer Security, will be applied immediately.
· All general patches patching supplied by the vendor will be applied on a monthly basis; Squid will be patched along with the OS through the Red Hat Satellite Server.
· Since both proxy servers are configured to handle ALL instances (DEV, QA and PRD) of EBS, patches can be applied to one server at a time causing no disruption in service.  
· Network traffic exchanged between the EBS Server Service Major Application networks and the campus general network where BSS2PT resides is monitored via intrusion detection systems (IDS).
· System logging for all servers and network devices in the MA are consolidated at a central logging server and alerts are sent for anomalies.  The Linux proxy servers also send all logs to the central logging server.
· All systems in the MA as well as the BSS2PT proxy servers are audited by a site network scanner, either on a regular basis or ad hoc.  This ensures that each server is running only expected services.
[bookmark: _Toc455486263]iProcurment Workflows
[bookmark: _Toc455486264]iProcurement Punchout Security 
Oracle iProcurement comes with the capability to access secure sites using Secure Socket Layer (SSL) and Transport Layer Security (TLS) authentication. 
Transport Layer Security, or TLS, is the successor of SSL (Secure Sockets Layer) and has become the Oracle standard. TLS, like SSL, is a protocol that encrypts traffic between a client and a server. TLS creates an encrypted connection between two machines allowing for private information to be transmitted without the problems of eavesdropping, data tempering, or message forgery. Oracle migrated to TLS to address security vulnerabilities not covered by SSL technology. 
Models 2a and 2b, or “Punchout from Oracle iProcurement Directly to Supplier-Hosted Catalog (XML or cXML)” have been chosen to handle the punchout process.  In this model, the supplier hosts the catalog at its own site or Web store, the Oracle iProcurement administrator sets up Oracle iProcurement to use the supplier as a punchout site, and requesters see a punchout link to the supplier site displayed on the Oracle iProcurement home page.
Below is a graphical representation of iProcurement punchout:

 
1. The requester or preparer clicks the eMarketplace link. 
2. A Login request is sent to Vinimaya’s server. 
3. Vinimaya authenticates the access and sends a login response. 
4. iProcurement redirects the browser to the supplier catalog site. 
5. The requester or preparer searches for items and returns the cart to iProcurement. 
6. The shopping cart is processed by iProcurement. 

Users punchout from iProcurement to a TLS connection secured with a digital certificate. At this point, iProcurement authenticates the digital certificate as valid. The digital certificate is proof that the site is who it says it is. To accomplish this, iProcurement compares the digital certificate presented to certification authorities stored in the ca-bundle.crt file. 
The process steps used to validate the digital certificate are: 
1. Confirm the validity period. iProcurement checks to make sure the current date and time presented are valid. If they are, the process continues; if not, the authentication process stops. 
2. Validate the certification authority. The list of trusted certification authorities, maintained on the server in the ca-bundle.crt file is examined against the certification authority on the supplier certificate. If the certification authority matches the authentication process proceeds. 
Note: iProcurement also supports a certification chain which means that if the supplier site’s certification doesn’t match the certification authority but references another certification that does match the authentication will proceed. 
3. Confirm the public key. The iProcurement server uses the certification authority’s public key (a code that decrypts certificates) to validate the digital signature on the digital certificate. iProcurement uses standard techniques to encrypt and decrypt data using public and private keys. 
4. Finally validate the domain name. iProcurement verifies that the domain name on the digital certificate matches the name of the sending server. 
Once these checks are successfully performed, the server authentication is complete and a session key is generated that will be used for the duration of the connection between the catalog site and iProcurement. The key is encrypted and transmitted back to the catalog site through the catalog site server’s public key. All subsequent communication between the catalog site and iProcurement is encrypted. 
Oracle iProcurement does not support client-side certificate authentication. That is, iProcurement authenticates the server it is accessing, but does not allow the accessed client side server to authenticate the internal site in return. If the supplier’s server attempts client-side authentication, the connection will fail. 
In addition to the SSL and TLS verification of the supplier site, Oracle iProcurement supports UTF-8 character encoding. Punchout uses this encoding, not the XML language tag, to interpret the XML. If the supplier uses a different encoding method it must be specified during setup. 
cXML supplier punchouts are expected to use UTF-8 encoding. 
Encoding is specified in the XML prolog as <?xml version=”1.0” encoding=”UTF8”?>
[bookmark: _Toc455486265]XML Purchase Order Transmission 
EBS uses Oracle’s XML Enterprise Gateway which supports all DTD based XML standards. The majority of the messages delivered with Oracle EBS are mapped using the Open Application Group (OAG) standard. 
Oracle Enterprise Gateway provides application-level routing; XML conversion, validation and threat scanning; XML acceleration, security, monitoring and governance. 
As described in Section 2, iProcurement Punchout Security, XML transmission also utilizes SSL or TLS transport-level data-communication protocol to provide authentication, confidentiality, message integrity and secure data exchange between the internal client and external server. 
While TLS or SSL provide a secure communication channel, when the data is not “in transit” the data is not protected making the environment vulnerable to attack in multi-step transactions. To reduce the threat, security layers are used. These include a firewall and a ‘DMZ’. Oracle’s Enterprise Gateway was primarily designed to provide the first line of defense in the DMZ. 

As depicted below, the purchase order using an ‘https’ URL and cXML moves through the firewall and DMZ to the supplier’s server.  
Process:  PO is cut using HTTPS URL, moving through the firewall and proxy server to the supplier server.  Fermilab will not be accepting supplier PO acknowledgements or invoices, so this is only a one-way (established and related) connection.

[bookmark: _Toc455486266]Use of a Shared Account for Package Management
Management of packages for the eMarketplace requires a special shared login to eMarketplace in order for the packages to be easily maintainable.  This login uses the eMarketplace password and has a special eMarketplace role. This role gives the account permission to add/delete/change packages.  Any risk of having a shared account is accepted by the eMarketplace and is minimal.  This shared account will only be used by the small group that is maintaining the packages.





[bookmark: _Toc455486267]Risk Identification & Methodology
A threat is the potential for a particular threat-source to successfully exercise a particular vulnerability. 
A vulnerability is a weakness that can be accidentally triggered or intentionally exploited. 
A threat-source does not present a risk when there is no vulnerability that can be exercised.
[bookmark: _Toc455486268]Likelihood Determination, Impact Analysis, and Risk Level
The likelihood that each vulnerability will be exploited and the impact of a successful exploit is indicated by the pair of rankings associated with each vulnerability below. Following each vulnerability is the risk level obtained by using the following matrix:
	
	Impact

	
	Low
	Medium
	High

	Threat Likelihood
	Low
	Low
	Low
	Low

	
	Medium
	Low
	Medium
	Medium

	
	High
	Low
	Medium
	High



[bookmark: _Toc455486269]Threat Source Identification
There are no threat sources which have not been identified in the Risk Assessment for the General Computing Enclave.
[bookmark: _Toc455486270]Motivation and Threat Actions
There are no motivations and threat actions which have not been identified in the Risk Assessment for the General Computing Enclave.
[bookmark: _Toc455486271]Residual Risk Definition
Residual risks are divided into categories based on expected frequency of occurrence after full implementation of all security controls.  We consider an occurrence rate to be:
LOW 			if it is expected to happen <10 times per year
VERY LOW 		if it is expected to happen <1 time per year 
EXTREMELY LOW	if it is expected to happen <1 time per five years 

[bookmark: _Toc455486272]Identified Risks, Mitigations, and Residual Risks
[bookmark: _Toc455486273]General Risks
[bookmark: _Toc455486274]Risk: Unauthorized URL access
(VERY LOW)
Threat & Vulnerability:  Unauthorized access to incorrect URLs, potentially allowing someone to gain access to an unintended URL. 
Mitigation:  The Squid proxy server has ACLs which are set up to disallow all URLs except a select few approved URLs.  If you try to connect to an unauthorized URL you will be given a 403 Forbidden error.  IPTABLES have also been configured to restrict the IP addresses that can be accessed through the proxy servers.
Residual Risk: (EXTREMELY LOW) An inadvertent misconfiguration of either the Squid configuration file (i.e. /etc/squid/squid.conf) and IPTABLES could temporarily allow access to an unintended URL.  The Squid configuration file will be monitored using Puppet, which will automatically replace the file if an unauthorized individual were to make changes.

[bookmark: _Toc455486275]Risk: Unauthorized access from an incorrect server
(VERY LOW)
Threat & Vulnerability:  Someone could potentially gain access to the approved URLs from an unintended source server (i.e. non-EBS/iProcurment server).
Mitigation: The Squid proxy server has ACLs which are set up to disallow access from all internal servers except the three EBS servers.  IPTABLES have also been configured to restrict the IP addresses that can be accessed through the proxy servers.  If you try to access the proxy from an incorrect server the request will simply time out.
Residual Risk: (EXTREMELY LOW) An inadvertent misconfiguration of either the Squid configuration file (i.e. /etc/squid/squid.conf) and IPTABLES could temporarily allow access to an unintended URL.  The Squid configuration file will be monitored using Puppet, which will automatically replace the file if an unauthorized individual were to make changes.

[bookmark: _Toc455486276]Risk: Unauthorized access to application servers
(VERY LOW)
Threat & Vulnerability:  Someone could potentially gain access to the proxy server and then attain access to the internal Oracle application and database servers inside the Information Systems MA Boundary.
Mitigation:  The proxy server is outside of the MA subnet(s) and the financial systems firewall rules prevent new connections originating from the proxy servers into the Oracle EBS servers.  
Residual Risk: (EXTREMELY LOW) A misconfiguration in the firewall rule set could unintentionally expose ports on the EBS server to IP addresses outside the MA boundary.  The EBS server IPTABLES would limit access to ports to systems with an FNAL address.

[bookmark: _Toc455486277]Risk: Unauthorized URL redirection
(VERY LOW)
Threat & Vulnerability: Someone could potentially gain access to the proxy server and add and/or redirect URLs to unintended URLs. This would allow access to incorrect and invalid sites listing bad data and/or potentially malformed URLs.
Mitigation:  The service can only be configured using ssh. There are specific USS firewall controls allowing only approved FNAL jump host incoming IP addresses to access ssh. Kerberos authorization will protect incoming ssh connections. All outside access is forbidden to this server. This would require breaking into a chain of servers as well as Kerberos.  Also, Puppet is configured to alert when managed files such as the Squid configuration file are modified.
Residual Risk: (EXTREMELY LOW) 
[bookmark: _Toc325708333]
[bookmark: _Toc455486278]Client-side Risks
[bookmark: _Toc455486279]Risk: Client-side compromise
(VERY LOW)
Threat & Vulnerability: Malware, viruses or a hijacked session on a client machine could allow for an unauthorized user or process to manipulate a shopping cart or place an order during an established session with the iProcurement module in EBS.  It’s important to note that this threat already exists when a client system utilizes sites such as Amazon or CDWG to make a Procard purchase. 
Mitigation:  Business processes and rules are in place to significantly reduce the impact any mistake or compromise might have.   For example, a purchase requires at least one approval before it is executed.  Purchases above $5K require multiple approvals before the transaction is completed.
Residual Risk: (EXTREMELY LOW) Approvers or business rules do not catch a compromised purchase request.  In most situations, line management should be well informed of any purchases being requested by the designated buyer in their organization.  This is a line management responsibility.
[bookmark: _Toc455486280]Risk: Session Cookie Integrity
(LOW)
Threat & Vulnerability: Cookies are used to maintain session state between a client browser.  A session cookie containing the “JSESSIONID” and other information could be intercepted by an attacker while in transit and allow that attacker to impersonate that session.
Mitigation:  The following mitigations should minimize this risk:
1. The following controls have been implemented on the web server(s):
a. Secure Socket Layers (SSL) are used to secure communication between client and server (SHA-2/TLS1.2 enforced – no older weak ciphers allowed)
b. encryption includes IP address to validate physical machine as well as the user
c. each session is assigned a unique identifier, which is stored in a table
d. session identifier returned to client encrypted via cookie
e. encryption of password and parameter function
f. securing and excluding attribute control
2. Access to EBS is limited to onsite or offsite only through an encrypted tunnel using the site VPN.  This should greatly reduce the audience that has access to see traffic in clear text.
3. Operating system and application patches are applied to the EBS servers monthly and Oracle application patches are applied when critical updates are made available and are applicable.
4. Oracle EBS and Vinimaya both utilize role-based security to limit the functions each user can perform.
5. Business processes and rules are in place to significantly reduce the impact any mistake or compromise might have.  For example, a purchase requires at least one approval before it is executed.  Purchases above $5K require multiple approvals before the transaction is completed.
Example Cookie: cdebsdb03.fnal.gov (Client browser  Oracle EBS DEV Instance with iProcurement Module)
	Name
	Value 
	Domain
	Path
	Expires / Max-Age
	Size
	HTTP
	Secure

	JSESSIONID
	d4d968265ad3903d2e3964feea531786df4c180b82fbb10099680f3d06dab67e.e38OchiKc3aRb40LaNqPbx0MbNeRe0
	cdebsdb03.fnal.gov
	/OA_HTML
	Session
	105
	
	✓

	OHS-cdebsdb03.fnal.gov-8012
	
	cdebsdb03.fnal.gov
	/
	Session
	603
	
	

	__utma
	142164453.1344365344.1462200537.1462200537.1462200537.1
	.fnal.gov
	/
	2018-05-02T14:48:57.000Z
	61
	
	

	__utmz
	142164453.1462200537.1.1.utmcsr=(direct)|utmccn=(direct)|utmcmd=(none)
	.fnal.gov
	/
	2016-11-01T02:48:57.000Z
	76
	
	

	ebs12ds2
	JpUcAKY0g7cCTYqTv7SRf05dl2
	.fnal.gov
	/
	Session
	34
	
	✓

	oracle.uix
	0^^GMT-5:00^p
	.cdebsdb03.fnal.gov
	/
	2026-05-05T12:20:23.000Z
	23
	
	

	treemenu1
	none open
	cdebsdb03.fnal.gov
	/
	2016-05-06T12:05:53.000Z
	18
	
	



Example Cookie: fermi-dev.vinimaya.com (Client browser  Vinimaya eMarketplace)
	Name
	Value 
	Domain
	Path
	Expires / Max-Age
	Size
	HTTP
	Secure

	JSESSIONID
	R5fuJlyT-g3U1Z3TdJt89aOE.viniapp
	fermi-dev.vinimaya.com
	/vmkt
	Session
	42
	 
	✓

	__utma
	223016204.1718535158.1462449959.1462449959.1462449959.1
	.fermi-dev.vinimaya.com
	/
	2018-05-05T12:05:58.000Z
	61
	 
	 

	__utmb
	223016204.0.10.1462449959
	.fermi-dev.vinimaya.com
	/
	2016-05-05T12:35:58.000Z
	31
	 
	 

	__utmc
	223016204
	.fermi-dev.vinimaya.com
	/
	Session
	15
	 
	 

	__utmz
	223016204.1462449959.1.1.utmcsr=cdebsdb03.fnal.gov:8012|utmccn=(referral)|utmcmd=referral|utmcct=/OA_HTML/RF.jsp
	.fermi-dev.vinimaya.com
	/
	2016-11-04T00:05:58.000Z
	118
	 
	 

	eProcName
	Oracle2A
	fermi-dev.vinimaya.com
	/vmkt
	Session
	17
	 
	 

	eProcReturnUrl
	"https://cdebsdb03.fnal.gov:8012/OA_HTML/OA.jsp?OAFunc=ICX_CAT_PUNCHOUT_CALLBACK&OAHP=ICX_POR_HOMEPAGE_MENU&OASF=ICX_CAT_PUNCHOUT_CALLBACK&transactionid=1730410685&operationkey=27017aafedc819c4"
	fermi-dev.vinimaya.com
	/vmkt
	Session
	208
	 
	 

	sessionTimeoutReturnURL
	https%3A%2F%2Ffermi-dev.vinimaya.com%2Fvmkt%2Fsimulator%2Foracle2a
	fermi-dev.vinimaya.com
	/vmkt
	Session
	89
	 
	 



Residual Risk: (VERY LOW) Approvers or business rules do not catch a compromised purchase request.  In most situations, line management should be well informed of any purchases made by the designated buyer in their organization.  Also, if the web server configuration is modified either after the application of an update or patch, or possibly by a system administrator, the configuration may no longer enforce the current controls.  To further mitigate this risk, there is a DEV and QA environment with strict change management policies and processes to migrate changes (packages) from the development stage to production stage.



[bookmark: _Toc455486281]Risk: Cross-Site Request Forgery (CSRF or XSRF)
(LOW)
Threat & Vulnerability: Cross-Site Request Forgery (CSRF) is a type of attack that occurs when a malicious Web site, email, blog, instant message, or program causes a user’s Web browser to perform an unauthorized function on a trusted site (i.e. EBS or Vinimaya) for which the user is currently authenticated.  Similar to XSS, CSRF uses an oversight in the design of a web application to attack users rather than actually attacking the server itself.  This type of an attack can happen even if the user is logged into a Web site using strong encryption (HTTPS).  Impacts of successful CSRF (XSRF) exploits can vary depending on the role of the victim.  When targeting a normal user, a successful attack can compromise end-user data and their associated functions. If the targeted end user is an administrator account, an attack can compromise a much larger.
Mitigation:  The following mitigations should minimize this risk:
1. Web/Application Security:
a. Both EBS and Vinimaya utilize role-based security, which limits an attacker to exploit only those functions a user can perform.  A buyer from an organization cannot approve their own cart, but only submit the cart for approval before the order is placed.
b. Operating system and application patches are applied to the EBS servers monthly and Oracle application patches are applied when critical updates are made available and are applicable.
2. Business processes and rules are in place to significantly reduce the impact any mistake or compromise might have.  For example, a purchase requires at least one approval before it is executed.  Purchases above $5K require multiple approvals before the transaction is completed.
3. Access to EBS is limited to onsite or offsite only through an encrypted tunnel using the site VPN.  This should greatly reduce the audience that has access to see traffic in clear text.  Also, client systems at Fermilab are required to run a centrally-managed Antivirus/malware agent.

Residual Risk: (VERY LOW) Approvers or business rules do not catch a compromised purchase request.  In most situations, line management should be well informed of any purchases made by the designated buyer in their organization.  Also, if the web server configuration is modified either after the application of an update or patch, or possibly by a system administrator, the configuration may no longer enforce the current controls.  To further mitigate this risk, there is a DEV and QA environment with strict change management policies and processes to migrate changes (packages) from the development stage to production stage.
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