Encryption Standards

Any use of Encryption methods must utilize current methods with a strength applicable to the level of sensitivity of information being protected (use NIST 800-131 as a guide for current methods).

Encryption Usage
[bookmark: _GoBack]Any electronically transmitted or portable stored (e.g. thumb drives, CD’s) authentication credentials, Business Sensitive information, PII data or other categorized date (such as S&T, select CUI, etc) must utilize encryption methods.

Business Sensitive or PII data at rest in the originating system may utilize data at rest encryption methods, if available. Downloaded Business Sensitive or PII data at rest on a non-originating system shall utilize data at rest encryption methods.

Communications between general support systems may utilize encryption mechanisms, with a strength applicable to the data being transmitted.
