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Project Leader’s Report
As an infrastructure, NIMI is a mature set of tools and services. It is used to collect real-time network state information and control the site network. It has been successfully used to build several applications of various complexities. The infrastructure, including 2 Dell Linux servers and some of the applications are in production use and are being supported by ISA group. Network monitoring data is stored in NIMI database since spring 2004. Data is constantly backed up to secondary database server as well as CD-supported backup server.
The system has been successfully used during recent outbreak of Zotob worm.

Schedule/Milestones 
Tentatively, the plan is to release Version 2 of TIssue in October-November time frame. Major improvement expected in that version is Blocker Workflow.

Resources used (budget, effort) 
Igor Mandrichenko: 

· 60% - NIMI Server, TIssue development, research, support and maintenance
· 30% - Project leadership and management activities

Randy Reitz – 80% - TIssue detectors, Inventory Scanner, CST applications.

Maxim Grigoriev – 25% in the beginning of fiscal year, and now ~10% - Collector development, support, Datacomm applications

Vladimir Podstavkov – 10% - database, server support, maintenance, SOAP research, NGOP setup

Tanya Levshina – Remedy research, NGOP setup
Related presentations, reports and/or documents

None
Sub-project leader reports
Infrastructure

NIMI infrastructure is built to collect, store and provide access to real-time network state and configuration data. The infrastructure consists of a set of tools that collect the data (Collector), the database, database server and several SOAP-based application servers. Core of the infrastructure is running on 2 Dell server computers – primary and secondary servers. NIMI Collector is developed and being supported by Datacomm group. It runs on Datacomm computers.
The infrastructure is in place and has been working well. It has data about state of the LAN from current time back to about a year and a half ago. The data is being backed up from the primary server to the secondary and to the CD-maintained backup server. The Infrastructure components are being monitored by NGOP and by statistics graphs available through web interface.
Applications

Two major applications built on top of NIMI Infrastructure are TIssue and Network Inventory

TIssue stands for Issue Tracking Framework. It is a workflow management framework used to track computer security vulnerabilities and other computer security – related issues found with computers attached to the LAN. The framework is designed to allow easy connection of new issue detectors. TIssue has been in production since June this year. It has been developed by CST and MAP (GSS). One technical release was made after first official release. Development of second official version is under way. Currently, 2 issue detectors are connected – Vulnerability Scanner and MSSQL Scanner. Connection of second detector has demonstrated that it is easy to add new detectors to the framework. The work is under way to connect other detectors. Currently we are in the middle of planning for the next production release.
During recent outbreak of the Zotob worm TIssue has proved to be reliable and useful system.

Network Inventory is used to collect and store real-time information about computers attached to the LAN including OS version installed there and what services run there. This information is used to going to be increase efficiency of vulnerability scanner and for other purposes.

There are some other NIMI-based applications of smaller scale developed and used by Datacomm group.
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